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Preface

The Conference on Security and Cryptography for Networks 2006 (SCN 2006)
was held in Maiori, Italy, on September 6-8, 2006. The conference was the fifth
in the SCN series, and this year marked a change in its name (the former name
was Security in Communication Networks). The name change meant to better
describe the scope of the conference while preserving the SCN acronym. This
year for the first time we had the proceedings volume ready at the conference.
We feel that the SCN conference has matured and that it has become a tradition
to hold it regularly in the beautiful setting of the Amalfitan coast as a biennial
event.

The conference brought together researchers in the fields of cryptography and
security in order to foster the extension of cooperation and exchange of ideas
among them, aiming at assuring safety and trustworthiness of communication
networks. The topics covered by the conference this year included: foundations
of distributed systems security, signatures schemes, block ciphers, anonymity,
e-commerce, public key encryption and key exchange, secret sharing, symmetric
and public key cryptanalysis, randomness, authentication.

The international Program Committee consisted of 24 members who are top
experts in the conference fields. We received 81 submissions amongst which 24
papers were selected for presentation at the conference. These proceedings in-
clude the extended abstract versions of the 24 accepted papers and the short
abstract of the invited talk by Ivan Damgard.

The Program Committee selected papers on the basis of originality, quality
and relevance to the conference scope. Due to the high number of submissions,
paper selection was a difficult task and many good papers had to be rejected.
Each paper was refereed by three or four reviewers. We thank the members of
the Program Committee for their great efforts invested in the selection process.
We also gratefully acknowledge the help of the external reviewers who evaluated
submissions in their area of expertise. The names of these reviewers are listed
on page VII, and we apologize for any inadvertent omissions or mistakes.

We also wish to thank the local organizing committee for their support in
running the conference. Finally, we would like to thank the conference partici-
pants and the authors of all the submitted papers. It is the authors of all the
submitted papers that allow the program committee to choose papers and to
ultimately make this conference possible.

September 2006 R. De Prisco
M. Yung
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Edge Eavesdropping Games

Amos Beimel'* and Matthew Franklin?**

! Department of Computer Science, Ben-Gurion University
2 Department of Computer Science, University of California, Davis

Abstract. Motivated by the proactive security problem, we study the
question of maintaining secrecy against a mobile eavesdropper that can
eavesdrop to a bounded number of communication channels in each
round of the protocol. We characterize the networks in which secrecy
can be maintained against an adversary that can eavesdrop to ¢ channels
in each round. Using this characterization, we analyze the number of
eavesdropped channels that complete graphs can withhold while main-
taining secrecy.

Keywords: unconditional security, passive adversary, mobile adversary,
graph search games.

1 Introduction

Many cryptographic protocols are secure if an unknown fized set of processors
of bounded size is dishonest. Proactive security [13/9] considers a more realistic
scenario, where a mobile adversary can control a different set of processors of
bounded size in each period. Protocols in the proactive model have to cope with
a stronger adversary, which, for example, might have controlled every processor
by some point during the protocol execution. In protocols secure in the proactive
model, each processor has to “spread” the secret information it holds.

Franklin, Galil, and Yung [6] studied maintaining secrecy against a mobile
eavesdropper which can eavesdrop to a bounded number of processors in each
round of the protocol. Unfortunately, we discovered that the main characteriza-
tion given in [0] of maintaining secrecy against a mobile eavesdropper is incor-
rect. We describe the flaw in their proof and the correct characterization, see
Section The main focus of this paper is a similar question, where a mobile
eavesdropper can eavesdrop to a bounded number of communication channels
in each round of the protocol. As eavesdropping to communication channels is
easier than eavesdropping to processors, this is a natural question. Although the
two problems are similar, there are differences between the two problems, for
example in the number of rounds that an adversary can learn the secret infor-
mation in a complete graph while eavesdropping to minimal number of vertices
or edges respectively.

* On sabbatical at the University of California, Davis, partially supported by the
Packard Foundation.
** Partially supported by NSF and the Packard Foundation.

R. De Prisco and M. Yung (Eds.): SCN 2006, LNCS 4116, pp. 1-[I7] 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 A. Beimel and M. Franklin

To model the question of maintaining the secrecy of a system against a mobile
adversary that can eavesdrop to communication channels, we consider the fol-
lowing abstract game, similar to [6], called the distributed database maintenance
game. There is a protocol trying to maintain the secrecy of one bit b in the sys-
tem. The first stage in the game is an initialization stage in which each edge gets
an initial value. (This abstracts an intermediate state of a more complex proto-
col.) In Round i, each vertex receives messages, and sends messages generated
based on the messages it received in the previous round and a “fresh” random
string. The secret bit b can be reconstructed in each round of the protocol from
the messages sent in the system in that round. The mobile adversary eavesdrops
to t channels of its choice in each round. We require that an unbounded adver-
sary cannot learn the secret from the messages it heard. The adversary can only
eavesdrop to channels; it cannot change, insert, or delete messages.

Following [6], because of the close connection with “graph search games [T4I11],”
we refer to the eavesdropping to a channel as placing a “guard” on this edge, and
we say that a graph is “cleared” at the end of a “search” (finite sequence of subsets
of edges the adversary eavesdrops) if the adversary has collected enough informa-
tion to infer the secret bit b. A protocol maintaining privacy should prevent the
adversary from clearing the graph.

We consider two variants of the edge eavesdropping game, depending on
whether the underlying communication network is modeled as a directed or an
undirected graph. When the network is modeled as an undirected graph, each
edge is a full-duplex channel, and a single eavesdropper can monitor the message
flow in both directions. When the network is modeled as a directed graph, each
edge allows communication in one direction only, and a single eavesdropper can
monitor the message flow in that direction only. Note that a full-duplex channel
can be represented as a pair of directed edges, but then two eavesdroppers are
required to monitor the message flow in both directions.

To see some of the subtleties of edge eavesdropping games, consider the three
graphs described in Fig. [Il A single guard can clear these graphs, and thus
the distributed database maintenance game on these networks is defeated by
an adversary controlling a single mobile eavesdropper. An explanation of these
examples can be found in Example [l in Section [31] and in Section E3l

1.1 Our Results

Our first result (Theorem[]) is a characterization of when a search clears a graph.
Given a directed or undirected graph G and given a search of length ¢, we construct
an undirected layered version of the graph where the number of layers is the length
of the search. In the layered graph there are £ 4+ 1 copies of each vertex, and there
is an edge between the ith copy of u to the (i + 1)th copy of w iff there is an edge
between u and v in G. We prove that a search clears a graph iff it cuts the first
layer from the last layer in the layered graph. That is, we prove that:

— If there is a search that cuts the first layer from the last layer in the layered
graph, then no protocol can maintain privacy against this search. This is
proved by a reduction to the impossibility of unconditional key exchange.
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Fig. 1. Three graphs that can be cleared with one guard

— If there is no search with ¢ guards that cuts the first layer from the last
layer, then there is a simple protocol that can maintain privacy against any
adversary that can eavesdrop to t channels in each round.

Inspired by this characterization, we say that an undirected path in the layered
graph is contaminated if all edges in the path are unguarded; a vertex is con-
taminated after ¢ rounds of the search if there is a contaminated path (through
any layers) from the first layer to the copy of the vertex in layer i. That is,
contamination “flows” both forwards and backwards in time.

We give a second characterization (Theorem[2]) of when a search clears a graph
based on the sets of contaminated vertices in each round of the protocol. This
characterization is more useful for analyzing the possibility and impossibility of
clearing graphs. Based on this second characterization, we prove an upper bound
on the length of the search (Theorem B)): If an adversary can clear a graph while
eavesdropping to at most ¢ edges in each round, then it can clear the graph in
at most 2" rounds while eavesdropping to at most ¢ edges in each round. We do
not know if super-polynomial search length is sometimes necessary.

A search is “monotonic” if once a vertex is cleared, it will remain clear for the
entire search. We explore the usefulness and limitations of a generic monotonic
searches. On the positive side, we show that monotonic search is essentially
optimal for directed and undirected complete graphs. A complete directed graph
with n vertices can be cleared by n?/2 guards in two rounds when n is even (by
monotonic search). We prove that n?/2 guards are required to clear this graph
no matter how many rounds the adversary is allowed (by any search). For a
complete undirected graph with n vertices, we show that it can be cleared by
n?/4 + n/2 guards in O(y/n) rounds (by monotonic search). Furthermore, we
prove that n?/4 + n/2 guards are required to clear this graph no matter how
many rounds the adversary is allowed (by any search), and §2(y/n) rounds are
required to clear the graph even if the adversary uses n?/4+0(n) guards (by any
search). In contrast, with 3n?/8 + n/4 guards, the complete undirected graph
can be cleared in two rounds (by monotonic search).
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1.2 Comparison to the Vertex Eavesdropping Game

The problem we consider is similar to the vertex eavesdropping games consid-
ered in [6]. In the vertex eavesdropping game, a mobile adversary eavesdrops to
processors — it monitors their internal state, the computations they perform, and
the messages they send and receive. A search is a finite sequence of subsets of
vertices; a search succeeds (“clears the graph”) if the adversary learns enough in-
formation to infer the secret bit b in the distributed database maintenance game.
Unfortunately, the main characterization given in [6] of successful searches is in-
correct. The correct characterization is similar to the edge eavesdropping games:
Given a directed or undirected graph, and given a search, construct the undi-
rected layered version of the graph where the number of layers is the length of
the search (and with all self-loops added, i.e., an edge from each node in each
non-final layer to the same node in the next layer). A search clears a graph iff it
cuts the first layer from the last layer in the undirected layered graph.

The mistake in [6] is that they considered the directed layered version of the
graph instead of the undirected case. In particular, the flaw is in the proof of
Lemma 4 of [6], i.e., Alice cannot simulate the behavior of every node in Vs by
herself. A graph demonstrating this problem is described in Appendix [Al The
characterization of [6] is correct if we require that each vertex is deterministic
during the execution of the protocol.

Although, the vertex eavesdropping game and the edge eavesdropping game
seem similar, there are differences between them. For example, the search of com-
plete graphs is simple in the vertex eavesdropping game: the complete graph with
n vertices can be cleared with n guards in one round, and cannot be cleared by
fewer guards in any number of rounds. By contrast, the search of undirected com-
plete graphs in the edge eavesdropping game is more complicated as it requires
2(y/n) rounds even if near optimal number of guards are used. See Sections €
and [l for a detailed treatment.

In [6] it was shown that for directed layered graphs, super-polynomial search
length is sometimes necessary: There exists a family of graphs {G,} such that
each G,, has O(n?) vertices, however, clearing the directed layered graph of G,
requires §2(2") rounds using the optimal number of guards. This should be con-
trasted with classic search games, in which linear number of rounds are sufficient
to clear a graph with optimal number of guards [12I2] (for background on search
games on graphs [I4JT1]). However, due to the problem in the characterization
of [6], the above sequence of graphs does not imply that in vertex eavesdropping
games super-polynomial search length is sometimes necessary. It is not known
if super-polynomial search length is ever necessary for the vertex eavesdropping
game or for the edge eavesdropping game.

1.3 Historical Background

Ostrovsky and Yung [I3] considered mobile faults under the control of a Byzan-
tine adversary to achieve general secure distributed computation against virus-
like waves of attack. Defense against mobile Byzantine faults was subsequently
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called “proactive” security [9], and was considered in numerous papers. The clas-
sic problem of Byzantine Agreement was studied in the mobile Byzantine fault
setting by Garay [7] and Buhrman et al. [3]. The distributed database game was
analyzed for the vertex eavesdropping game by Franklin et al. [6]. A more elab-
orate and fully functional distributed storage, with all operations secure against
a mobile Byzantine adversary, was treated by Garay et al. []].

All the above works consider faults of processors, while we consider eavesdrop-
ping to communication channels. In [JI0I5], the problem of using a multicast
network coding to transmit information securely in the presence of an adversary
which can eavesdrop to a fized set of edges of bounded size was studied.

2 Preliminaries

We consider a network described either by an undirected graph or by a directed
graph. In the directed case we assume, for technical reasons, that the out-degree,
|OUT(v)], and in-degree, [IN(v)|, of each node v is at least 1. The network is
synchronous, and protocols in the network proceed in rounds. In Round ¢, each
vertex v does the following: (1) receives the messages sent by neighboring vertices
in Round i — 1, (2) chooses a random string r? for Round i, (3) computes new
messages based on the messages sent to it in Round ¢ — 1 and the random string
ri, and (4) sends the messages it computes in Round 3.

We consider the distributed database maintenance game (database game for
short). There is a protocol trying to maintain the secrecy of one bit b. The
first stage in the game is an initialization stage in which each edge gets an initial
value; there is a initialization function I(b) = (m9 ) (u,.)ep that generates initial
messages for the edges as a randomized function of the secret bit b. In Round i,
where ¢ > 1, the state of each vertex v is (mf;})uem(v), ri that is, the messages
it received in the previous round and a random string for the current round.
Vertex v computes messages mi, = <mi)w>w€OUT(v), where mi, is a function
of the vertex state and sends mfmn to w. The secret can be reconstructed
in each round of the protocol; there is a reconstruction function ¢ such that
¢(<mz,v>(u,v>€E7i) =b.

In the model we define, the messages that a vertex sends in Round 7 depend
only on the messages sent to it in Round ¢ — 1, and on a “fresh” random string
for the round, thus, effectively each vertex forgets all information from previous
rounds. The reason for this requirement is that otherwise the secrecy in the
database game can be maintained in the local memory of some vertex. If we want
to allow local memory, that is, remembering the history, then the adversary must
be able to read it. Technically, this is done by adding self-loops in the graph.
Thus, depending on the graph, we allow or disallow each vertex to remember
its history. However, the adversary cannot eavesdrop to the local memory of a
vertex during the momentary period of receiving the messages, computing the
new messages, and sending them.

! In the undirected case, (u,v) and (v, u) are the same edge. However, m., , and m .,
denote different messages.
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A mobile adversary is trying to learn the bit b. The adversary eavesdrops to a
possibly different subset of edges in each round. In a directed graph, an adversary
that eavesdrops to an edge (u,v) in Round i, learns the message sent by u to
v in Round i. In an undirected graph, an adversary that eavesdrops to an edge
(u,v) in Round i, learns two messages sent in Round 4: the message sent by u to
v and the message sent by v to u. The adversary cannot change, insert, or delete
messages. A search — a behavior of an adversary — is a sequence of subsets of
edges Wi, Ws, ..., Wy, where in Round ¢ the adversary eavesdrops to the edges
in W; and learns no additional information on the messages exchanged on other
edges. Similarly to other search games, if the adversary eavesdrops to an edge
in Round ¢, then we say that it guards the edge in Round :.

The adversary is adaptive, it decides on W; — the communication channels it
eavesdrops in Round ¢ — based on the messages it heard on Wy, Wy, ..., W;_; in
previous rounds and on its random string r. The view of the adversary, after an
execution, is its random input, the search Wy, ..., Wy it chose to eavesdrop, and
the messages it heard in this search. An unbounded adversary has not gained
information on the secret bit b, if its view is equally distributed when the bit is
0 and when the bit is 1.

Definition 1. The adversary does not gain information on the secret bit b in
Protocol P if for every possible view h:

Pr[ The view of the adversary is h| The secret bit is 0]
= Pr[ The view of the adversary is k| The secret bit is 1],

where the probability is taken over {T; veV, 1< < E}, the random strings of
the vertices, and over the random string used by the initialization function I(b).

An adversary uses t guards if, for every search Wy, Ws, ..., W, that it can use,
|[Wi| <t for every 1 <i < /.

Definition 2. A system can maintain its secrecy in a graph G against t guards
if there is a protocol P for the vertices in G such that every adversary that uses
t guards does not gain information on the secret bit. Otherwise, we say that t
guards can clear G.

We next describe a simple protocol, considered in [6], for the database game. In
each round of the protocol we maintain the following property

b= P mi,. (1)

(u,v)EE

This describes the reconstruction function of the protocol. The basic step in the
protocol is the simple sharing of a bit b, generating k bits by, . .., by by randomly
choosing the first & — 1 bits independently such that each bit is uniformly dis-
tributed, and setting by < 0B @, ,«,_; bi- In the initialization stage, Protocol
Pxor generates the messages (mg’v><u7v>eE as the sharing of the secret bit b. In
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i—1
U, I

Round i of Protocol Pxor, each vertex computes the bit b, — @, cin() ™
and shares bi, generating the bits (mi’w>weOUT(v), that is,

D m == D m (2)

u€IN(v) weOUT(v)

As we assume that each vertex has at least one in-going edge and at least one out-
going edge, this process is possible. Clearly, the reconstruction described in ()
is correct in the initialization stage. A simple calculation shows, using induction,
that the reconstruction described in () is correct in each round of the protocol.
In the next section we show that this simple protocol is “universal”: if there
exists a protocol that can maintain secrecy against ¢t guards, then Protocol Pxor
can maintain secrecy against ¢ guards.

3 Characterization Theorems for Clearing Graphs

We give two theorems that characterize graphs that can be cleared with ¢ guards.
To understand the evolution of the clearing process throughout the rounds of the
protocol, we define a layered graph version of the communication graph. In this
graph there are two vertices SOURCE and TARGET that are added for technical
reasons.

Definition 3. Given a directed or an undirected graph G = (V, E) and an index
¢, we construct an undirected layered graph L(G,f) = (V*, E*) as follows. The
vertices of L(G,{) are V= (V x {1,...,0+ 1}) U {SOURCE, TARGET} . The
edges of L(G,{) are

E* 2 {((u,), (v,i4+ 1)) : (u,0) € B, 1 <i </}
U {(SOURCE, (v,1)) :v eV} U {{(v,£+ 1), TARGET) : v € V'}.

Given a search Wy, Wy, ..., W,, we say that an edge {(u, ), (v,i+1)) in L(G,¥{)
is guarded when G is a directed graph if (u,v) € W;. We say that an edge
((u,1), (v,2+1)) in L(G, ) is guarded when G is an undirected graph if (u,v) €
W; or (v,u) € W;. If an edge is not guarded, then we say that the edge is
unguarded. An undirected path in L(G,{) is contaminated if all edges in the
path are unguarded. Note that this path can go forwards and backwards in the
layers. A search Wy, Ws, ..., W, of length ¢ cuts the undirected layered graph
L(G,?) if there is no contaminated path in L(G, ¢) from SOURCE to TARGET.

3.1 First Characterization Theorem

Theorem 1 (First Characterization Theorem). Let G be a graph. A system
can maintain its secrecy in the graph G against t guards iff for every ¢ € N, every
search Wy, Wa, ..., Wy with t guards does not cut L(G,¥{).

In light of Theorem [I] if a search cuts the undirected layered graph L(G,¢), we
may say that the search clears G. The theorem is implied by the following two
lemmas.
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Lemma 1. Let G be a graph, and Wi, Ws, ..., Wy be a search that cuts L(G,£).
Then, for every protocol P, the adversary that eavesdrops to W; in Round i, for
1 < i</, learns the secret after at most £ rounds.

Proof. Fix any protocol P. We assume, for sake of contradiction, that the adver-
sary that eavesdrops to W; in Round 14, for 1 < i < ¢, does not learn the secret
in the first ¢ rounds, and construct an information-theoretic secure protocol in
which two parties, Alice and Bob, can exchange a secret key on a public channel
(without any prior secret information), which is impossible by the fundamental
result of Shannon [I5].

We next define two sets with respect to Wy, Wa, ..., W,.

R = {SOURCE}U{(v,1) : there is a contaminated path from SOURCE to (v,7)},

and B < V! \ R. Notice that the only edges that connect vertices from R to B
are guarded edges.

Informally, to exchange a key Alice and Bob execute P, where Alice simulates
the vertices in R and Bob simulates the vertices in B, and the messages that
should be sent on guarded edges, that is, the messages the adversary hears,
are broadcasted on the public channel. Formally, to transmit a bit b, Alice uses
the initialization function I(b) to generate messages (S, ,) (. vyer. Now, Alice
and Bob simulate P round by round. In the ith round, Alice simulates the

verticesin R; = {v € V : (v,1) € R} and Bob simulates all other vertices, namely
def

B; = V\ R;. We will show that the simulation maintains the following property:

Property 1. Each party knows all messages sent in Round ¢ — 1 to the vertices
that it simulates in Round q.

Now, Alice (respectively, Bob) chooses random strings r¢ for every v € R; (re-
spectively, v € B;), computes the messages v sends in P, broadcasts on the
public channel all the message that are sent on guarded edges, and remembers
all other messages.

Property [I] is maintained for Alice (respectively, for Bob), as all edges from
B;_1 to R; (respectively, all edges from R;_; to B;) are guarded, and, therefore,
the messages sent on them are broadcasted on the public channel. This implies
that the key-exchange protocol can proceed. On one hand, there is no contami-
nated path in L(G, £), and after the ¢th round of the simulation all vertices in G
are in By41. So, Bob can compute the reconstruction function ¢((m¥, ,) u.vyer, £)
and learn the message sent by Alice. On the other hand, the view of Eve after
the key exchange protocol is exactly the view of the adversary that eavesdrops
to Wi, Wy, ..., Wy in P, so Eve learns nothing about b. This is a contradiction to
the fundamental result of Shannon [15] that there no unconditionally secure key
exchange protocol that only uses a public channel. Thus, in the original protocol
P, the adversary can learn the secret. a

Notice that in Lemma [l the adversary is deterministic and non-adaptive as it
deterministically chooses the search it uses before the execution of the protocol.
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Lemma 2. Let Pxor be the XOR protocol, and assume that for some £ there is
no search with t guards that cuts L(G, ). Then, any adversary that uses t guards
does not gain information on the secret in the first £ rounds of Pxor-

Proof. To understand the idea of the proof, first consider a deterministic adver-
sary which chooses a search Wy, Ws, ..., W, with ¢t guards before the execution
of the protocol (that is, its choice of W; does not depend on the messages it
heard in previous rounds). Since the search does not clear the graph, there is
a contaminated path in the layered graph from SOURCE to TARGET. This ad-
versary cannot learn the secret bit b, since the value of the secret bit b can be
flipped by flipping the values of the messages sent on a contaminated path. This
is a valid execution of the protocol in which the adversary sees the same view.

To consider a randomized, adaptive adversary, fix any view h for the adversary,
that is, fix a random string r of the adversary, a search Wy, Wy, ..., W, with ¢
guards, and the messages sent on the edges of the search. To prove the lemma,
we show that there is a one-to-one and onto function from possible executions
of Pyor when the view is h and the secret bit is 0 to possible executions of Py,
when the view is h and the secret bit is 1. Thus, the number of these executions
is the same for both values of the secret, and, as every possible execution of
protocol Py, has the same probability, the probability of the view is the same
for both values of the secret.

Consider any execution of Py, when the view is h and the secret bit is 0. There
must be a contaminated path from SOURCE to TARGET in L(G, £) with respect to
Wi, Wy, ..., Wy. Consider the lexicographically first simple contaminated path
in L(G, ¢). We map the execution with secret 0 to the following execution of the
protocol Pyor with the secret 1: We flip the values sent of the path as follows.

— For (SOURCE, (v, 1)), the first edge in the path, flip the initial value my, , for
the first u € IN(v).

— For every “forward” edge ((u, ), (v,4+ 1)) in the path, flip the message sent
by u to v in Round 1.

— For every “backward” edge ((u,), (v, — 1)) in the path, flip the message
sent by v to u in Round ¢ — 1.

We claim that this is a legal execution of Pyer, that is, for every v and every
i, Equation (2]) holds — the exclusive-or of the messages v receives in Round i — 1
is equal to the exclusive-or of the messages v sends in Round ¢. This is true since
the path is simple, and, therefore, the mapping flipped the values of two edges
for every vertex in the path (and changed no messages sent on edges not in the
path). Since the mapping flipped the value of exactly one initial message, the
value of the secret in the new execution has changed to 1, thus, this is indeed
an execution with secret 1.

As the mapping flipped the values only on unguarded edges, in each round of
the protocol, the adversary sees the same messages, thus, it cannot notice this
change, and it continues to eavesdrop to the same search. Finally, this transfor-
mation is one-to-one and onto since if we apply this transformation twice, then
the result is the original execution. a
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Ezample 1. Consider Graph G; described in Fig. [Il in the Introduction. The
search that guards the edge (v, vs2) for three rounds does not clear the graph as
SOURCE, (ve, 1), (vs, 2), (v1,3), (v2,2), (vs,3), (v1,4), TARGET is a contaminated
path from SOURCE to TARGET in L(G1, 3). Notice that this path goes forwards
and backwards in the layer graph. There is no contaminated path in L(G1, 3) that
only goes forward; this search illustrates the importance of “backward” edges
in the layered graph. Nevertheless, this graph can be cleared with one guard in
4 rounds as follows: In Round 1 guard (ve,vs), in Round 2 guard (ve,v1), in
Round 3 guard (v, vs), and in Round 4 guard (vy, v2).

3.2 Second Characterization Theorem

Recall that a cut in an undirected graph H = (V| E) is a set of edges defined by
a set R C V containing all edges between R and R. Theorem [I implies that a
search clears a graph G iff it induces a cut in L(G, £) such that all edges in the
cut are guarded. That is, there is a search that clears a graph iff there is a cut
in the graph L(G,¢) that, for every i, contains at most ¢ edges between layer i
and layer 7 + 1. This is formalized in the next theorem, and illustrated in Fig. 2l

Fig.2. A description of the ith layer of the cut in L(G,¥¢) for a search. The sets R;
and R;4+1 are the sets of the vertices reachable by an unguarded paths in layers ¢ and
i + 1, respectively. The edges in the cut are the edges between R; and R;+1 and the
edges between R; and Rit1.

Theorem 2 (Second Characterization Theorem). Let G be a graph. The
graph G can by cleared by t guards iff there is some £ € N and a sequence of
subsets of vertices Ry, ..., Rp11 (that is, R; CV for 1 <i </{+1) such that

1. R1 = V, RZ+1 = (Z), and _
2. for every 1 < i </ the set (Ri X Ri+1) U (Ri X Ri+1) contains at most t
edges of G.

Proof. By Theorem [I]it suffices to prove that such sequence of sets Ry, ..., Rypi1
exists iff there exists a search with ¢ guards that cuts L(G, £).
First, we assume that such sequence of sets Ry,..., Rg11 exists. We define

the search Wy, ..., W, with t guards, where W; contains the edges in E that are
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in (R; x Riz1) U (Ri x Riy1). We claim that this search cuts L(G, ¢), that is,
every path from SOURCE to TARGET in L(G,{) contains a guarded edge. Define

R = {SOURCE} U {(v,4):1<i</lveER;}.
The edges in the cut between R and V¢ \ R in L(G,¢) are exactly the edges
guarded by our search. Every path from SOURCE to TARGET in L(G,{) passes
through this cut, thus, the path contains a guarded edge and is not contaminated.
Now assume that there is a search W7, ..., W, with ¢ guards that cuts L(G, £).
For every ¢, where 1 <1 < ¢+ 1, define

def

R; = {v: there exists a contaminated path from SOURCE to (v,i) in L(G,£)}.

We say that R; is the set of contaminated vertices in Round . First, Ry =V,
since all edges from SOURCE to the first layer are unguarded. Second, Ryy1 = (),
since all edges from the last layer to TARGET are unguarded and there is no
contaminated path from SOURCE to TARGET. We need to prove that, for every
1, the set (RZ- X m) U (E X Rit1 ) contains at most ¢ edges of G. Recall that
in each round of the protocol, at most ¢ edges are guarded, thus, it suffices to
prove that the edges of E in (R; x Rit1) U (Ri X Riy1) must be guarded in
Round i:

— For every v € R; and w € R;11, the edge (v,w) (if exists) must be guarded
in Round ¢, otherwise the contaminated path ending at (v,4) together with
((v,4), (w,i + 1)) is a contaminated path ending at (w, 7 + 1).

— For every v € R; and w € R;1, the edge (v,w) (if exists) must be guarded
in Round 4, otherwise the contaminated path ending at (w,% + 1) together

with {(w,i + 1), (v,4)) is a contaminated path ending at (v,1).

To conclude the second direction, given a search with ¢ guards that cuts L(G, ¢),
we showed that the sets of contaminated vertices satisfy the condition of the
theorem. a

Ezample 2. Consider a directed cycle with n vertices, i.e., the graph G = (V| E)
where V' = {wg,...,vp—1} and E = {(vi,v(iﬂ)modn) :0<i<n-—1}. This
graph can be cleared by one guard sitting on the same edge for n — 1 rounds.
For concreteness, assume that W; = {{v,—1,v0)} for i = 1,...,n. Define R, =
{vic1,...,vp-1}, for 1 < i < n+ 1. Clearly, Ry = V and R,+; = . For
1 < ¢ < n—1, the only edge from the set R; = {v;_1,...,0,-1} to the
set Riy1 = {vo,...,vi—1} is (vn_1,v0) and there are no edges from R; =
{vo,...,vi—2} to Rix1 = {vi,...,vp—1}. Furthermore, (v, _1,vp) is the only edge
in (Rn X Rn41 ) U (R_n X Rn+1). It can be checked that the sets Rj,..., Ry+1
are exactly the sets of contaminated vertices in the above search.

As a consequence, we prove that 2™ rounds are sufficient to clear a graph with
minimal number of guards.

Theorem 3. If a graph G can be cleared with t guards, then it can be cleared
with t guards in at most 2" rounds.
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Proof. By Theorem[2] there is a sequence of subsets Ry, ..., Ry+1 such that Ry =
V, Rey1 =0, and (R; X Rt ) U (Ri X Riy1) contains at most ¢ edges from E.
Consider a shortest sequence satisfying these conditions. We claim that there
are no indices 41 < iz such that R;, = R;,, otherwise, R;, 1 X R;, = R;;—1 X Ry,
and R;,_1 X R;, = R;;,—1 X R;,, and thus their union contains at most ¢ edges
in £ and Ry,...,Ri;_1,Ri,,..., Ret+1 is a shorter sequence which satisfies the
above conditions. Therefore, each set R; can appear at most once in the search,
and the length of the search is at most 2. ad

4 A Monotonic Search Strategy for Clearing Graphs

In this section we consider a special case of searches that clear a graph. By The-
orem [2] to specify a strategy for the adversary, we can specify the contaminated
vertices in each round. We say that a search is monotonicif Ry C Ry—1 C --- C
Ry C Ry, that is, once a vertex is cleared, it will not become contaminated later.
In Fig. Bl we formally describe monotonic searches. The advantage of monotonic
searches is that they are short; there can be at most n rounds until the adversary
clears the graph. However, they are not necessarily optimal, as they can require
more guards than general searches (see Section 3]). In this section we present
examples of a monotonic searches that clear directed and undirected complete
graphs. As complete graphs are symmetric, it suffices to specify the size of the
each set R; without specifying the exact set of vertices.

A Monotonic Search

R «—V;i1+1
While R; # 0 do:
Choose a set A; C R; and set R;11 «— R; \ 4;
Guard the following set of edges W;:
W; = {(u,v) cu € Rij,v € m} U {(u,v) ‘u € Ri,vE Ri+l}
7 — 1+ 1.

Fig. 3. A monotonic search strategy for clearing a graph.

4.1 Monotonic Search in Complete Directed Graphs

A complete directed graph, denoted C,,, is a graph with all the possible n? edges
(including self loops). We show that, when n is even, n?/2 guards can clear C,,
in two rounds. To clear the graph, partition the n vertices in C,, to two disjoint
sets V1 and V4 of size n/2 each. In the first round, guard all the n?/2 edges from
V to V1. In the second round, guard all the n?/2 edges from V5 to V. In this
case, Ri =V, Ry =V, and R3 = 0.

When n is odd, (n? +1)/2 guards can clear C,, in three rounds. To clear the
graph, partition the n vertices in C,, to three disjoint sets: V3 and V5 of size
(n—1)/2 each, and a single vertex v. In the first round, guard all the edges from
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V to Vi. There are n|Vi| = n(n —1)/2 < (n? + 1)/2 such edges. In the second
round, guard all edges from V; to V5 and all edges from V5 U {v} to Vi U {v}.
There are (n —1)?/4 + (n +1)?/4 = (n? 4+ 1)/2 such edges. In the third round,
guard all the edges from Va to V. There are n|Va| = n(n — 1)/2 < (n? +1)/2
such edges. In this case, Ry =V, Ry = Vo U {v}, R3 = V5, and Ry = 0.

4.2 Monotonic Search in Complete Undirected Graphs
A complete undirected graph, denoted Uy, is a graph with all the possible (")
edges (including self loops). To simplify calculations, in this section n is even.
We first show that 3n?/8 4+ n/4 guards can clear U,, in two rounds. To clear the
graph, partition the n vertices in U,, to two disjoint sets V3 and Vs of size n/2
each. In the first round, guard all the edges with at least one endpoint in Vj.
There are ("/gﬂ) +n?/4 = 3n?/8 +n/4 such edges. In the second round, guard
all the edges with at least one endpoint in V5. Again, there are 3n?/8 +n/4 such
edges.

We next describe a search of length n in U, using n?/4 + n/2 guards. Let
V = {v1,...,v,} be the vertices of the graph. In the ith round of the search we

def

choose R; \ Rit+1 = A; = {v;} and R; = {v;,...,v,}. The guarded edges are
{(vi,v;) 11 <j<n}U{(vj,vp):1<j<i—-1,i+1<k<n}.

The number of guarded edges in Round i is, thus, n+ (i —1)(n—1i) = i(n—i+1).
The expression is maximized when i = n/2, and is n?/4 + n/2. Thus, n?/4 +
n/2 guards are sufficient to clear a complete undirected graph in n rounds. In
Section Bl we show that this is optimal by showing a matching lower bound.

We next show that, with the same number of guards as in the previous search,
the adversary can clear the complete undirected graph in O(y/n) rounds. (In the
full version of this paper [1], we show that if the adversary uses n?/4 + O(n)
guards, then 2(y/n) rounds are necessary to clear the graph.) The idea to reduce
the number of rounds is that when |R;| is small or big, the adversary can take
bigger sets A; than the singletons considered in the previous search.

Let Ry, ..., Ryy1 be sets defining a monotonic search of U,, let A; B RA\R;1,
and S; £ E Notice that R; = R;11UA;, Si41 = S;UA;, and S;UA;UR; 11 = V.
The edges guarded in Round i of the monotonic search are

{{u,v) :u € Rj,v € Siy1} U{{u,v) :u€S;,v € Rip1}
={{u,v) :u € (Riy1 UA;),v e (S; UA)}U{{u,v) :v € Sj,u€ Riy1}
={(w,v):ue A ,veVIU{{u,v):veS,u€Riyi}.
Thus, the number of edges guarded in Round ¢ is bounded by
[Ail|V] + [Sil[Riga] = |Ailn + [Sil(n — [Si] — [A4il). (3)

In each round, we want to choose the largest set A; such that the number of guards,
as bounded in (3]), does not exceed n?/4-+n/2.In the first round, |S1| = 0, thus, the
requirement is |A;|n < n?/4+n/2, that is, we can take | A1| ~ n/4. In the second
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round |S1| &~ n/4, thus, the requirement is [Az|n + 2 (3 — [A3|) < n?/4 +n/2,
that is, we can take |As| ~ {5. Similar calculations show that in the ith round we
can take |A;| & gy, and, in this case, |R;| ~ (1 + 1). After O(y/n) rounds,
|R;| = & —+/n. Then, with choosing A; as a singleton for O(y/n) additional rounds,
the adversary gets |R;| = n/2. Finally, by @), with additional O(y/n) rounds the
adversary can get |R;| = 0, by using a “reverse” search strategy. That is, if the
adversary used sets A; of size a1, as, . . ., apg(/m) to clear the first n/2 vertices, then
by using sets A; of size ao(ymys - - > a2, a1 the adversary clears the last n/2 vertices.
As | A;| has to be an integer, there are some technical details to consider. The exact
details are omitted for lack of space.

4.3 Monotonic Searches are Not Optimal

We show that monotonic searches can require more guards than non-monotonic
searches. This phenomenon is also true for the vertex eavesdropping game [6],
but not for the classic search games on graphs [12/2].

In Fig. @ we describe an example of a simple directed graph, Graph Gy =
(Vo, Eg) where Vy = {v1,v2} and Ey = {{v1,v2), (v2,v1), (v2,v2)}, that can be
cleared with one guard using a non monotonic search:

— Guard (vg,v1) in the first round,
— Guard (v2,v9) in the second round,
— Guard (v1,v2) in the third round.

In Fig. M we describe the layered graph L(Go,3) and the above search. This
is a non-monotonic search since vy is cleared in the first round and becomes
contaminated in the second round.

We next claim that every monotonic search that clears Gy uses at least two
guards. In every search that clears Gy with one guard, the first vertex that must
be cleared is v1. The only way to keep vy clear with one guard is to keep the
guard on the edge (vs,v1), thus, not clearing the vertex vo and not clearing Gy.

We next describe how to clear Graphs G5 and G3, described in Fig. [l in the
Introduction, with one guard using non-monotonic searches. To clear Graph Gs,
guard (vg,v3) for two rounds, guard (vq,v1) in the 3rd round, guard (vg,v2) in
the 4th round, and guard (v4, v1) for the last two rounds.

V2
V2 U1
W
U1

The Graph Go The layered graph L(Go, 3)

Fig. 4. The graph Gy and its layer graph. The guarded edges in the layer graph are
the dashed edges, and the contaminated vertices are the black vertices in the layered
graph.
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Notice that G5 contains the graph G2 and, in addition, a path with seven
edges. To clear Graph Gs, guard (ve,vs) for six rounds (this clears the path),
then, in six rounds, clear the G5 part of G5 using the search described in the
previous paragraph. In these rounds the path becomes contaminated, so we clear
it again by guarding (v1g,v1) for 6 rounds. It can be checked that this search
clears Gs.

5 Lower Bounds on Clearing a Complete graph

We show that [n?/2]| guards are necessary to clear C;, (no matter how many
rounds the adversary uses to clear the graph). Furthermore, we show that n?/4+
n/2 guards are necessary to clear a complete undirected graph and £2(,/n) rounds
are necessary to clear this graph with n?/4 + O(n) guards.

Theorem 4. An adversary needs at least [n2/2] guards to clear a complete
directed graph.

Proof. Assume that there is a search that clears the graph C,, with ¢ guards.
We claim that ¢ > n2/2. Let Ry,...,R¢+1 be a sequence satisfying the con-
ditions of Theorem [2 In particular, |R1| = n and |Ryy1| = 0. Let i be the
minimal index such that |R;+1| < n/2. Thus, |R;| > n/2. We claim that the
number of edges guarded in Round i is at least n?/2. In C,, all edges in
(RZ X RZ‘+1 ) U (E X RZ‘+1) exist, and the sets Rz X Ri+1 and E X Ri+1 are
disjoint. Thus, the number of edges is exactly

|Ri||Riy1] + [Ril|Riv1] = |Ri|(n — |Riy1]) + |Riy1](n — | Ri]) (4)

Since |R;+1] < m/2, this expression is an increasing function of |R;|, thus, since
|R;| > n/2, it is at least n/2(n — 2|R;41]) + |Rit1|n = n?/2. As the number of
guards is an integer, the theorem follows. a

The following theorems provide lower bounds on the number of guards and
rounds needed to clear complete undirected graphs; their proofs appear in the
full version of this paper [I].

Theorem 5. An adversary needs at least n?/4+n/2 guards to clear a complete
undirected graph.

Theorem 6. FEvery search clearing a complete undirected graph using at most
n?/4 +yn guards, for some v > 1/2, must use at least 2(\/n/7) rounds.
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A An Example of the Problem in the Proof of [6]

We next describe an example in which the characterization in [] is incorrect.
Consider the graph G4, described in Fig.[H, from the family of graphs {G,,} used

w

xT Ya

<

~

xT Y2

Fig. 5. The graph G4
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in the proof of Theorem 3 in [6]. The graph G4 consists of a left clique (complete
graph) with vertices {1, %2, x3, 24}, a right clique with vertices {y1, y2,y3, v},
a middle clique (M3) consisting of vertices {z2,y2}, a middle clique (Ms) con-
sisting of vertices {x3,ys,u}, and a middle clique (My) consisting of vertices
{4, y4,v,w}.

The following vertex search (suggested by the proof of Theorem 3 in [6]) cuts
the directed layered graph, but fails to cut the undirected layered graph:

Round| Guarded set Round| Guarded set
1 |{z1, 22, 23,24} 6 {2, 22,y3,y4}
2 Hy2, w2, 23,24} 7 {u,y3, 3,94}
3 | {u,y3, 23,24} 8  Hyz,22,y3,y4}
4 Hy2,x2,y3, 24} 9 Hy1,y2,¥3, ¥4}
5 {v,w,ys, 24}

One unguarded path in the undirected layered graph goes from gy, in the first
layer, to y; in the second layer, to y4 in the third layer, to y; in the fourth layer,
to y3 in the fifth layer, back to u in the fourth layer, to x5 in the fifth layer, to
21 in the sixth layer, to z2 in the seventh layer, to x; in the eight layer, to x-
in the ninth layer. With respect to Lemma 4 in [6], note that Alice is unable to
simulate the behavior of y3 in the fifth layer, even though this node is in the set
Vs, since the set V. includes w in the fourth layer.

In fact, the proof of Theorem 3 in [6] implies that the only search that clears
the directed layered graph with 4 guards is basically the search described above.
Since every search that clears the undirected layered graph clears the directed
layered graph, and the above search does not clear the undirected layered graph,
every search that cuts the undirected layered graph, uses at least 5 guards.



Universally Composable Simultaneous Broadcast

Alejandro Hevia*

Department of Computer Science, Universidad de Chile
Blanco Encalada 2120, Santiago, Chile
ahevia@dcc.uchile.cl

Abstract. Simultaneous Broadcast protocols allow different parties to
broadcast values in parallel while guaranteeing mutual independence of
the broadcast values. The problem of simultaneous broadcast was sug-
gested by Chor et al. (FOCS 1985) who proposed a linear-round solution,
and later improved by Chor and Rabin (PODC 1987) and Gennaro (IEEE
Trans. on Parallel and Distributed Systems 2000). The most efficient solu-
tion, in terms of round complexity, is the one due to Gennaro, which is in
the common random string model. This construction has constant round
complexity but is not very practical, as it requires generic zero-knowledge
proofs, non-interactive zero-knowledge proofs of knowledge, and commit-
ment schemes. All the mentioned solutions were proven secure under secu-
rity definitions with weak or no composition guarantees — only sequential
composition for the initial construction by Chor et al.

In this work, we explore the problem of Simultaneous Broadcast un-
der Universally Composable (UC) security (Canetti 2001). We give a
definition of Simultaneous Broadcast in this framework, which is shown
to imply all past definitions. We also show this notion can be achieved
by a computationally efficient, constant-round construction (building on
the verifiable secret sharing scheme of Cramer et al. at Eurocrypt 1999),
which is secure under an honest majority. Our results rely on (and bene-
fit from) capturing synchronous communication as a functionality within
the UC model, as suggested by Canetti (IACR eprint 2005). Indeed, we
show that this approach of modeling synchronous communication can
lead to better understanding of where synchronicity is needed, and also
simpler constructions and proofs.

1 Introduction

Broadcast channels allow one or more senders to efficiently transmit messages
to be received by all parties connected to a (physical or virtual) communication
network. As a communication primitive, broadcast is fundamental both in the
design of network communication protocols, and in the area of secure multiparty
computation. The main security property characterizing broadcast communica-
tion is consistency: the messages received by all players as a result of a broadcast
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transmission operation are guaranteed to be the same. The problem of achieving
consistency when implementing broadcast on top of a point-to-point network
(commonly known as Byzantine agreement) is central not only in cryptography,
but also to the area of fault-tolerant distributed computation. It has received
enormous attention (e.g., [25JI8TTI7] among many others).

In secure multiparty computation, it is often desirable that the broadcast
channel satisfies some additional properties, besides consistency. For example,
in applications where multiple senders must broadcast messages at the same
timd! (e.g., when running in parallel many copies of a broadcast protocol with
different senders), it is often important to enforce the simultaneous transmission
of the messages. The goal is that no sender can decide its broadcast message
based on the values broadcast by the other players. Achieving this property,
also called independence, is not as straightforward as it may seem. In general,
naive parallel execution of broadcast protocols does not suffice, nor the more
sophisticated round efficient approaches presented in [4J27]. Indeed, a common
conservative assumption in settings where (multisender) broadcast channels are
provided is to assume rushing adversaries — adversaries that, at each round,
may see the messages sent by the honest parties before sending out the mes-
sages for the corrupted parties for the same round [5]. Nonetheless, this in-
dependence property does play a fundamental role in the secure multiparty
computation protocol of [12] as well as in many important applications (like
contract bidding, coin flipping, and electronic voting schemes, as exemplified
in [I3T7JT9]) where this type of broadcast enormously simplifies the design of
protocols.

The concept of simultaneous broadcast was introduced by Chor et al. in [12],
along with a simulated-based definition. In [I2], Chor et al. presented protocols
that securely implement simultaneous broadcast on top of a network which al-
lows regular broadcast transmission operations, not necessarily satisfying the si-
multaneity property. For each simultaneous broadcast operation, their protocols
require a number of rounds that is linear in the number of parties. Subsequent
works [I3[19] focused on reducing the round complexity, obtaining simultane-
ous broadcast protocols with logarithmic [I3] or even constant [T9] number of
rounds (the latter result achieved in the common random string model.) Even
as the round-efficiency of the solutions increased, the definitions of security did
not remain the same, and they actually became increasingly restricted, as it was
pointed out by Hevia and Micciancio [22]. In particular, there it was shown that
the protocol of [19], the most round efficient protocol so far, is secure under a
definition of security strictly weaker than the original simulation-based definition
[12]E Nonetheless, the round efficiency of Gennaro’s protocol made attractive

! Also called interactive consistency in [31/4] and parallel broadcast in [22]. To avoid
confusions, we adopt the term multisender broadcast to refer to the operation of
multiple senders broadcasting messages at the same time.

? Indeed, the definition of simultaneous broadcast proposed in [I9] may not exclude
protocols that fail to achieve the intuitive notion of independence captured by the
simulation-based definition of [12].
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the search for either a proof that such protocol achieves a stronger notion of
simultaneous broadcast (e.g. [12]), or for a variant of that protocol that does it.

CONCURRENT EXECUTION AND UNIVERSAL COMPOSABILITY: The develop-
ment of increasingly complex computing environments brought the concern that
previously secure protocols (proven as stand-alone primitives) might not remain
secure under stronger adversarial conditions, like parallel or concurrent execu-
tion with many (possibly different) other protocols [17], or if invoked by other
(possibly unknown) protocols. It was in such context that several security frame-
works were developed (see [32/§] for a good survey). In [§], Canetti presented
the Universally Composable (UC) Security framework, which allows modular
description and analysis of protocols under concurrent execution and provides
strong composability guarantees. Indeed, the security of UC secure protocols is
maintained under general composition with an unbounded number of instances
of arbitrary protocols running concurrently. Thus, given the benefits of the UC
framework, the security of many cryptographic primitives has been revisited to
explore whether these stronger UC guarantees can be achieved, and if so, at what
cost (in terms of efficiency or assumptions). As we will see in the next section,
simultaneous broadcast can be achieved under UC security not only at no cost,
but also with gains in terms of efficiency.

1.1 Owur Contributions

In this work, we present an communication and round efficient solution for
the simultaneous broadcast problem. Our solution is based on verifiable secret
sharing (VSS) [12] and does not uses zero-knowledge proofs, zero-knowledge
proofs of knowledge, not commitments schemes as previous constructions [T3J19].
Moreover, our construction is provably secure in the Universally Composable
framework against computationally-unbounded adaptive adversaries assuming
an honest majority and private channels, with some negligible error probabil-
ityE To achieve this, we introduce a natural definition of Simultaneous Broadcast
in the UC framework which implies all previous definitions. Our simultaneous
broadcast construction is very efficient: we run one VSS per party in paral-
lel. While the construction is technically simple, proving UC security present
some subtleties, like dealing with rushing adversaries or parties simply “copy-
ing” someone else’s sharing. We overcome some of the problems by defining a
synchronous variant of verifiable secret sharing, which we call Terminating VSS
(TVSS), and building our simultaneous broadcast protocol invoking such TVSS
functionality. We then show that, when formalized as UC functionality, TVSS
is intrinsically synchronous. A benefit of this approach is that our simultaneous
broadcast protocol does not explicitly requires global synchronous communica-
tion since all the synchronicity is provided by the Terminating VSS functionality.
Our construction and proof exemplifies the approach, first suggested by Canetti

3 Most of the properties of our solution — namely communication and round complex-
ity, reliability and negligible error probability — are inherited from the VSS used as
building block [14].
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in [8], of abstracting synchronous communication as a functionality rather than
embedding it in the execution model [30/24]. We believe this approach leads to
modular analysis, simple protocol design and simpler proofs.

1.2 Related Work

SIMULTANEOUS BROADCAST: As mentioned above, the simultaneous broadcast
problem was put forward by Chor et al. [I2] who proposed a simulation-based
definition and a linear-round protocol. This protocol essentially executed n se-
quential VSS protocols, where n is the number of communicating parties. The
sequential execution was needed to prevent corrupted parties from broadcasting
the same value as an honest party, for instance by reusing (copying) the VSS
data sent out by the honest party. Then, Chor and Rabin in [13] showed how
to reduce the round complexity to O(log(n)) rounds. Their protocol requires,
among other things, that each party first broadcast a commitment of her input
and then proves knowledge of the broadcasted value. The reduction in rounds
comes from using a clever scheduling technique for doing the proofs — for any two
players, there is a step in the protocol where one player acts as prover and the
other one acts as verifier of the proof of knowledge. Such a scheduling prevents
“copying” the proofs. Finally, Gennaro in [19], working in the common random
string model, put forward a protocol that greatly simplifies the one in [I3] by
showing how to run the proofs of knowledge in parallel, essentially employing
non-interactive proofs of knowledge [34].

In terms of the previous definitional work for simultaneous broadcast problem,
it turns out that each result in [T2IT3IT9] presents a different definition. Hevia
and Micciancio [22] show that these definitions form a strict hierarchy when
considered in terms of input distributions. They point out that the strongest
definition (in a well-defined sense, see [22]) is the simulation-based notion of [12],
which preserves security under sequential composition. The notions in [I3J19]
targeted stand-alone execution and thus provide no composition guarantees.

VERIFIABLE SECRET SHARING: The notion of Verifiable Secret Sharing (VSS)
was first proposed by Chor et al. [12] inspired by the need of adding robustness
to standard secret sharing (eg. Shamir’s [35]) The problem has been extensively
studied both in the synchronous setting (e.g. [I85I20033IT4[T]) and in the asyn-
chronous setting [3IGTT7]. In the information-theoretic model with adaptive
adversaries, Rabin and Ben-Or [33] proposed a VSS secure under an honest
majority, by allowing negligible failure probability. Subsequently, in the same
model, Cramer et al. [I4] improved the information checking protocols of [33]
and presented a very efficient constant-round VSS protocol. By instantiating
the Terminating VSS required in our construction with the scheme in [I4] we
obtain our constant-round solution.

RELATED PROTOCOLS AND GENERIC SOLUTIONS: The simultaneous broadcast
problem is related to the idea of common-coin protocols [I8J29], where several
parties want to generate one or more unbiased coins in a distributed way. Indeed,
the constructions proposed in [I829] involve executing VSS protocols in parallel,



22 A. Hevia

in a similar approach to ours. We remark, however, that the goals are different:
while for common-coin generation it suffices that the broadcast value of a single
(uncorrupted) value is not correlated to the output of corrupted partiesE in the
simultaneous broadcast problem we seek to guarantee that every single compo-
nent of the output vector of the broadcast values remains “uninfluenced” by the
other values in the same vector. In addition, our construction must guarantee
security under general (UC) composition.

A related, although orthogonal issue, is the problem of simultaneous termi-
nation, which has been studied by Lindell et al. [27]. The problem arises in the
context of parallel composition of multiparty protocols in synchronous networks,
where certain protocols (including broadcast protocols) may not terminate in
the same round when composed in parallel, thus complicating their sequential
composition with other protocols. (We note that, in [27], the term simultane-
ous broadcast is used but with a different meaning than ours, as they refer to
what we call multisender broadcast.) The methods in [27] do not attempt to
achieve independence (in fact, they do not) since their concern is not adding
new functional properties to the resulting parallel protocol, but ensuring that
it can be safely composed sequentially with other protocols while preserving
round efficiency. Also in the context of composition of broadcast protocols, Lin-
dell et al. discussed some pitfalls in the composition of Authenticated Byzantine
Agreement [26]. They show that, unless session identifiers are available, no paral-
lel or concurrent composition of Authenticated Byzantine Agreement is secure if
more than one third of the parties are faulty. In our work, we do assume the avail-
ability of broadcast channels (in the form of the broadcast functionality Fpc)
but we put no restrictions on how they are implemented. For example, session
identifiers for the broadcast protocols could be initialized using the techniques
of Barak et al. [2], or by standard techniques under setup assumptions [10].

Lastly, there are powerful UC constructions for secure multiparty computa-
tion of generic protocols (e.g. [I0/I5]) which could certainly be used to provide
a solution to the simultaneous broadcast problem. Indeed, techniques of [I0]
do provide such a solution tolerating any number of corrupted parties in the
common random string model. However, as done in many other examples of
multiparty secure computation (eg. threshold signatures, key-exchange, voting),
our goal is to look for more specialized, and therefore more efficient, solutions
for the simultaneous broadcast problem.

COMPARISON WITH PREVIOUS SOLUTIONS: In terms of efficiency, the number
of rounds required in our construction is equal to the number of rounds of the
terminating VSS construction we use, which is the one proposed by Cramer
et al. [T4]. Similarly, the computational complexity of our construction is n times
that of the terminating VSS in [I4]. Concretely, our solution requires O((k +
logn)n?) bits of communication, and only 14 rounds (or 12 if no faults occur).
If the model is extended so parties can use digital signatures, the protocol takes
only 7 rounds, although security holds only against computationally-bounded

4 In all fairness, in general the mentioned protocols do achieve more than that.
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adversaries. In comparison, the previous constant round solution [I9] uses at
comparable number of rounds (seven for the VSS protocol [5], plus six for the
computational zero-knowledge proof [20], plus three rounds) but requires the
communication of a large number of bits (n copies of a non-interactive zero-
knowledge proof of knowledge for a generic NP statement [34], plus n times
the communication complexity of the VSS protocol of [20], a total that in most
implementations is often orders of magnitude larger than O((k + logn)n?) ).

In terms of the adversary tolerated our solution is similar to Gennaro’s. The
construction of [19] works over public channels under computationally-bounded
static adversaries and can be made secure under adaptive adversaries using the
compiler of [9]. In comparison, assuming secure channels, our solution toler-
ates computationally unbounded adaptive adversaries, and security in the pub-
lic channels (and computationally-bounded adversaries) setting can be obtained
by standard techniques, like non-committing encryption [9/I6]. In terms of re-
silience, our construction tolerates at most ¢ < n/2 corrupted parties as Gen-
naro’s solution. The constructions of Chor et al. [I2] and Chor and Rabin [13]
tolerate ¢ < n/4 and t < n/2 respectively.

ORGANIZATION OF THE PAPER: In the next section, we briefly describe the UC
framework. Then, in Sect.[3 we describe and justify our formalization of the
notion of Terminating VSS (denoted UC-TVSS), our synchronous variant of
VSS, and we mention how it can be efficiently implemented. Sect. 1] presents
our notion of security for simultaneous broadcast (denoted UC-SB), and shows
how to implement it from UC-TVSS. We conclude in Sect. Bl by discussing how to
extend our results to the public channel model, and how to model simultaneous
broadcast under purely asynchronous communication.

2 Preliminaries

MODEL: Our results are in the Universally Composable framework of Canetti as
described in [8]. We briefly and informally outline it here. In the UC framework,
the desired properties of cryptographic protocols are defined in terms of tasks
or functionalities. A functionality is a “trusted third party” that first obtains
inputs directly from the parties, performs certain instructions on these inputs,
and provides the parties with the appropriate outputs. A protocol securely im-
plements a given cryptographic task, if executing the protocol against a realistic
(i.e. real-life) adversary “emulates” the execution of an ideal process. In the ideal
process, the task is computed by the functionality directly interacting with the
parties against a very limited adversary (called the ideal-adversary). The notion
of “emulation” involves a distinguisher Z which, by providing the parties with
inputs and seeing their outputs, and by interacting with the adversary, attempts
to tell whether it is interacting with a real protocol and the real-life adversary, or
with the functionality and the ideal-adversary. Good emulation means no such
environment is successful. See details and proofs in [§].

In this paper, we consider a network of n parties, Pi,..., P,, connected by
perfectly private authenticated channels and a broadcast channel. In the UC
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terminology, this translates to working in the (Fsyr, Fpe)-hybrid model, where
Fsmr is the secure message transmission functionality [8] and Fp¢ is the broad-
cast channel functionality, which does not satisfy any “fairness” property (i.e. it
allows rushing). There is a computationally unbounded adversary that can ac-
tively corrupt up to ¢ < n/2 parties. We consider adaptive corruptions, where
the decision to corrupt a party is made during the execution of the protocol,
depending on the data gathered so far. Our protocols allow an error probability
negligible in the security parameter k. In terms of notation, we let [n] denote
the set {1,...,n} and Py, denote the set of all parties {Py,..., P, }.

3 Terminating VSS

MOTIVATION: One inconvenience of the definition of standard VSS schemes (as in
[18] or even the UC variant of [II§]) for our purposes is that it does not guarantee
the protocol terminates if the dealer is corrupted. Nonetheless, all synchronous
VSS protocols in the literature (e.g. [BI20J33IIRIT4YT]) seem to satisfy some form
of terminating condition: there is a round in the execution in which all parties
agree that the sharing phase has “time-out” and the secret is fixed. To capture
this property while preserving the possibility that the VSS protocol being used
from higher-level asynchronous protocols, we define the notion of Terminating
VSS (TVSS).

TVSS protocols are guaranteed to conclude independently of the dealer’s ac-
tions. We characterize TVSS as a functionality in the UC framework, Frygsgs,
which is shown in Fig.[Il Intuitively, Fryss extends the VSS functionality so
that even if a corrupted dealer D fails to call the functionality, a fixed value is
eventually associated to D. In fact, honest parties can “force” the functional-
ity to fix a value for D by sending EndSharing messages. Our formulation of
Frvss, is inspired on the UC VSS variant of Abe and Fehr [I], which includes
the concept of “spooling” the secret, a syntactic technique that allows the dealer
to announce to the adversary — via a Spool message — that a new functionality is
being called. The adversary is thus able to adaptively corrupt the dealer before
the dealer commits to a value[] We say a protocol m achieves UC-TVSS if «
UC-realizes functionality Fryss.

The name Terminating VSS reflects that a protocol that UC-realizes Fryss
concludes (terminates) as long as the adversary delivers all sent messages. The
adversary can still delay or block some messages forever — but nothing more. In
particular, the protocol does not stall even if the corrupted dealer is irresponsive.
This adversarial behavior is a concern in protocols that depend on the termi-
nation of a VSS subprotocol, even in the authenticated transmission model, as
the parties waiting for a successful completion of the VSS functionality may not

® A similar technique appears in the formalization of VSS in [8], albeit implicitly in the
way the functionality reacts to the corruption messages from the adversary. Another
purely syntactic choice is allowing the adversary to trigger the end of the sharing
phase — alternative but equivalent formulations are possible (see [21]).
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Functionality Fryvss

Frvss expects its SID to be of the form sid = (sid’, D, P), where P is a list of
parties among which sharing is to be performed. It proceeds as follows.
(1) At first activation, initialize s as L.
(2)  Upon receiving input (Spool, sid,s) from party D € P, set s < s and send
(SpoolRcvd, sid, D) to adversary A. (Any subsequent input Spool is ignored.)
(3)  Upon receiving input (Share, sid, s’) from party D € P, set s « s’ and send
(ShareRcvd, sid, D) to adversary A. (Any subsequent input Share is ignored.)
(4)  Upon receiving input (EndSharing, sid) from uncorrupted party P € P,
record (EndSharing, P) and send (EndSharingRcvd, sid, P) to adversary A.
(5)  Upon receiving message (Corrupt, sid, P) from the adversary, do: If P = D
then send s to the adversary. Otherwise, delete record (EndSharing, P), if
exists. In both cases, send (Corrupt, sid) message to P.
(6) Upon receiving message (DoEndSharing, sid) from the adversary do: If there
is at least one record of the form (EndSharing, sid, P), and
— D is honest and a message (Share, sid, u) from D has been received, or
— D is corrupted,
then send (Shared, sid) to each party in P and A. (Any subsequent input
Share or message DoEndSharing is ignored.) Otherwise, ignore the message.
(7)  Upon receiving input (Open,sid) from uncorrupted party P, output
(Opened, sid, s) to P and the adversary A.

Fig. 1. The Terminating VSS (with Spooling) functionality, Frvss

have access to synchronous communication or any “time-out” mechanism[d In
this context, termination means that, once honest parties are instructed to start
executing the TVSS protocol, then no matter the actions of the dealer, = con-
cludes with some output (possibly empty) if the adversary delivers all messages.
DiscussioN: One may argue that termination issue seems to disappear if one
considers a synchronous version of the UC model (as done in [30/24]). While
synchronous communication among all parties certainly allows to implements
time-outs (and thus have default sharings if the dealer does not participate), we
believe that “encapsulating” synchronicity inside the primitive that requires it is
useful as higher-level protocols do not need to be aware of it. Concretely, TVSS
not only captures a form of synchronous VSS but also keeps the dependence on
synchronous communication modularized, as any reliance on it is explicitly and
independently handled inside the TVSS functionality. In particular, even though
it is possible to show that any implementation of TVSS requires synchronous
communication (at least twice) among the parties running it[l a higher-level
protocol p using the TVSS functionality can run in an asynchronous way. In
practice, this means that p could be implemented in an asynchronous network

5 We remark that, in some applications, the parties “waiting” for the completion of a
VSS subprotocol may not be the same as the ones executing the VSS protocol.

" This is implied by Claim E-I] where TVSS is shown to be equivalent to functionality
Fsyn, synchronous communication with guaranteed delivery [§].
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where only limited synchronicity is available (say only within certain subsets
of the parties, or when synchronous communication can only be provided very
infrequently) as long as the subprotocol that realizes the TVSS functionality has
“enough” access to the synchronization capability. For example, applications in
cluster networks [36] may exploit the advantage of implementing TVSS locally
in each cluster (where synchronization is easier) while the inter-cluster proto-
col p can run asynchronously. Even our concrete application of TVSS, building
simultaneous broadcast, where each TVSS involves all the parties, may bene-
fit from this modular approach: dealers in different TVSS subprotocols could
start the execution at different rounds (because of lack of network connectivity,
for example) and still be able to achieve simultaneous broadcast. Furthermore,
the simplicity of our construction for simultaneous broadcast shows that this
approach may also simplify protocol design and security proofs.

3.1 Instantiating TVSS

In this section, we revisit the very efficient VSS protocol presented by Cramer
et al. in [I4] in a synchronous model of computation with some negligible error
probability. The scheme is based on the bivariate solution of Feldman [I8J5]
and builds on the information checking techniques of Rabin and Ben-Or [33].
The construction is very efficient: the sharing phase takes fourteen rounds and
reconstruction takes two rounds, while the total communication cost is O((k +
log n)n?’) bits for an error probability of 2—k+0(logn)  Thig construction mrvsg
is detailed in [14J21].

In [I4], Cramer et al. prove their construction information-theoretically secure
against adaptive corruptions under the classical definition of security [I8]. The
next proposition shows that their protocol can be proven a secure Terminating
VSS in the UC hybrid model we consider here if the model includes the synchro-
nous communication (with guaranteed delivery) functionality Fsyy proposed in
[8]. Due to space constraints, the proof is omitted (see [21]).

Proposition 1. Protocol mpygs UC-securely realizes functionality Fryss in
the (Fec, Fsur, Fsyn)-hybrid model for n > 2t.

4 UC Simultaneous Broadcast (UC-SB)

In this section, we generalize the simulation-based definition of Simultaneous
Broadcast put forward by Chor et al. [I2] to the UC framework. We achieve
this by providing a simultaneous broadcast functionality Fsp (Fig.[2) which
is a variant of the synchronous communication functionality [§] that provides
“fairness”, in the sense that the adversary is not allowed rushing. We say a
protocol 7 achieves UC-SB if m UC-securely implements functionality Fsp.
Intuitively, the definition of Fsp guarantees independence as the adversary
cannot access any honest party’s input until the broadcast is authorized to pro-
ceed, when it is “too late”. Notice also that the functionality guarantees output
delivery. In some applications, it may be useful to relax this condition.
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Functionality Fsp

Fsp expects its SID to be of the form sid = (sid’, P), where P is a list of parties

among which broadcast is to be performed. It proceeds as follows.

(1)  Upon receiving input (Broadcast, sid, m) from party P € P, record (P,m)
and output (sid, P) to the adversary. (If P later becomes corrupted then the
record (P,m) is deleted.)

(2)  Upon receiving message (Proceed, sid, N) from the adversary, do: If there
exist uncorrupted parties P € P for which no record (P,m) exists then
ignore the message. Else:

1. Interpret N as the list of messages sent by corrupted parties. That is,
N = {(Si, m;)} where each S; € P is corrupted, and m; is a message.

2. Prepare a vector m = (m;);ep of messages sent by all parties in P, both
corrupted and honest.

(3) Send (Broadcast, sid, m) to the adversary.

(4)  Upon receiving input (Receive,sid) from a party P € P, output
(Received, sid, m) to P.

Fig. 2. The simultaneous broadcast functionality, Fsp

UC-SB AND PREVIOUS SIMULTANEOUS BROADCAST DEFINITIONS: It is not hard
to see that UC-SB implies the (stand-alone) simulation-based definition of si-
multaneous broadcast in [I2]. This is immediate since UC security implies stand-
alone security [§]. Then, by the results of [22], it holds that UC-SB implies all
the other notions of Simultaneous Broadcast [I3I19].

4.1 A Generic Construction of UC-SB from UC-TVSS

In this section, we present our main construction. We show how to implement
simultaneous broadcast (UC-SB) using Terminating VSS (UC-TVSS). The con-
struction is simple: each party first runs the share phase of the TVSS in parallel;
once all sharings have concluded (terminated), each party starts the reconstruc-
tion phase, gather all other parties’ secrets and output the vector of values. (see
Fig. B). Moreover, the construction works for any ¢; the final condition of honest
majority comes from instantiating Fryss with mryss (Prop. ).

Theorem 1. Protocol mgp UC-securely realizes Fsp in the Fry ss-hybrid model.

Proof. Let A be a real-life adversary for mgp. Note that A expects to interact
with n parties running wgp with access to n copies of functionality Frygs. Given
A, the ideal adversary S simulates the execution of protocol wgp for adversary
A by simulating the parties and functionalities as follows. Let P, ..., P, denote
the simulated parties, Pi, ..., P, the ideal-world parties. Let sid* be the session
identifier under which each (simulated) party is first invoked (by the environment
Z), and Fry g, - - - Favgg be the (simulated) n copies of functionality Fryss,
where Fk, s¢ denotes the functionality invoked by P, with session identifier
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Protocol 7sp

Private Inputs: Each P; holds x; € X

Public Input: session identifier sid*

Private Outputs: a vector y; € (X U{L})" for each P;

Each party P; € P runs sequentially the following steps:

(1) For each j € Py, set sid; «— (sid”™, Pj, Py,).

(2)  Send (Spool, sid;, ;) to Frvss.

(3)  Send (Share, sid;, z;) to Frvss.

(4)  For each j € Py,), send (EndSharing, sid;) to Frvss.

(5)  Upon receiving (Shared, sid;) from Frvss, record (Shared, sid;). Repeat this
step until there is a record (Shared, sid;) for each j € [n]

(6) For each j € Py,), send (Open, sid;) to Frvss.

(7)  Upon receiving (Opened, sid;,v;) from Frvss, record (sidj,y;). Once a
record (sid;,y;) for each j € [n] exists, output vector y; = (y;)je[n and
halt.

Fig. 3. Simultaneous Broadcast protocol in the Frvss-hybrid model

sidy = (sid*,Pk,P[n])E Adversary S maintains a set N with the corrupted
parties and their inputs, initially N < (, and proceeds as follows. If A corrupts
any party P; before the party has submitted a Share message to Fi, gg then
S corrupts ideal-world party P;, obtains its input z;, and pass it to A. If A
instructs corrupted party P; to submit (Share,z}) to ]—'%V gg, then S simulates
the operation, and adds (I—N’i,xg) to N. For all uncorrupted parties Pi, S sets
Py’s input to an arbitrary value (eg. xj, <« L) and simulates Pj’s interaction
with F% ¢ by simulating both, party and functionality. Notice that S can do
such simulation without the real P;’s input because adversary A’s view of the
interaction between Py and FX,, ¢4 during the share phase of TVSS (steps (1)-(@)
of Fig. ) is independent of Py’s input. Indeed, consider the event Fj, defined as
“FE. sg has at least one record (EndSharing, P) and then it receives a message
DoEndSharing from A”. As long as Py is corrupted anytime before Ej is true,
S can proceed as before, that is, S obtains zj, from corrupting Py, and pass it to
A. Notice, however, that adversary A must corrupt a party P; before P; sends
out message Share to f}v gg if A wants to change the value submitted by F;.
At some point in the simulation, A may send a DoEndSharing message to
some TVSS functionality. Then, S partitions the simulated parties in four sets.
These sets are dynamic in the sense that S may move parties from one set to
another depending on the subsequent instructions of A. The corrupted parties
are partitioned into Bgp and its complement, where Bgy, is the set of parties
which have submitted a message Share to Frygss. (Notice that for all P; €
Bsn, N contains an entry (P;,z}).) Similarly, any honest party P; is either in
Ggp or its complement, where Ggy, is the set of parties that have submitted
a message Shared to its ]—'%VSS. Notice that if P, € Ggp, then P; has sent

8 Notice that, such functionality may also be invoked (and instantiated) by some other
party P; on message EndSharing if P is not activated by Z.
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or is about to send a EndSharing message. Let Beng (resp. Gena) be the set of
corrupted (resp. uncorrupted) parties whose corresponding TVSS functionalities
have at least one record of the form (EndSharing, P;). Assume A sends a message
DoEndSharing to functionality F& ¢5. Then,

(1)  If Py & BenaUGenq, that is, F¥, ¢ has no EndSharing records, then S does
nothing (since those messages are ignored by the TVSS functionality).

(2) If Py € Gepa but P & Ggp, that is, ]—'%VSS has one or more EndSharing
records but Py has yet to submit a Share request to .7-'7’2‘, sg, then S does
nothing (since those messages are ignored by the TVSS functionality).

(3) If Py € Bena N Bsy, or if Py € Gena N Gsp, then S simulates Fry gq’s
execution by having the functionality send messages (Shared, sidy) to all
parties P; and the adversary A. If P, € Bena N Bgn, then S does the same
but also adds (P, L) into set V.

(4) If Ainstructs a corrupted party P; to send a message Open to some Fky o,
then S honestly simulates the functionality.

We also let J C (Gena N Gsp) U Beng be the set of parties to whose functionality
A has sent a message DoEndSharing. S continues the simulation following the
above rules (possibly moving parties into Gsp, Bsh, Gena, Bena, and J as new
messages are delivered by A) until J = [n]. Assume this happens when A sends
a message DoEndSharing to fJ}iVSS. Before applying rule 3 from above, S sends
(Proceed, sid*, N) to ideal functionality Fsp, and obtains (Broadcast, sid*, m).
S uses m to set the secret in each simulated (uncorrupted) Fiy gg to s; = m;,
where m = (myq,...,my). Only then S applies rule 3 from above for party Pj.
iFrom then on, S honestly simulates the execution of 7gp for A.

We claim that the simulation is perfect. Indeed, observe that adversary A’s
view before set J becomes equal to [n] is independent of the input of the sim-
ulated parties, as it consists of the corrupted parties’ inputs, and messages
(SpoolRcvd, sid;, P;), (ShareRcvd,sid;, P;), (EndSharingRcvd, sid;, P;), and
(Shared, sid;, P;) for one or more party P; € (Gena N Gsn) U Bena. The crucial
observation is that no uncorrupted party Py issues an Open message unless Py has
received Shared messages for all parties. This only happens if DoEndSharing mes-
sages have been received by each functionality Fi. ¢q, P; € J, which only
happens after J is set to [n]. At that point, the ideal adversary S has ob-
tained the inputs for all parties, so the adversary’s view from then on is iden-
tical to the real-world experiment. Notice also that once adversary A sends
DoEndSharing messages to each functionality F3., g, P; € J = [n], A cannot
issue a Share message for any (corrupted) party P;. This is because P; must also
be in J C (GenaNGshn) U Bena which implies P; is either in Gepg U Bena, and there-
fore functionality Fi,gg has successfully executed step (6) where (Shared, sid;)
was sent out to all parties; after this step, no new Share orDoEndSharinginput
is accepted by f}v gg- This concludes the proof.

ON THE SYNCHRONICITY OF SIMULTANEOUS BROADCAST AND TVSS: We con-
clude this section showing that Simultaneous Broadcast is essentially as strong
as synchronous communication, namely Fgyy. One direction is provided by the
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reduction to UC-TVSS described above, which says that any solution for UC-
TVSS can be used to achieve UC-SB. Notice also that Fgyy implies UC-TVSS
by Prop. [0l The other direction holds because UC-SB can be used to implement
Fsyn as follows: first parties (non-simultaneously) broadcast their values, and
then use simultaneous broadcast to transmit the same values (i.e. those broad-
casted non-simultaneously before). Thus, the following claim holds.

Claim. Let m be a protocol that UC-securely realizes Fsp in the Fgprpr-hybrid
model. Then, there exists a protocol that UC-securely realizes Fgyy in the
(FsB, Fsymr)-hybrid model.

5 Extensions

REMOVING SECURE CHANNELS: Our protocol for simultaneous broadcast is only
secure in the secure channel model. To obtain a protocol secure in the pub-
lic channel model (i.e. authenticated channels), we can use known techniques,
like those proposed by Lysyanskaya [28] which require secure erasures, or non-
committing encryption [Q16]. For the case of static corruption is much simpler,
as encrypting the messages with a semantic secure encryption scheme suffices.

Functionality Fasp

Fsp expects its SID to be of the form sid = (sid’, P,t), where P is a list of parties
among which broadcast may potentially be performed, and ¢ < n is an integer,
where n % |P|. It proceeds as follows.

(1)  Upon receiving input (Broadcast, sid, m) from party P € P, record (P, m)
and output (sid, P) to the adversary. (If P later becomes corrupted then the
record (P,m) is deleted.)

(2)  Upon receiving a message (Proceed, sid, N, W) from the adversary, do: If W
is a subset of parties in P of size at least n —t, and there exist honest parties
P € W for which no record (P, m) exists then ignore the message. Else:

1. Interpret N as the list of messages sent by corrupted parties. That is,
N = {(Si, m;)} where S; € W and S; is corrupted, and m; is a message.

2. Prepare a vector m = (m;)iew of messages sent by all parties in W,
both corrupted and honest.

(3) Send (Broadcast, sid, m) to the adversary.

(4) Upon receiving input (Receive,sid) from a party P € P, send
(Received, sid, m) as delayed output to P.

Fig. 4. The asynchronous simultaneous broadcast functionality, Fasp

ASYNCHRONOUS SIMULTANEOUS BROADCAST (UC-ASB): It is well known that
in an asynchronous network, no functionality that depends on all the inputs can
be computed [3T]. This is because it is impossible to distinguish between failed
processes (those instructed to not send messages) and very slow processes. There-
fore, no process can afford to wait for messages coming from more than n — ¢
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distinct other processes. In this section, we adapt the functionality of Simulta-
neous Broadcast to comply with this restriction, at the cost of weakening the
guarantee that all players can participate in the broadcast (which is unavoid-
able). We remark that, nonetheless, the modified functionality Fasp (Fig. H)
still preserves the intuitive notion of independence, as long as parties that do
not participate in the broadcast are not allowed to contribute later with their
inputs. We say a protocol 7 achieves UC-ASB if w UC-securely realizes Fag5.

We claim (without proof) that there exists a simple construction that achieves
UC-ASB for the case n > 3t. It suffices to run first the initial phase of the se-
cure multiparty computation of Ben-Or et al. [6]. Spelled out, first, parties run
n parallel copies of the wltimate secret sharing protocol; then the protocol for
agreement on a common subset is run. (Both protocols are described in [6].) In
this way, all parties agree on the set W of parties that have properly shared their
input. The reconstruction protocol is executed next, where the secrets of all par-
ties in W is reconstructed. For computationally bounded adversaries, a similar
approach can be obtained using the initialization phase of the computationally
efficient construction of [23]. It is an open problem whether more communication
efficient solutions exist.

References

1. M. Abe and S. Fehr. Adaptively secure feldman VSS and applications to
universally-composable threshold cryptography. In Advances in Cryptology —
CRYPTO, LNCS 3152, pages 317-334. Springer-Verlag, 2004.

2. B. Barak, Y. Lindell, and T. Rabin. Protocol initialization for the framework
of universal composability. Cryptology ePrint Archive, Report 2004/006, 2004.
http://eprint.iacr.org/.

3. M. Ben-Or, R. Canetti, and O. Goldreich. Asynchronous secure computation. In
ACM STOC’93, pages 52-61. ACM Press, 1993.

4. M. Ben-Or and R. El-Yaniv. Resilient-optimal interactive consistency in constant
time. Distributed Computing, 16(4):249-262, 2003.

5. M. Ben-Or, S. Goldwasser, and A. Wigderson. Completeness theorems for non-
cryptographic fault-tolerant distributed computations. In ACM STOC’88, pages
1-10. ACM Press, 1988.

6. M. Ben-Or, B. Kelmer, and T. Rabin. Asynchronous secure computations with
optimal resilience (extended abstract). In ACM PODC"94, pages 183-192, 1994.

7. C. Cachin, K. Kursawe, F. Petzold, and V. Shoup. Secure and efficient asynchro-
nous broadcast protocols. In Advances in Cryptology — CRYPTO, LNCS 2139,
pages 524-541. Springer-Verlag, 2001.

8. R. Canetti. Universally composable security: A new paradigm for cryptographic
protocols. Report 2000/067, Cryptology ePrint Archive, January 2005. Full version
of that in IEEE Symposium on Foundations of Computer Science (FOCS’01).

9. R. Canetti, U. Feige, O. Goldreich, and M. Naor. Adaptively secure multi-party
computation. In ACM STOC’96. ACM Press, 1996.

10. R. Canetti, Y. Lindell, R. Ostrovsky, and A. Sahai. Universally composable two-
party and multi-party secure computation. In ACM STOC’02, 2002.

11. R. Canetti and T. Rabin. Fast asynchronous Byzantine agreement with optimal
resilience (extended abstract). In ACM STOC’93, pages 42-51. ACM Press, 1993.



32

12

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

A. Hevia

B. Chor, S. Goldwasser, S. Micali, and B. Awerbuch. Verifiable secret sharing and
achieving simultaneity in the presence of faults. In IEEE Symposium on Founda-
tions of Computer Science (FOCS’85), pages 383-395. IEEE CS, 1985.

B. Chor and M. O. Rabin. Achieving independence in logarithmic number of
rounds. In ACM Symposium on Principles of Distributed Computing (PODC’87),
pages 260-268. ACM Press, 1987.

R. Cramer, I. Damgard, S. Dziembowski, M. Hirt, and T. Rabin. Efficient multi-
party computations secure against an adaptive adversary. In Advances in Cryptol-
ogy — FUROCRYPT’99, pages 311-326. Springer-Verlag, 1999.

I. Damgard and J. B. Nielsen. Universally composable efficient multiparty com-
putation from threshold homomorphic encryption. In Advances in Cryptology —
CRYPTO, LNCS 2729, pages 247-264. Springer-Verlag, 2003.

I. Damgard and J.B. Nielsen. Improved non-committing encryption schemes based
on a general complexity assumption. In Advances in Cryptology — CRYPTO, LNCS
1880, pages 432-450. Springer-Verlag, 2000.

D. Dolev, C. Dwork, and M. Naor. Nonmalleable cryptography. SIAM Journal on
Computing, 30(2):391-437, April 2001.

P. Feldman and S. Micali. An optimal probabilistic protocol for synchronous byzan-
tine agreement. SIAM Journal on Computing, 26(4):873-933, 1997.

R. Gennaro. A protocol to achieve independence in constant rounds. IEEFE Trans-
actions on Parallel and Distributed Systems, 11(7):636-647, July 2000.

O. Goldreich, S. Micali, and A. Wigderson. Proofs that yield nothing but their
validity or all languages in NP have zero-knowledge proof systems. Journal of the
ACM, 38(3):691-729, July 1991.

A. Hevia. Universally composable simultaneous broadcast. Available from
http://www.dcc.uchile.cl/~ahevia/pubs/, 2006. Full version of this paper.

A. Hevia and D. Micciancio. Simultaneous broadcast revisited. In ACM PODC’05,
pages 324-333. ACM Press, 2005.

M. Hirt, J. B. Nielsen, and B. Przydatek. Cryptographic asynchronous multi-
party computation with optimal resilience (extended abstract). In Advances in
Cryptology - EUROCRYPT’05, LNCS 3494, pages 322-340. Springer-Verlag, 2005.
D. Hofheinz and J. Muller-quade. A synchronous model for multi-party
computation and the incompleteness of oblivious transfer.  Available from
http://eprint.iacr.org/2004/016, 2004.

L. Lamport, R. Shostak, and M. Pease. The Byzantine generals problem. ACM
Transactions on Programming Languages and Systems, 4(3):382-401, July 1982.
Y. Lindell, A. Lysyanskaya, and T. Rabin. On the composition of authenticated
byzantine agreement. In ACM STOC’02, pages 514-523. ACM Press, 2002.

Y. Lindell, A. Lysyanskaya, and T. Rabin. Sequential composition of protocols
without simultaneous termination. In ACM PODC’02, pages 203212, 2002.

A. Lysyanskaya. Threshold cryptography secure against the adaptive adversary,
concurrently. Report 2000/019, Cryptology ePrint Archive, 2000.

S. Micali and T. Rabin. Collective coin tossing without assumptions nor broad-
casting. In Advances in Cryptology — CRYPTO, LNCS 537, pages 253-266, 1990.
J. B. Nielsen. On Protocol Security in the Cryptographic Model. Ph.D. thesis,
Aarhus University, 2003.

M. Pease, R. Shostak, and L. Lamport. Reaching agreements in the presence of
faults. Journal of the ACM, 27(2):228-234, April 1980.

B. Pfitzmann and M. Waidner. A model for asynchronous reactive systems and its
application to secure message transmission. In IEEE Symposium on Security and
Privacy (S&P-01), pages 184-201. IEEE CS, 2001.



33

34.

35.
36.

Universally Composable Simultaneous Broadcast 33

. T. Rabin and M. Ben-Or. Verifiable secret sharing and multiparty protocols with
honest majority. In ACM STOC’89, pages 73-85. ACM Press, 1989.

A. De Santis and G. Persiano. Zero-knowledge proofs of knowledge without in-
teraction (extended abstract). In IEEE Symposium on Foundations of Computer
Science (FOCS’92), pages 427-436. IEEE CS, 1992.

A. Shamir. How to share a secret. Communications of the ACM, 22(11), 1979.

L. von Ahn, A. Bortz, and N.J. Hopper. k-Anonymous message transmission.
In ACM Conference on Computer and Communication Security — CCS’03, pages
122-130. ACM Press, 2003.



Relations Among Security Notions for
Undeniable Signature Schemes

Kaoru Kurosawa! and Swee-Huay Heng?

! Department of Computer and Information Sciences,
Ibaraki University,
4-12-1 Nakanarusawa, Hitachi, Ibaraki 316-8511, Japan
kurosawa@mx.ibaraki.ac. jp
2 Centre for Cryptography and Information Security,
Faculty of Information Science and Technology,
Multimedia University,

Jalan Ayer Keroh Lama, 75450 Melaka, Malaysia

shheng@mmu.edu.my

Abstract. In this paper, we conduct a thorough study among various
notions of security of undeniable signature schemes and establish some
relationships among them. We focus on two adversarial goals which are
unforgeability and invisibility and two attacks which are chosen message
attack and full attack. In particular,we show that unforgeability against
chosen message attack is equivalent to unforgeability against full attack,
and invisibility against chosen message attack is equivalent to invisibil-
ity against full attack. We also present an undeniable signature scheme
whose unforgeability is based on the factoring assumption and whose in-
visibility is based on the composite decision Diffie-Hellman assumption.

Keywords: Undeniable signature, security notions, factoring assump-
tion, composite decision Diffie-Hellman assumption.

1 Introduction

The concept of undeniable signatures was introduced by Chaum and van Antwer-
pen in 1989 [I0]. As opposed to the ordinary digital signatures which are uni-
versally verifiable, the validity and invalidity of undeniable signatures can be
verified only by executing with the signer or the designated confirmer through
a confirmation protocol and a disavowal protocol respectively. Various vari-
ants of undeniable signature schemes which possess variable degrees of security
and additional features have emerged in the literature over the past 16 years.
While it is impossible to list them all, we note some important papers such as
[OSITTOIR20/T2IT66ITHITA23242526I21)]. Most of these schemes are discrete
logarithm based, with the exception of a few RSA-based schemes [TO/I5I4], a
pairing-based (identity-based) scheme [23] and some other schemes [2425].
Meanwhile, Bellare et al. showed relations among security notions for public-
key encryption schemes [2]. Due to the importance of the above studies, recently
we can see an increasing effort in the studying of relations among various security
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notions of cryptographic schemes [BII/I3]. Indeed, by knowing the relationships
between the various security notions, one can save much effort to prove the indi-
vidual security notion since it is sufficient to prove the simpler security notion if
it also implies that the scheme fulfills other more complicated notions of security.

In this paper, we conduct a thorough study among various notions of unde-
niable signature schemes and show some relationships among them. We focus
on the notions of unforgeability and inwvisibility. The first security notion is sim-
ilar to the one for ordinary digital signatures, which is the notion of existential
unforgeability against adaptive chosen message attack [19]. However, for unde-
niable signatures, the approach to adapt the previous security by allowing the
confirmation/disavowal oracle access has been first considered in [12]. The second
security notion is essentially the inability to determine whether a given message-
signature pair is valid or not. This notion was first introduced by Chaum, van
Heijst and Pfitzmann [I1] and further enhanced in [6] and [I4].

For each of unforgeability (UF) and invisibility (IV), we consider two different
attacks, chosen message attack (CMA) and full attack (FULL). By chosen mes-
sage attack, we mean that the adversary is only allowed to access to the signing
oracle, which is similar to the basic chosen message attack considered in [19]. By
full attack, we mean that besides the signing oracle access, the adversary is also
allowed to access to the confirmation/disavowal oracle. No effort has been put
in previously to study the above notions of security and we note that the results
we obtain are somewhat surprising.

By combining the above two adversarial goals and two attacks, we can classify
them under four notions of security, namely UF-CMA, UF-FULL, IV-CMA and
IV-FULL. The rigorous definitions of the respective notions will be provided in
Section Bl In particular, we establish an equivalent result between UF-CMA and
UF-FULL, and an equivalence between IV-CMA and IV-FULL if the underlying
signature scheme is UF-CMA. We also show that IV-CMA implies UF-CMA if
the signing algorithm is deterministic. (We assume that the confirmation proto-
col and the disavowal protocol are perfect auxiliary-input zero-knowledge.)

More precisely, the relationships among various notions of security that we
obtain can be shown as follows:

UF-CMA <= UF-FULL

T
IV-CMA < IV-FULL

We remark that the related study on the relationships between two notions of
unforgeability of message authentication has been recently conducted by Bellare,
Goldreich and Mityagin [3], i.e. they explored the unforgeability of message au-
thentication by considering a single verification attempt and multiple verification
attempts respectively by the adversary. They also commented that the multi-
ple verification version of the definition of ordinary digital signatures is clearly
equivalent to the standard definition in [T9] since verification takes place under
a key that is public and which is available to the adversary. However, obviously
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this is not the case for undeniable signatures since without the consent of the
signer or designated confirmer, it is impossible that the adversary can verify the
validity or invalidity of a message-signature pair.

The first RSA-based undeniable signature scheme was proposed by Gennaro,
Krawczyk and Rabin [I6] where they employed the RSA moduli which is a
product of safe primes. An extension of the above scheme to allow the use of
general RSA moduli was made possible by Galbraith, Mao and Paterson [15].
However, both the above schemes do not have invisibility. Galbraith and Mao
[14] showed an improved version which possesses the property of unforgeability
and invisibility in the case of RSA moduli which is a product of safe primes.

In this paper, we also present an undeniable signature scheme such that its
unforgeability is based on the factoring assumption and its invisibility is based
on the composite decision Diffie-Hellman (CDDH) assumption. In the proposed
scheme, the size of the signatures is much shorter than the scheme by Galbraith
and Mao [I4]. Its security can be easily proven by using the relationships we
described earlier.

1.1 Organization

The remainder of this paper is organized as follows. In Section 2] we recall
the definition of undeniable signatures. In Section [3 we provide the rigorous
definitions for the four notions of security: UF-CMA, UF-FULL, IV-CMA and
IV-FULL. In Section Fl we conduct a thorough study on the various notions
of security of undeniable signatures and establish some important relationships
among them. All the related security analyses are given accordingly. In Section
Bl we present a new undeniable signature scheme whose unforgeability is based
on the factoring assumption and whose invisibility is based on the composite
decision Diffie-Hellman assumption. Finally, we conclude this paper in Section [6l

2 Undeniable Signatures

Throughout this paper, k denotes the security parameter and a PPT algorithm
denotes a probabilistic polynomial-time algorithm.

An undeniable signature scheme consists of a key generation algorithm Gg;gpn,
a signing algorithm Sign , a confirmation protocol and a disavowal protocol. We
consider undeniable signature schemes such that the confirmation protocol and
the disavowal protocol are perfect zero-knowledge in the auxiliary-input model.
Hence, we denote an undeniable signature scheme by X' = (Gg;gn, Sign). Gsign
is a PPT algorithm which generates (vk, sk), where vk is a verification key and
sk is the signing key. Sign is a PPT algorithm which generates a signature o on
input a message m and the signing key sk. We say that (m, o) is valid if o is an
output of Sign(sk,m).

An undeniable signature scheme must satisfy unforgeability and invisibility.
Invisibility means that for a message m, the receiver cannot tell if o is a valid
signature or a random string. This implies that the receiver cannot verify the
validity of (m, o) by himself. Instead, the cooperation of the signer is needed to
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prove the validity and invalidity of (m, o) by running a confirmation protocol
and a disavowal protocol with the receiver respectively.

Zero-knowledgeness means that the verifier can generate the communication
transcript of the protocol by himself. Hence he cannot prove to the third party
that (m, o) is valid by showing the transcript of the ZK confirmation protocol.
This is the central requirement for undeniable signature schemes.

We describe the formal definition of perfect auxiliary-input zero-knowledge
below:

Definition 1. [I8[77] A proof system (P,V) is perfect auziliary-input zero-
knowledge on a language L if, for every PPT wverifier V* and every polynomial
p, there exists a PPT algorithm M™ such that

{(P,VEW)(@) aeryetonyri=n ={M(2,9) rer,yefo,13r0=D

where the first distribution ensemble denotes the output of V* when having
auziliary-input y and interacting with prover P on common input x € L; and
the second distribution ensemble denotes the output of M* on inputs x € L and
y € {0, 1}»(=D),

An alternative definition is to require M™* to simulate the history of V*’s inter-
action with P [I7, Remark 3.2].

As shown in [I7], auxiliary-input zero-knowledge is preserved under sequential
composition. Almost all known zero-knowledge proofs are in fact auxiliary-input
zero-knowledge.

3 Definitions of Security

For each of unforgeability (UF) and invisibility (IV), we consider two different
attacks, chosen message attack (CMA) and full attack (FULL). By combining
two adversarial goals and two attacks, we have the following four notions of
security, namely, UF-CMA, UF-FULL, IV-CMA and IV-FULL.

In each attack game, we say that a message-signature pair (m, o) is unfresh
if the adversary A has already queried m to the signing oracle and received o.
Otherwise, we say that (m, o) is fresh.

3.1 Unforgeability

The unforgeability against CMA (UF-CMA) is defined as follows. Consider the
following game between a challenger and an adversary A.

1. The challenger generates a key pair (vk, sk) randomly, and gives the verifi-
cation key vk to A.

2. Fori=1,...,q, A queries a message m; to the signing oracle adaptively and
receives a signature o;.

3. Eventually, A outputs a forgery (m*,c*).

A wins the game if (m*,o*) is valid and fresh.
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Definition 2. We say that X is unforgeable against CMA (UF-CMA) if
Pr(A wins) is negligible for any PPT adversary A in the above game.

To define the unforgeability against the full attack (UF-FULL), we modify the
game against CMA as follows. We allow the adversary A to query (m, o) to the
confirmation/disavowal oracle adaptively at step 2. The confirmation/disavowal
oracle responds as follows.

— If (m, o) is a valid pair, then the oracle returns a bit 4 = 1 and proceeds
with the execution of the confirmation protocol with A.

— Otherwise, the oracle returns a bit 4 = 0 and executes the disavowal protocol
with A accordingly.

A wins the game if A outputs a valid and fresh pair (m*,c*) or it queries a
valid and fresh pair (m*, o*) to the confirmation/disavowal oracle.

Definition 3. We say that X is unforgeable against the full attack (UF-FULL)
if Pr[A wins| is negligible for any PPT adversary A in the above game.

Remark 1. If the signing algorithm is probabilistic, there are many signatures
o for a fixed message m. In this case, we can consider weak forgery and strong
forgery. In the weak forgery, an adversary wins if she can forge (m*,c*) such
that m* has never been queried to the signing oracle by the adversary. In the
strong forgery, an adversary wins if she can forge (m*, 0*) such that ¢* has never
been returned by the signing oracle for a query m*.

In the above definitions, we consider strong forgery. Note that strongly un-
forgeable undeniable signature schemes are more secure than weakly unforgeable
ones.

If the signing algorithm is deterministic, the two types of forgery coincide.

3.2 Invisibility

The invisibility against CMA (IV-CMA) is defined by using the following game
between a challenger and an adversary A.

1. The challenger generates a key pair (vk, sk) randomly, and gives the verifi-
cation key vk to A.

2. A is permitted to issue a series of signing queries to the signing oracle adap-
tively and receives a signature ;.

3. At some point, A chooses a message m* and sends it to the challenger.

4. The challenger chooses a random bit b. If b = 1, then he computes a signature
o* on m*. Otherwise, he chooses ¢* randomly from the signature space S.
He then returns o* to A.

5. A performs some signing queries agai.

6. At the end of this attack game, A outputs a guess b'.

L If the signing algorithm is deterministic, then A is not allowed to query m* to the
signing oracle.
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Definition 4. We say that X is invisible against CMA (IV-CMA) if | Pr[b =
b'] — 1/2| is negligible for any PPT adversary A in the above game.

Finally, to define the invisibility against full attack (IV-FULL), we modify the
previous game (IV-CMA) as follows. We allow the adversary A to query (m, o)
to the confirmation/disavowal oracle adaptively at step 2 and at step 5, where
A is not allowed to query the challenge (m*,c*) to the confirmation/disavowal
oracle at step 5. The confirmation/disavowal oracle responds as follows.

— If (m, o) is a valid pair, then the oracle returns a bit 4 = 1 and proceeds
with the execution of the confirmation protocol with A.

— Otherwise, the oracle returns a bit ;4 = 0 and executes the disavowal protocol
with A accordingly.

Definition 5. We say that X is invisible against the full attack (IV-FULL) if
| Pr[b = b'] — 1/2]| is negligible for any PPT adversary A in the above game.

We now say that

— X is CMA-secure if it is unforgeable against CMA attack (UF-CMA) and
invisible against CMA attack (IV-CMA).

— X is fully secure if it is unforgeable against the full attack (UF-FULL) and
invisible against the full attack (IV-FULL).

4 Relations Among Security Notions

We use the following notation.

— X = Y: Any undeniable signature scheme X' meets the security notion of
Y if it meets the security notion of X. In this case, we say that X implies
Y.

— X < Y Any undeniable signature scheme X meets the security notion of
Y if and only if it meets the security notion of X. In this case, we say that
X and Y are equivalent.

We first show that UF-CMA and UF-FULL are equivalent. That is,
UF-CMA < UF-FULL.

Theorem 1. UF-CMA and UF-FULL are equivalent if the confirmation proto-
col and the disavowal protocol are perfect auzxiliary-input zero—lmowledge

Proof. 1t is clear that UF-FULL =— UF-CMA. Therefore, we will show that
UF-CMA — UF-FULL. Suppose that there exists an adversary A which breaks
UF-FULL. We will construct an adversary A’ which breaks UF-CMA by using
A as a subroutine.

2 We consider strong unforgeability as mentioned in Remark [I] of Section 311
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On input a verification key vk, A’ starts running A by feeding A with vk. If
A makes a signing query for a message m;, then A’ queries m; to her signing
oracle. A’ receives a signature o; from the signing oracle, and returns o; to A.

Next, we consider the case when A makes a confirmation/disavowal query. Let
¢v be the number of queries that A issues to the confirmation/disavowal oracle.
For convenience, we consider that the final output of A is the (g, + 1)-th query.
We say that (m;, o)) is special if it is a valid and fresh message-signature pair
queried by A to the confirmation/disavowal oracle. A’ guesses the first special
query. More precisely, A’ guesses the first ¢ such that the i-th query (m;,o}) is
special. So, at the beginning, A’ chooses Guess € {1,2,---, ¢, + 1} randomly.
There are two cases to be considered here, namely, i < Guess and i = Guess.
First suppose that i < Guess.

— If A has never made a signing query for m;, then A’ returns p = 0 and runs
the disavowal protocol with A.

— Otherwise, A has already made a signing query for m;, and A’ answered
with a valid signature o;. If 0; = o} then A’ returns g = 1 and runs the
confirmation protocol with A. Otherwise, A’ returns ¢ = 0 and runs the
disavowal protocol with A.

Notice that since the confirmation protocol and the disavowal protocol are per-
fect auxiliary-input zero-knowledge from our assumption, A’ can simulate the
confirmation/disavowal oracle perfectly (by using the proof technique of [17,
Theorem 3.3]).

Now suppose that i = Guess. Let (m*,0*) be the i-th query. If A has queried
m* to the signing oracle, then A’ aborts. Otherwise, A outputs (m*,o*) as a
forgery.

A’ guesses the first special query with probability 1/(q, + 1). Therefore, if
A wins the game of UF-FULL with non-negligible probability, then A’ wins the
game of UF-CMA with non-negligible probability too because ¢, is polynomially
bounded. This completes our proof. a

We next show that IV-CMA and IV-FULL are equivalent if 3’ is UF-CMA. That
is,
IV-CMA < IV-FULL

as long as Y is UF-CMA.

Theorem 2. Suppose that an undeniable signature scheme X' is UF-CMA. Then
IV-CMA and IV-FULL are equivalent if the confirmation protocol and the dis-
avowal protocol are perfect auziliary-input zero-knowledge.

Proof. 1t is clear that IV-FULL = IV-CMA. Therefore, we will show that IV-
CMA — IV-FULL. Suppose that there exists an adversary A which breaks
IV-FULL. We will construct an adversary A’ which breaks IV-CMA by using A
as a subroutine.

On input a verification key vk, A’ starts running A by feeding A with the vk.
If A makes a signing query for a message m;, then A’ queries m; to her signing
oracle. A’ receives a signature o; from the signing oracle, and returns o; to A.
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Next, we consider the case when A makes a confirmation/disavowal query
(my, 0}). We say that (m;, o)) is special if it is a valid and fresh message-signature
pair queried by A to the confirmation/disavowal oracle.

Suppose that A makes a special confirmation/disavowal query (m;,o}). with
non-negligible probability. Then A wins the game of UF-FULL. However, this
is against our assumption because UF-FULL and UF-CMA are equivalent from
Theorem [I1

Therefore, A makes a special confirmation/disavowal query (m;, o}) only with
negligible probability. Hence A’ behaves as follows.

— If A has never made a signing query for m;, then A’ returns p = 0 and runs
the disavowal protocol with A.

— Otherwise, A has already made a signing query for m;, and A’ answered
with a valid signature o;. If 0; = o} then A’ returns g = 1 and runs the
confirmation protocol with A. Otherwise, A’ returns ¢ = 0 and runs the
disavowal protocol with A.

Notice that since the confirmation protocol and the disavowal protocol are perfect
auxiliary-input zero-knowledge from our assumption, A’ can simulate the confir-
mation/disavowal oracle (by using the proof technique of [I7, Theorem 3.3]).

At some point, A chooses a message m* which has never been queried, and
sends it to A’. A’ queries m* to its challenger, and receives o* from the challenger.
A’ then returns o* to A.

At the end of the attack game, A outputs a guess b’. Then A’ outputs b’ =¥'.
Now it is clear that | Pr[b = b'] — Pr[b = b”']| is negligible, where b is the hidden
bit chosen by the challenger. Hence M can break IV-CMA. O

We finally show that IV-CMA implies UF-CMA if the signing algorithm is de-
terministic. Note that UF-CMA does not imply IV-CMA: A digital signature
scheme which is UF-CMA is not IV-CMA. Hence we cannot prove more than
the following figure.

UF-CMA < UF-FULL

T
IV-CMA < IV-FULL

Theorem 3. IV-CMA implies UF-CMA if the signing algorithm is deterministic.

Proof. Suppose that there exists an adversary A which breaks UF-CMA. We will
construct an adversary A’ which breaks IV-CMA by using A as a subroutine.

On input a verification key vk, A’ starts running A by feeding A with vk. If
A makes a signing query for a message m;, then A queries m; to her signing
oracle. A’ receives a signature o; from the signing oracle, and returns o; to A.

Eventually, A outputs a forgery (m*,c*). Then A’ sends m* to her challenger.
The challenger chooses a random bit b. If b = 1, then he computes a signature
o’ on m*. Otherwise, he chooses ¢’ randomly from the signature space S. The
challenger returns o’.
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Finally, if ¢/ = o*, then A’ outputs b’ = 1. Otherwise, A’ outputs a random
bit &’. Suppose that (m*,o*) is valid with probability €. Then

Prio=0b] =€+ (1/2)(1 —€) = (1/2) +¢/2

because the signing algorithm is deterministic. Hence if A outputs a valid forgery
with non-negligible probability, then A’ wins the game of IV-CMA with non-
negligible probability too. a

Remark 2. The above proof shows that weak IV-CMA implies UF-CMA, where
weak TV-CMA is exactly the IV-CMA except the step 5 in Section 3.2. Now we
have IV-CMA — weak IV-CMA — IV-FULL.

5 Application to Factoring-Based Undeniable Signatures

Galbraith and Mao showed a factoring-based undeniable signature scheme [14]
and proved its security for non-interactive, designated verifier version of confir-
mation/disavowal protocols [14], page 89, line -7].

Now by using our results, we can prove its security for the 4-move version of
confirmation/disavowal protocols due to Chaum [7]. In this section, we present
a better factoring-based undeniable signature scheme and prove its security by
using our results.

5.1 Proposed Scheme

Galbraith and Mao used PSS-Rabin signature scheme [4]. Instead, we use a
Rabin-type signature scheme presented in [22] which has much shorter signature
size. Hence the size of our undeniable signatures is much shorter than that of [14].

The details of this new undeniable signature scheme are described as follows.

Definition 6. Let N = pq, where p and q are primes. For x € Z};, let

() 3)

Define
0 if u=v=1
AT ifu=1v=-1
tpe() 24 5 T 1)
3 if u=v=-1

It is easy to see that zy € QRy if and only if type(z) = type(y).

Key Generation. On input 1%, the system is set up by the signer as follows.
Choose two k-bit safe primes p and ¢ such that p’ = (p — 1)/2 and ¢’ =
(g —1)/2 are also primes. Then set N = pq and select an element e € Z, ,
such that e > 1.
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Choose g € Z} to be a generator of Z; and Z;, and compute 8 = g% mod N
and w = 3¢ mod N.
Next, choose a7 and ag such that type(a;) = 1 and type(as) = 2. Also, let

g 21 and a3 2 arag mod N. Note that type(a;) =i for i =0,1,2,3.

Let H : {0,1}* — Z% be a hash function.

Finally, set the verification key as (N, 8, w, H, ag, a1, ag, a3) and the signing
key as (p, q).

Notice that § is a generator of QRy because ord, () = (p —1)/2 = p' and
ordy(B) = (¢ —1)/2 = ¢, thus ordy (8) = lem(p',¢') = p'q = |QRN|.

Signing. On input the verification key (N, 5, w, H, ag, a1, a2, as), the signing
key (p,q) and a message m , the signer executes the following steps.
Step 1: Compute 7 such that type(H(m)) = i.
Step 2: For this ¢, compute o such that 0 < ¢ < N/2 and

a;H(m) = 0? mod N (2)
The signature is o.

We say that (m, o) is valid if 0 < o < N/2 and equation (2)) is satisfied.

Definition 7. We say that (3,3%,3Y,8%) € (QRy)* is a composite Diffie-
Hellman (CDH) tuple, where (z,y) € Z2,,,.

In each of the confirmation/disavowal protocols, given a message-signature pair
(m, o), the verifier checks if 0 < o < N/2. If not, he rejects immediately. if so,
he runs the following protocols with the signer.

Confirmation Protocol. The signer first sends ¢ such that type(H(m)) = i.
The signer next proves that (3,w,o?,a;H(m)) is a CDH-tuple in zero-
knowledge.

Disavowal Protocol. The signer first sends ¢ such that type(H (m)) = i. Next
the signer proves that (8,w,o?,a;H(m)) is not a CDH-tuple in zero-
knowledge.

For the confirmation and disavowal protocols, we can use the 4-move protocol
due to Chaum [7]. Alternatively, we can use designated verifier proofs which
are non-interactive zero-knowledge [20]. They are perfect zero-knowledge in the
auxiliary-input model.

Remark 3. 1. Tt is not necessarily the case that H(m) € QRy. Therefore, we
use the technique of [22]. That is, we have to include (ag, a1, a2, a3) in the
verification key so that «; H(m) in QRy for some 3.

2. Since the order of 3 is p'q’, Chaum’s ZKIP protocols works well on the
CDH-tuples and the non CDH-tuples in the group QRy.
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5.2 Security Analysis

Theorem 4. The above undeniable signature scheme satisfies UF-CMA under
the factoring assumption in the random oracle model.

Proof. Let A be an adversary which breaks UF-CMA with non-negligible proba-
bility €. Then we will construct the factoring algorithm M which factors N with
non-negligible probability ¢’ by running A as a subroutine. The input of M is
N (= pq), where p = 2p’ + 1 and q = 2¢' + 1 are safe primes.

M constructs the verification key for A as follows. M chooses a random integer
e€{2,---,|N/4]}. Next, M chooses a random g € Z} and defines 8 = g% mod
N and w = 3* mod N. It is easy to see that e is co-prime to p’q’ and 3 is a
generator of Q Ry with overwhelming probability because N is a product of two
safe primes. M also chooses a1, as randomly in such a way that

ay _ (o2 _ 4
(N) N (N) -
With probability 1/4, it holds that type(a;) = 1 and type(as) = 2. M sets
apg =1 and a3 = agas mod N

M then feeds A with the verification key (N, 8, w, H, g, a1, aa, a3) where H
is a random oracle that will be simulated by M. We assume that when A requests
a signature on a message m;, it has already made the corresponding H-query
on m;.

The factoring algorithm M must answer all the queries by itself. When A
makes a H-query for a message m;, A chooses r; € Z% and i € {0,1,2,3}
randomly, and returns H(m;) = r;%¢/a; mod N. M will maintain a H-query
list (mj,7;,1).

Suppose that A makes a signing query for a message m;. Since we have as-
sumed that A has already made the corresponding H-query on mj;, then the
H-query list includes (mj,r;,1) for some (r;,4). M then returns o; = r; mod N
as the corresponding signature. Notice that o; is a valid signature since

o, H(mj) = r?e mod N.
Now suppose that A forges (m*,o*). Then

a;H(m*) = (6*)* mod N. (3)
Since we assumed that A has made the H-query on m*, so m* = m; for some j
in the H-query list. Therefore, M can find the triple (m*, r*, ) from the H-query
list where

a;H(m*) = (r*)% mod N. (4)
From equation (@) and equation (@),

((r)*)¢ = ((¢*)*)° mod N.
Since ged(e, p'q’)) = 1 with overwhelming probability, it holds that

(r*)? = (6*)? mod N

with overwhelming probability.
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Case 1. Suppose that m* has never been queried to the signing oracle. In this
case, ged(r* — o*, N) = p or ¢ with probability 1/2 because r* is randomly
chosen. Hence M can factor N with probability almost 1/2 x 1/4 = 1/8.

Case 2. Suppose that m™ has been queried to the signing oracle which returned
&. In this case, we can see that gcd(c*—6,N) = p or ¢ because 0 < o0 < N/2.
Hence M can factor N with probability almost 1/4.

In any case, M can factor N with significant probability. O

Corollary 1. The above undeniable signature scheme satisfies UF-FULL under
the factoring assumption in the random oracle model.

Proof. From Theorem [ and Theorem [I1 O

Next we prove the invisibility. It relies on the composite decision Diffie-Hellman
(CDDH) assumption which is defined as follows.

We denote (g1, ..., gm) for the subgroup generated by g1, ..., gm. Let N be a
product of two safe primes p and ¢ such that p’ = (p —1)/2 and ¢’ = (¢ — 1)/2
are also primes. Consider the two sets

T ={(N,g,w,u,v,a1,az) : type(ar) = 1, type(az) = 2,

ordy(g) = ordy (u) = 20'q, (g,u) = Zx, (w,v) € (QRN)*}

and
Teppr = {(N,g,w,u,v,a1,00) €T : w = ¢** mod N,

v =u** mod N for some e € Zpy}

with the uniform distribution on each. The CDDH problem is to distinguish
these two distributions.

Theorem 5. The above undeniable signature scheme satisfies IV-CMA under
the CDDH assumption in the random oracle model.

Proof. Let A be an adversary which breaks IV-CMA with non-negligible prob-
ability €. Then we will construct a composite decision Diffie-Hellman algorithm
M with non-negligible probability ¢’ by running A as a subroutine.

Let (N, g, w,u, v, a1, as2) be the challenge CDDH problem input to M. M first
computes 8 = g2 mod N. Let ap = 1 and a3 = a1p mod N. M runs A by feeding
A with the verification key (N, 8, w, H, ag, a1, 2, ) where H is a random oracle
that will be simulated by M. We assume that when A requests a signature on a
message my, it has already made the corresponding H-query on m;.

When A makes a H-query for a message m;, M chooses z;,y; € {1,2,---,
|N/2|} randomly and ¢ € {0,1,2,3} randomly, and returns H(m;) =
(w®v¥i)?/o; mod N. M will maintain a H-query list (mj, z;,v;,1).

When A makes a signing query for a message m;, since we have assumed
that A has already made the corresponding H-query on mj, then H(m;) =
(w*u¥i)?/a; mod N. M then computes o; = g% u¥% mod N and returns o; as
the corresponding signature.
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Eventually, A outputs a message m*. M then chooses a hidden bit b. If b = 1,
M generates o* using the above signing process and returns ¢* as the signature.
If b =0, M chooses 0* € Z} randomly and returns o* as the signature.

Next, A performs some H queries and signing queries again with the restric-
tion that no signing queries on m* is allowed. Finally, A outputs a bit ' which
it thinks is equal to the hidden bit b. If &' = b then M outputs 1 as the answer
and if b’ # b then M outputs 0 as the answer.

Notice that if (N, g,w, u,v,a1,a2) € Teppa, then the signing oracle behaves
perfectly and the simulation is identical to a real attack. Thus we have

1
Pr[M outputs 1] = Pr[p) = b] = 5 +e,

where € is the advantage of algorithm A.

On the other hand, when the input is a random tuple of 7, the signatures gen-
erated by the signing oracle are with high probability invalid. The simulation is
therefore not indistinguishable from a real attack. However, we can show as in [I4]
Appendix B] that the hidden bit b is independent of the simulation. That is,

1
Pr[M outputs 1] = Pr[b' = b] = 3
It follows that the advantage of algorithm M
! — 1 +e— 1 —
€ = B € B =€
which is non-negligible. a

Corollary 2. The above undeniable signature scheme satisfies IV-FULL.
Proof. From Theorem B Theorem Ml and Theorem O

6 Conclusion

We have studied on the relationships among various notions of security of unde-
niable signature schemes, namely, UF-CMA, UF-FULL, IV-CMA and IV-FULL
and shown some important relationships among them. We also proposed an
undeniable signature scheme where its unforgeability is based on the factoring
assumption and its invisibility is based on the CDDH assumption.
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Abstract. We present a blind signature scheme that is efficient and
provably secure without random oracles under concurrent attacks uti-
lizing only four moves of short communication. The scheme is based on
elliptic curve groups for which a bilinear map exists and on extractable
and equivocal commitments. The unforgeability of the employed signa-
ture scheme is guaranteed by the LRSW assumption while the blindness
property of our scheme is guaranteed by the Decisional Linear Diffie-
Hellman assumption. We prove our construction secure under the above
assumptions as well as Paillier’s DCR assumption in the concurrent at-
tack model of Juels, Luby and Ostrovsky from Crypto '97 using a com-
mon reference string. Our construction is the first efficient construction
for blind signatures in such a concurrent model without random oracles.
We present two variants of our basic protocol: first, a blind signature
scheme where blindness still holds even if the public-key generation is
maliciously controlled; second, a blind signature scheme that incorpo-
rates a “public-tagging” mechanism. This latter variant of our scheme
gives rise to a partially blind signature with essentially the same effi-
ciency and security properties as our basic scheme.

1 Introduction

Blind signatures were introduced by Chaum in [II] and proved to be a most
useful cryptographic scheme that has been the basis of many complex crypto-
graphic constructions including e-cash systems and e-voting schemes. Informally,
a blind signature is a signature scheme that incorporates a signing protocol that
allows the signer to sign a document submitted by a user blindly, i.e., without
obtaining any information about the document itself.

It was observed early on (at least as early as [I3], see also [27]) that blind
signatures contain an instance of a secure function evaluation protocol in the fol-
lowing sense: the user possesses a private input m and a public-input pk which
is the verification key of a digital signature algorithm, and the signer possesses a
private input sk which is the signing-key; with this setup the user and the signer
should execute a probabilistic secure function evaluation protocol that will allow
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© Springer-Verlag Berlin Heidelberg 2006
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the user to compute o, a signature on m under pk, without revealing m to the
signer and without the signer revealing sk to the user. Given the complexity of
general secure function evaluation though, [31I16], in early work on blind signa-
tures this paradigm was not very motivating. A more motivating paradigm was
found in divertible zero-knowledge proofs [24I22/T2] and many blind signatures
were subsequently designed in this line of reasoning [29J30/28/43[T] as well as the
first attempt to give provably secure constructions (in the random oracle model)
was due to [29], where blind signatures with three moves were proven secure
in the random oracle model under the discrete-logarithm assumption assuming
only logarithmically many messages were transmitted by the user. This result
was later improved to polynomially many messages but five moves [28] and the
round complexity was finally decreased to three moves and polynomially many
messages in [3/I]. A two move protocol was presented in [5] assuming the RSA
inversion oracle assumption. We stress that all these results were proven secure
in the random oracle model.

Concurrency in the context of blind signatures was put forth by Juels, Luby
and Ostrovsky [I7] who presented the first security model for blind signatures
that takes into account that the adversary may launch many concurrent sessions
of the blind signing protocol (operating as either the user or the signer). Concur-
rency is particularly important since in implementations of blind signatures in
e-voting and e-cash schemes, see e.g., [ITIT5IT9], the signer is a multi-threaded
server that accepts many concurrent sessions of users that are executing the
signing protocol. Thus, it is of crucial importance to consider the security of
blind signatures, when (1) a malicious signer attempts to defeat the blindness of
many concurrently joining users, and (2) a coalition of malicious users attempts
to extract information about the signing key of the multi-threaded signer server.
Still, the design of schemes that satisfied such stronger models proved elusive.
In fact, Lindell [20] showed that unbounded concurrent security for blind sig-
natures modelled using black-box simulation is unattainable in the plain model
(i.e., without any setup assumption). On the other hand, in the CRS model,
Canetti et al. [I0] gave a generic construction for multi-party secure function
evaluation that achieves an even stronger notion of security than concurrency
(universal composition) and can be used to solve (generically) the blind signa-
ture problem using a CRS. Note that this construction would not result in a
practical scheme. Recently, Camenisch et al. [8] using a weaker model than that
of [I7] that only allowed sequential attacks presented a blind signature scheme
based on the Strong-RSA assumption leaving as open problem the possibility of
achieving concurrent security in an efficient scheme. Okamoto [23] presented an
efficient blind signature scheme using a stronger variant of the SDH assumption
[6]; based on the techniques we put forth in our work (which appeared originally
in [I8]) he also extended his blind signature scheme to handle concurrent attacks
as well.

Our Contribution. In this paper, we give the first efficient construction for
blind signatures to achieve concurrent security in the sense of [I7] assuming
a common reference string. The four-move interactions between the user and
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the signer in the signing protocol requires overall communication not exceed-
ing 2 Kbytes (about 10.2 Kbits to be precise) for a full signature generation.
Achieving this level of efficiency while simultaneously maintaining provability
in a concurrency model required the careful composition of a number of cryp-
tographic primitives. As our underlying digital signature scheme (i.e., the type
of signature that is obtained by users) we use the elliptic curve based signature
scheme of Camenisch and Lysyanskaya [9] (henceforth called a CL signature).
We also employ a variant of Linear Encryption, an encryption scheme that was
originally introduced in the context of group signatures by Boneh, Boyen and
Shacham [7]. Here we find a novel use of this primitive in the context of blind
signatures. In addition to these primitives, our construction makes essential use
of discrete-logarithm equivocal commitments based on Pedersen commitments
[26] and extractable commitments based on Paillier encryption [25].

The central idea of our construction is to use a variant of Linear Encryption
to produce a very efficient secure function evaluation protocol for CL signatures
that proceeds roughly as follows: the user selects on the fly a key for the en-
cryption scheme and encrypts her message with it. The signer upon receiving
this encryption takes advantage of the homomorphic properties of the encryp-
tion to blindly transform the ciphertext into a randomized encryption of a CL
signature and then transmits the resulting rerandomized ciphertext back to the
user. We make an essential use of the homomorphic properties of the underlying
encryption in the efficient generation of non-adversarial randomness between the
mutually distrustful players. In order to prove security under concurrent attacks
a number of provisions have to be taken in the blind signature protocol design.
Most importantly, in our signing protocol, both sides will be required to prove
statements about their local computations. As a result, performing the whole
protocol in four moves is one of the most delicate parts of our construction. The
homomorphic encryption based interaction that is used for the secure signature
computation needs to be paired with an extractable commitment. Moreover,
an equivocal commitment is used for ensuring that no information leakage oc-
curs from the user to the signer or vice versa. Finally, the signer, proves to the
user that he is following the protocol specifications and is applying his signing
key to the user’s ciphertext whereas the user has to prove that he is consistent
across his commitments. The construction is proven to satisfy the two proper-
ties of the [I7] model as follows: the blindness property is ensured under the
Decisional Composite Residuosity assumption of [25] and the Decision Linear
Diffie-Hellman assumption of [7]. The unforgeability property is proven under
the LRSW assumption of [21]. Note that the resulting signature from the signing
protocol is about half the size of an RSA based Chaum blind signature.

We also present two variants of our basic protocol. (i) We consider a stronger
adversarial model for blindness where the public-key is adversarially controlled;
we show how it is possible to modify our basic protocol in a straightforward
way to achieve this stronger blindness property. (ii) We provide an extension of
our scheme that allows the public-tagging of blindly signed messages, i.e., all
messages that are obtained by the users also contain a publicly known tag that
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is decided prior to the signing protocol execution. This extension is essentially
equivalent to a partially blind signature construction, a notion that was formal-
ized in [2]. Due to lack of space these protocols are omitted; please refer to the
full version [18] for more details.

2 Preliminaries

Bilinear Groups. Let G = (g) be a cyclic group of prime order p such that
e: G x G — Gr is a bilinear map, i.e., for all t,v € G and a,b € Z, it holds that
e(t?,v®) = e(t,v)? and e is non-trivial, i.e., e(g, g) # 1.

Camenisch-Lysyanskaya Signature. Camenisch and Lysyanskaya [9] pro-
posed a digital signature scheme (we call it CL-signature for short) that was
adaptively chosen message secure in the standard model. Our blind signature
will be based on this signature scheme: (1) key generation algorithm gen®”:
generate the bilinear group parameter (p, G,Gr,g,e); then choose z,y & Ly,
and compute X = ¢g* and Y = g¥; set secret key as sk = (z,y) and pub-
lic key as pk = (p,G,Gr,g,e; X,Y).  (2) signing algorithm sign®”: on input
message m, secret key sk = (z,y), and public key pk = (p,G,Gr,g,¢; X,Y),
choose a random a € G, and output the signature o = (a,a¥,a®™¥).  (3)
verification algorithm verify“%: on input public key pk = (p,G, G, g,¢e; X,Y),
message m, and signature o = (a, b, ¢), check whether the verification equations
e(a,Y) =e(g,b) and e(X,a)e(X,b)™ = e(g, ¢) hold.

The underlying assumption of CL-signatures is called the LRSW assumption,
which was introduced by Lysyanskaya et al. [21].

Assumption 1 (LRSW Assumption). Given the bilinear group parameters
(1, 9,G,Gr,e). Let X, Y € G, X = ¢, Y = g¥ and define Ox y () to be an oracle
that, on input a value m € Zy, it outputs a triple (a,b,c) such that b = a¥, and
¢ = a*t™*Y where a < G. Then, for all probabilistic polynomial time adversaries

A,

T,y € Lp; X = g% Y = g¥;(m,a,b,c) — A9xy .

Pr méQAmMEZ,Am#0Na€GAb=a¥Ac=a"tT™¥

<e
where € is a negligible function in security parameter \, and Q is the set of
queries that A made to Ox y ().

Linear Encryption. We give a description of Linear Encryption [7]. We call it
LE for short. (1) gen’”: the public key pk is a triple of generators t,v,w € G
and the secret key sk is the exponents x,y € Z; such that t* = v¥ = w. (2)
enctZ: to encrypt a message m € G, choose random a,b € Z,, and output the
triple (t%,v%,m - w?).  (3) dect®: given an encryption (T,V, W), we recover
the plaintext m as follows m = dec™ (T, V, W) = =

The Linear encryption is based on the Decision Linear Diffie-Hellman assump-
tion, which was introduced by Boneh et al. [7]. With g € G, along with arbitrary

generators t,v,w € G, consider the following problem:
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Definition 1 (Decision Linear Diffie-Hellman Problem in G). Given
t,v,w, t*,v%, wY € G as input, output 1 if a4+ B =~ and 0 otherwise.

Now we define the advantage of an algorithm A in deciding the DLDH problem
in G as

Pr[l «— A(t,v,w,t*, 0% w*P) : t,v,w € G, a, B € Zy)

AdVéLDH: a .8
—Pr[l — A(t,v,w,t*, 0", x) : t,v,w, x, € G,a, B € Z)]

Assumption 2 (Decision Linear Diffie-Hellman Assumption). We say
that the Decision Linear Diffie-Hellman assumption holds in G if for all PPT
algorithms A it holds that Advé,_DH is negligible in the security parameter .

Paillier-Encryption. Here we describe Paillier encryption [25]: (1) gen”: let
p and q be random primes,p # q, p| = |q| and ged(pa, (p — 1)(q — 1)) = L;
let n = pg, 7 = lem(p — 1,9 — 1), and g = (1 + n); the key pair are pk =
(n,g) and sk = (p,q). (2) enc’®: the plaintext set is Z,; given a plaintext
m, choose a random ¢ € Z*, and let the ciphertext be E,, = enc’(m,() =
g"(¢" mod n?. (3) dec’*: given a ciphertext E,,, let K = 7! mod n, then

_ ((Em)™ mod n?)—1
m = S mod n.

The cryptosystem above has been proven semantically secure if and only if the
Decisional Composite Residuosity (DCR) assumption [25] is true. The advantage

of an algorithm A in deciding the DCR problem is defined as follows:

Advicg = |Pr[l — A(2) : 2 € Z%] — Pr[l — A(z) : z € HR},] |
where HR) is the subgroup of n-th residues modulo n?.

Assumption 3 (Decisional Composite Residuosity Assumption). We
say that the DCR assumption holds in G if for all PPT algorithms A it holds
that Advicg is negligible in the security parameter \.

Commitment Schemes. A commitment scheme is a protocol with two stages,
the commit stage and the decommit stage, between two parties, the committer
and the receiver. A commitment scheme consists of a key generation algorithm
gen which can be used to produce a public key pk, a commitment algorithm
com which is used by the committer to produce a commitment to the message
m and the decommitment information ¢, i.e., (¢, () < comyi(m), and a decom-
mitment verification algorithm dec which can be used by the receiver to verify
the decommitment information ¢ and the message m with respect to the com-
mitment ¢, i.e., dec(c,m, () € {0,1}. Frequently the decommitment information
¢ is the random coins used by the commitment algorithm and we will write
¢« comyi(m, ().

A commitment scheme satisfies two properties: hiding, the receiver can not
obtain any information about m given comyi(m, (); and binding, the committer
cannot change his mind about m later. In an extractable commitment, there
is a trapdoor information xk associated to each public key pk that allows the
trapdoor owner to compute m from any com,(m, ¢). In an equivocal commitment
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on the other hand, there is a trapdoor information ek associated to each public
key pk that allows a trapdoor owner to open ¢ into any m.

Common Reference String Model. In the common reference string (CRS)
model, we assume that each player can access a common string that is guaranteed
to come from a prescribed distribution. Furthermore, no players (including the
adversaries) will know the trapdoor information related to the procedure of
choosing the string. The trapdoor will be known to the simulator in the proof
of security. In practice, a trusted third party can generate the CRS by running
the CRS generator K, i.e. (crs,7) « K(1%), and discarding the trapdoor 7. The
string crs is published, and all parties receive it as additional input.

3 Formal Model for Blind Signatures

We revisit the formal model for blind signatures as introduced in [I7] and we
reformulate it to use a common reference string (CRS).

Definition 2 (Blind Signature Scheme). A blind digital signature scheme
consists of two interactive Turing machines (S, U) and two algorithms
(gen,verify). Here S denotes the signer, and U the user.

-gen(1*) is a PPT key-generation algorithm which takes as an input a
security parameter 1* and outputs a pair (pk,sk) of public and secret
keys.

- S(pk, sk) and U(pk,m) is a pair of PPT interactive Turing machines,
where both machines have the following tapes: read-only input tape, write-
only output tape, a read/write work tape, a read-only random tape, and
two communication tapes, a read-only and a write-only tape. They are
both given on their input tapes as a common input a pk produced by the
key generation algorithm. Additionally S is given on his input tape the
corresponding secret key sk and U is given on his input tape a message m,
where the length of all inputs must be polynomial in the security parameter
1*. Both U and S engage in an interactive protocol for some polynomial in
A number of moves. At the end of this protocol S outputs either completed
or not-completed and U outputs either o or L.

- verify(m, o, pk) is a deterministic polynomial time algorithm, which out-
puts 1 or 0.

The correctness requirement for the above is that for any message m, and for
all random choices of the key generation algorithm, if both S and U follow the
protocol then S always outputs completed, and if the output of the user is o then
verify(m,o,pk) = 1.

Note that in the CRS model, both S, U receive as additional input the crs string.
The security properties for blind signatures defined in [I7] are blindness and
unforgeability. Below we revisit their modelling and we give detailed definitions
for these properties in the CRS model.

Definition 3 (Blindness). Assume (crs,7) «— K(1%), (pk, sk) < gen(1*). We
define an oracle T® with public input (1*, crs, pk) which simulates two user in-
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stantiations UL and UE, where ¢ € {0,1}. The adversary A will be communicat-
ing with this oracle trying to predict ¢ given input (1), crs, pk, sk). The oracle
I operates as follows:

- Given (challenge,mg,m1), the oracle I® simulates two user instanti-
ations UF and UT with input pk and the messages mgy and mi_g4 re-
spectively. The oracle I® keeps a database with the state of each user
instantiation; the state includes all coin tosses of the user instantiation
and the contents of all tapes. The oracle uses st* (resp. st'*) to record
the state of UY (resp. UR).

Given (advance, p, msg), where p € {L, R}, the oracle I recovers the
state of st?, and simulates the user instantiation UP with msg till U?
either terminates or returns a response to the signer. If U returns a
response, then I® returns this to A. The oracle will record the current
state st, i.e. stP = stP||st. Note that this kind of query can be executed
several times depending on the number of moves of the blind signature
protocol.

Given (terminate, msg”, msgf®), the oracle I® recovers the state st”
(resp. st®), and simulates the user instantiation UL (resp. UR ) with msg*
(resp. msg®) till UX (resp. UT) terminates or fails. If both user instanti-
ations terminate successfully and output two signatures, then the oracle
returns these signatures to A, otherwise returns (L, L).

Given any PPT A, we define its advantage against blindness as:

Advii,g(\) = |Pr

¢ — AI¢(1A’°rs’pk)(1A, crs, pk, sk) : 1
b {0,1}, (crs, ) < K(11), (pk, sk) < gen(1?) 2

and say that the scheme satisfies the blindness property if Advﬁind (N\) is negligible
in A

Definition 4 (Unforgeability). We define an oracle T that is simulating con-
currently an arbitrary number of signer instantiations. The oracle accepts two
types of queries defined as follows:

- (start, msg). The oracle T selects a session identifier sid, and simulates
the signer instantiation S with msq till S either terminates or returns a
response. If the signer instance returns a response to the user, T returns
this with the sid as an answer to the oracle query. T keeps a database
with the state of S for the sid; the state includes all coin tosses of S, and
the contents of all tapes.

- (advance, sid, msg). The oracle T looks up the table of sessions and re-
covers the state of S for the session with sid (if sid exists). Subsequently,

T writes msg in the communication tape of S and simulates it till it either
terminates or returns a response to the user. If it returns a message to
the user, I returns this as an answer to the oracle query. If no session
sid exists the oracle returns “fail.”
The oracle T maintains a counter £ that counts the number of times that the or-
acle has successfully terminated a signer session. Fach time that T successfully
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terminates a signer session it increases the counter £ by 1. A “one-more forgery”
adversary against the blind signature is a PPT machine A that is given as in-
put (1%, crs, pk) where (crs,7) «— K(1*) and (pk,sk) « gen(1*). The adver-
sary A interacts with Z(crs, pk, sk) and terminates by returning a sequence of
(m1,01), ..., (Mg, 00/) where m; # my for alli,j : 1 < i # j < {'. We define
the advantage of A in the above attack by

Advite (A) = Pr]A (1 — verify(pk,ms, o)) A (£ > 0)]

unforge

and say that the scheme is unforgeable if Advﬁ]fmge()\) is negligible in X.

4 The Proposed Scheme

We start the description of our construction by describing the setup definition
as well as the way that the involved parties, the user and the signer generate
their keys.

Public Parameters. The public parameter pub contains general information
about all protocol executions as well as a specific bilinear group parameter
(p,G,Gr, g,e) appropriately selected.

Common Reference String. The common reference string crs includes two
parts, crs; and crss. First, we generate parameters for a Pedersen-like [26]
commitment scheme over an elliptic curve group: let G = (g) be a cyclic elliptic
curve group of prime order Q; select r < Zg, and compute h = g"; set crs; =
(Q,g,h, G, H), where H : {0,1}* — Zg is a collision resistant hash function
and set the trapdoor to be 71 = r. Then we generate parameters for the Paillier
encryption: let p and q be random primes, p # q, |p| = |q| and ged(pq, (p —
1)(q—1)) =1; let n = pqg, and g = (1 + n); set crsy = (n,g) and the trapdoor
T2 = (p,q). Now we have crs = (crsi, crsy); the two trapdoors 11, 72 as well as
any random coins used for the generation of crs are discarded.

Signer Parameters. The signer S uses gen to generate his public and secret
parameters based on pub: select x,y < Z, and compute X = g”, Y = g¥; set
PKs = (X,Y) and SKs = (x,y) as his key pair. We note that the parameters
selected above will be used for many executions of the signing protocol, while
the user has no such long-lived parameters. Still, as part of each signing protocol
the user will select some public and secret key that will have the lifetime of one
signing protocol execution. We stress that this is not a necessity and each user
may also keep his public-key parameters the same across signing protocol execu-
tions; in fact these parameters can be part of a PKI that all users are members
of. This will make the protocol’s time-complexity somewhat more efficient on
the side of the user (but will have the cost of maintaining a user PKI).

User Parameters. Each user U generates his key pair on the fly: select w <

G\{1}, 6, < Z7, and set t,v € G such that ¢’ = v® = w; set PKy = (t,v,w)

and SKy = (6,€) as his key-pair.
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Choice of Parameter Lengths. The length of each parameter p, n, Q is vp, vy,
vg respectively and should be selected so that the following are satisfied: (i) The
DLDH assumption holds over the bilinear group parameter (p, G, Gr, g, ¢e), (ii)
The LSRW assumption holds over the bilinear group parameter (p, G, Gr, g, €),
(iii) The discrete-logarithm (DLOG) assumption holds over the elliptic curve
cyclic group G, (iv) The DCR assumption holds over Z,. Based on the present
state of the art with respect to the solvability of the above problems, a possible
choice of the parameters is for example v, = 171 bits, v, = 1024 bits, vg =
171 bits.

Signing Protocol. We give a high-level description of our protocol before pre-
senting it in detail. (1) First, both the user and the signer obtain the public
inputs pub, crs, and PKs, the signer gets the private input SKs, and the user
gets the private input message m. (2) Then the user generates his key pair
(PKy, SKy) for Linear Encryption, and keeps SKy secret; the user generates
a Paillier ciphertext for message m which is used as an extractable commit-
ment; the user generates a special Linear Encryption ciphertext for m which
will be signed by the signer. (3) To guarantee that the Linear Encryption ci-
phertext and the Paillier ciphertext are consistent, the user interleaves within
the protocol execution a 3-move X-protocol that shows the consistency of the
commitment and the encryption. This protocol employs an equivocal Pedersen
commitment scheme to allow zero-knowledge in the concurrent setting (cf. [14]).
When the signer successfully verifies the 3-move protocol which was initialized by
the user, he will transform the Linear Encryption ciphertext by using his signing
key SKs and appropriately rerandomize it. This will result in the encryption of
a CL-signature which will be recovered by the user using his secret key SKy.
(4) To guarantee that the signer follows the protocol specifications, the signer is
required to interleave a 3-move Y-protocol as well in order to show that he is
applying his secret-key appropriately on the Linear Encryption ciphertext that
is provided by the user. Again we employ an equivocal Pedersen commitment
to allow for concurrent zero-knowledge. (5) When the user verifies successfully
the final step of the signing protocol computation, he decrypts the CL-signature
from the signer’s ciphertext using his secret-key S Ky and obtains a CL-signature
for the message m. Then he refreshes the randomness of the signature taking
advantage of the homomorphic property of CL-signatures.

JY-protocols and Round-complexity. In our signing protocol we employ two
JY-protocols from both sides of the interaction. Both these protocols have the
form (commitment; challenge; response, decommitment). A subtle difficulty in
the design of our protocol is that if the two X-protocols are executed sequentially
they will result in an overall round complexity of six moves. In order to maintain
the four-move protocol complexity we want to “start” the X-protocol for the
signer side before the user side X-protocol terminates. Nevertheless this will
violate the security property of our scheme. So, in order to allow an early start
of the signer side X-protocol we have the signer commit to the value he will
prove a statement about and open the commitment only in case the user’s side
X-protocol verifies.
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u S

(PKy, SKy) «— gen™?(1*)
B — enc”™(m)

Use enc™®(-) and m to pro-
duce an appropriate cipher-
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get ¢ from decommitments
and decrypt it to obtain the
signature.

Fig. 1. Overview of our blind signature generation protocol

We outline the high-level description of our signing protocol in figure [l In
the first step, the user U prepares two different encryptions of his private in-
put m, called E,, and (T,V,W). Moreover, it computes the first move of a
X-protocol that shows the consistency of the two encryptions and commits to
it into commitmenty. In the second step, the signer prepares an encryption
that can be decrypted by the user into a CL-signature but does not transmit
yet this value to the user. Instead, it prepares the first move of a X-protocol
that shows that he computed v correctly and commits to ¢ as well as the first
move into commitments. In the third step, the user, given the challenge of the
signer, completes the X-protocol that shows he computed the two encryptions
E,, and (T, V,W) in a consistent way and transmits to the signer the decommit-
ment information necessary to verify the consistency of the ciphertexts. In the
fourth step, the signer verifies the X-protocol of the user and if it is accepted,
the signer completes his Y-protocol and transmits to the user the encryption
as well as the decommitment information necessary to verify the claim that
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crs = (Q,g,h, G, H;n,g); pub = (p, 9,G, Gr,e); PKs = (X,Y)

MSG = (m), m € [0,2"7]

SKs = (z,y)

(PKy,SKy) « gen™?(1%)
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m & £[0, 2 0 FAFre]
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E;, = g™ (Am)" mod n?
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PKy,Em

T=th V=0, W=gmu" —
- R __ eTvwo
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Lr,Lv,Lw)
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Em € L},
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output (m;o)

Fig. 2. Blind signature generation protocol
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is correctly computed based on the signer’s public-key. Finally the user verifies
the XY-protocol and if accepted it outputs the computed blind signature. The de-
tailed description of the protocol is shown in figure Pl Note that di; < p, da < p,
ie. A < vp, A2 < vp. For example A\g = A\ = A2 = 80 bits.

Signature Verification. Given a message-signature pair (m;o), where o =
(a,b,c) , the verification algorithm is based on the two verification equations
below: e(a,Y) = e(g,b) and e(X,a)e(X,b)™ = e(g, ¢).

Correctness and Security. The correctness and security of our scheme is
captured by Theorem [] (refer to the full version [I8] for proof details).

Theorem 4. If both the signer and the user follow the signing protocol, the
resulting signature satisfies the verification with probability 1; under the LRSW
assumption, the proposed scheme is unforgeable; under the DLDH assumption,
the proposed scheme is blind.
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Abstract. Universal designated verifier signatures (UDVS) were intro-
duced in 2003 by Steinfeld et al. to allow signature holders to monitor
the verification of a given signature in the sense that any plain signature
can be publicly turned into a signature which is only verifiable by some
specific designated verifier. Privacy issues, like non-dissemination of digi-
tal certificates, are the main motivations to study such primitives. In this
paper, we propose two fairly efficient UDVS schemes which are secure
(in terms of unforgeability and anonymity) in the standard model (i.e.
without random oracles). Their security relies on algorithmic assump-
tions which are much more classical than assumptions involved in the
two only known UDVS schemes in standard model to date. The latter
schemes, put forth by Zhang et al. in 2005 and Vergnaud in 2006, rely on
the Strong Diffie-Hellman assumption and the strange-looking knowledge
of exponent assumption (KEA). Our schemes are obtained from Waters’s
signature and they do not need the KEA assumption. They are also the
first random oracle-free constructions with the anonymity property.

1 Introduction

Many electronic applications have a crucial need for privacy which has been of
central interest in the cryptographic community since the early eighties with
the introduction of “special-purpose signatures”. In 2003, Steinfeld et al. [31]
suggested the idea of transforming a digital signature into a certain special sig-
nature (designated verifier). This notion is very useful in the design of sensitive
e-applications with privacy issues. In this paper, we make a step forward in this
area by designing efficient schemes which are secure without random oracles un-
der more classical assumptions than the previous secure schemes that are secure
in a standard model of computation.

Designated Verifier Signatures. Designated verifier proofs were introduced in
1996 by Jakobsson, Sako and Impagliazzo [19] in order to serve during confir-
mation and denial procedures of undeniable signatures [I1] with the motivation
to face blackmailing or mafia attacks. Designated verifier signatures (DVS) were
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built using designated verifier proofs to convince a unique verifier chosen by the
signer so that the verifier cannot transfer his conviction regarding the correctness
of the signature. Roughly speaking, DVS schemes were obtained from Jakobsson
et al.’s designated verifier proofs via the Fiat-Shamir heuristic [15].

Several years after the seminal paper of Jakobsson et al. [19], many new
schemes appeared in the literature, but not always with a precise formaliza-
tion of security requirements. The first “modern” scheme, proposed by Saeednia
et al. in 2003 [28], was based on Schnorr’s signature [30] but it still was not
supported by a formal security model. At Asiacrypt’03, Steinfeld, Bull, Wang
and Pieprzyk [31] gave a new proper definition of unforgeability. Laguillaumie
and Vergnaud [22] subsequently adapted the notion of anonymity for undeni-
able signatures to the context of DVS schemes: they defined the privacy signer’s
identity, which protects the anonymity of the signer and captures the notion of
strong DVS introduced in [I9]. The notion of DVS schemes was then extended
in [23] to allow the designation of several verifiers. More recently, Bender, Katz
and Morselli [6] described 2-user ring signatures that immediately give rise to
designated verifier signatures in the standard model.

Universal Designated Verifier Signature. Along with a formal security model for
DVS schemes, Steinfeld et al. [31] defined a new useful property for traditional
signatures. Basically, anyone holding a valid digital signature should be able
to transform it so that only a specific user is able to ascertain the correctness
of the signature. This transformation removes the self-authenticating property
of signatures, and the resulting process was called universal designated verifier
signatures (UDVS). At PKC’04, Steinfeld, Wang and Pierpzyk [32] proposed
UDVS extensions of Schnorr and RSA signatures. A further extension termed
“universal multi-designated verifier signatures” was considered in [26].

Except [0], all aforementioned works conduct security analyzes in the random
oracle model [5] where hash functions are viewed as idealized random functions.
As security in this model does not [10] imply the security in the real world,
an important effort is currently achieved to avoid it and obtain security results
in the standard model. A pairing-based random oracle-free signature algorithm
due to Boneh and Boyen [7] is often used in the design of special-purpose signa-
tures such as UDVS schemes put forth by Zhang et al. [35] and Vergnaud [33].
Nonetheless, the computational assumption (called Strong Diffie-Hellman as-
sumption or SDH for short) underlying the Boneh-Boyen scheme is ad-hoc and
non-standard. Besides, security proofs of schemes in [35,33] additionally need
an even stronger and odd assumption known as the knowledge-of-exponent as-
sumptio (KEA) [13,I8,M] which is non-black box in that security reductions
from this assumption entail some kind of access to the internal state of the
adversary.

! Intuitively, this assumption states that, given (g, h = ¢g%) in a cyclic group G = (g),
the only way to generate pairs (y1,y2) € G X G s.t. y2 = yi without knowing a is
to set y1 = ¢" and y2 = A" for a randomly chosen r. Any adversary A producing
such a pair (y1,y2) necessarily “knows” the exponent r that could be extracted by
accessing A’s memory.
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Our contributions. Avoiding random oracles in security proofs often leads to use
strong and ad-hoc assumptions. Hence, actual security benefits of this break-
through are not always clear. The only secure UDVS schemes in the standard
model [35,33] rely on the combined SDH and KEA assumptions. The former
was recently reconsidered [12] and the latter is non-black box and so odd that it
is generally disliked and avoided whenever possible although it holds in generic
groups [I4]. It was shown in [33] that the KEA may be avoided in [35,33], but
both constructions then have a security resting on a very exotic assumption.

In this work, we aim at obtaining UDVS schemes satisfying strong security
notions in the standard model and under more classical assumptions. We start
from Waters’s signature [34] which is (not strongly) existentially unforgeable un-
der the Diffie-Hellman assumption in groups equipped with bilinear maps. We
turn it into a UDVS scheme which is unforgeable under an alleviated version
of the Gap Bilinear Diffie-Hellman assumption and protects the anonymity of
signers under the Decisional Bilinear Diffie-Hellman assumption.

In a second step, we use a technique due to Boneh, Shen and Waters [9] to
make our scheme strongly unforgeable. The main motivation to consider such
an enhanced unforgeability is two-fold. First, it allows for a security resting
on the weaker Bilinear Diffie-Hellman assumption (in other words, we bypass
the use of a fancy decision oracle in the proof) at the expense of a loss of
“tightness” in the reduction. Yet, the security of this variant relies on an as-
sumption whose strength is totally independent of the number of adversarial
queries (unlike [35,[33]). Underlying assumptions aside, our second scheme fea-
tures a provable anonymity in a stronger sense (i.e. in a game where verification
queries are allowed to adversaries). Our constructions turn out to be the only
random oracle-free UDVS that meet an anonymity property in the “find-then-
guess” sense following [22]. Indeed, solutions given in [35,33] are provably not
anonymous in this sense.

2 Ingredients

2.1 Universal Designated Verifier Signatures

Definition 1 (UDVS schemes). A universal designated verifier signature
scheme UDVS is a 5-tuple UDVS = (X, Register, VKeyGen, Designate, DVerify)
of algorithms parameterized by a security parameter k.

— X = (Setup, KeyGen, Sign, Verify) is a traditional digital signature scheme;

— UDVS.Register is a protocol between a “key registration authority” (KRA)
and a user, both taking as input public parameters and the verifier’s public
key pk,. The outcome is a notification decision from the KRAE;

— UDVS.VKeyGen is a probabilistic algorithm which takes public parameters as
input, and produces a pair of keys (sky,pky) for the designated verifier;

2 The protocol typically consists in having the KRA check that users know their
private key.
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— UDVS.Designate is a (possibly probabilistic) algorithm which takes as inputs
public parameters, a public key pks, a message m, a putative signature o
on m with respect to the public key pks, and the public key of a designated
verifier pky, and produces a designated verifier signature G ;

— UDVS.DVerify is a deterministic algorithm which takes as inputs public para-
meters, a message m, a putative designated verifier signature &, a public key
pks, a pair of keys (sky,pky). The output is 1 if the signature & is accepted
and 0 otherwise.

The usual correctness requirement imposes that correctly formed plain or desig-
nated signatures are always accepted by the relevant verification algorithm.

In terms of security, an UDVS scheme must fit a natural variant of the stan-
dard notion of existential unforgeability under chosen-message attacks [IT]. Tt
should also achieve two anonymity properties: (1) the notion of (unconditional)
source hiding which is the ambiguity about whom among the signer and the
designated verifier a signature emanates from; (2) the signer’s privacy, which is
analogous to the notion of anonymity for undeniable signatures.

Source hiding. An UDVS scheme is source hiding if there exists an algorithm that
takes as input only the secret key of the designated verifier and which produces
bit strings which are perfectly indistinguishable (even knowing all secret keys)
from the distribution of actual designated verifier signatures.

Unforgeability. We consider the notion of unforgeability introduced in [32] which
is an extension of the chosen-message security introduced in [I7]. Informally
speaking, an attacker is given a signer’s public key pkg, a designated verifier’s
public key pky and access to a signing oracle and a verification oracle. He should
be unable to produce a signature on a new message.

Definition 2. An UDVS scheme is said (not strongly) existentially unforgeable
if no PPT adversary F has a non-negligible advantage in the following game.

1. The challenger C takes as input a security parameter k and executes params «—
UDVS.X . Setup(k), (sk¥,pkf) «— UDVS.X.KeyGen(k, params), (ski,, pk},) «—
UDVS.VKeyGen(k, params). It gives pk% and pk}, to the forger F and keeps sk%
and sk3, to itself.

2. The forger F can issue the following queries:

i) a registration query for a public key pk; the attacker engages in the
registration protocol with the KRA;
it) a signing query for some message m; the challenger C executes o «—
UDVS. X .Sign(k, params, m, sk¥§) and hands o to F;
it1) a verification query for pairs (m,&) of his choice; C returns to F the
value UDVS.DVerify(k, params,m, &, pk, (ski;, pk3));
3. F outputs a V-designated verifier signature 6* for a new message m*.

The adversary F succeeds if UDVS.DVerify(k, params, pk, (sk{/,pk{,)) =1 and
m* has not been asked by F in a signing query in step 2 of the game. An at-
tacker F is said to (T,qs, qu, €)-break the unforgeability of the UDVS scheme if he
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succeeds in the game within running time T and with probability € after having
made qs signing queries and q, verification queries.

Strong Unforgeability. Definition [2 only captures the standard level of unforge-
ability. In the strengthened notion of strong unforgeability [I], the forger is al-
lowed to output a fake designated signature ¢ on a previously signed message
m*. Here, we impose that & must differ from designated signatures obtained
by applying the (deterministic) designation algorithm to all outputs of signing
queries with input m* during the game. We emphasize that this model only
makes sense for schemes using a deterministic designation algorithmﬁ.

Privacy of signer’s identity/Anonymity. Privacy of signer’s identity was for-
mally defined for designated verifier signatures by Laguillaumie and Vergnaud
[22]. Tt captures the strong anonymity property introduced by Jakobsson et al.
n [19]. Although designated verifier signatures are signer ambiguous regarding
the signer and the designated verifier, it might remain possible to distinguish
the actual issuer of a given signature between two potential signers. The next
definition captures that it should be (computationally) infeasible. It is analogous
to the notion of anonymity for undeniable signatures [16].

Definition 3. An UDVS has the signer-privacy property if no PPT distin-
guisher D has a non-negligible advantage in the next game.

1. The challenger C takes as input a security parameter k and executes params «—
UDVSX. Setup(k), (sks o, kS o), (sk§ 1, kS 1) < UDVS. Y. KeyGen(k, params),
(sky,, pkiy) < UDVS.VKeyGen(k, params). It hands public keys pk o, pks | and
pkj, to D and keeps sk, sk§ 1, ski; to itself.

2. The distinguisher D issues a number of queries exactly as in the game mod-
eling the unforgeability property. Those queries may pertain to both of the
challenge public keys pkY o, pky ;-

3. D produces a message m* of her choosing. The challenger C then flips a
fair coin b* <% {0,1}, generates a signature in the name of one of the sign-
ers o «— UDVS.X.Sign(k, params, m*,skfg)b*) and designates it into o* «—
UDVS. Designate(k, params, pks ey m, 0, pki,) which is sent to D.

4. D issues new queries with the restriction of not querying 6* for verification.

5. Fventually, D outputs a bit b and wins if b = b*.

3 Defining strong unforgeability for schemes with probabilistic designation is more
subtle. A reasonable option is the following. We still forbid plain signature queries
for the message m”*. Instead, F is equipped with a designated signing oracle taking
as input a message m and some registered verifier’s public key pkp. The latter may
differ from the target verifier’s public key pkj as long as it was registered and F
proved her knowledge of the matching secret skp. The designated signing oracle first
generates a plain signature o «— UDVS.X.Sign(k, params, m, skg) and designates it
into & < UDVS.Designate(k, params, pk, m, o, pkp) which is given to F. The latter
has to come up with a pair (m*, &%) designated to the target verifier pky, and (m*,5*)
may not result from a designated signing query with pkj, as a verifier’s public key.
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If D has advantage € = | Pr[b = b*] — 1/2| when making at most g5 and q, signing
and verification queries within running time 7, then we say that he (7, qs, qu, €)-
breaks the anonymity of the UDVS scheme.

2.2 Bilinear Maps

We now recall basics about bilinear maps which are the main algebraic tool to
design our new UDVS construction.

Definition 4. Let (G,+) and (H,-) be groups of prime order ¢ and P € G. A
symmetric admissible bilinear map e : G x G — H has the following properties:

1. bilinearity: e(aP,bQ) = e(P, Q) for any (P,Q) € G x G and a,b € Z;
2. efficient computability for any possible input pair;
3. non-degeneracy: e(P, P) generates H whenever P generates G.

Definition 5. A BDH-parameter-generator is a probabilistic algorithm that
takes a security parameter A as input and outputs a 5-tuple (q, P,G,H, e) where
q is a A-bit prime number, (G,+) and (H, ) are groups of order q, P € G is a
generator, and e : G X G — H is an admissible bilinear map.

Complezity assumptions. Let (g, P, G, H, e) be the output of a prime-order-BDH-
parameter-generator for a security parameter k. Basically,

1. the (computational) Bilinear Diffie-Hellman Problem (BDH) [20,[8] is
to compute e(P, P)?¢ € H given (P,aP,bP,cP) € G

2. the Decisional Bilinear Diffie-Hellman Problem (DBDH) is to distin-
guish the distribution of BDH tuples (aP, bP, cP,e( P, P)*¢) from the distri-
bution of random tuples (aP,bP, cP, e(P, P)*). We say that an algorithm B
solving the DBDH problem has advantage ¢ if

|Pr[B(P,aP,bP,cP,e(P, P)*°) = 1|a,b,c <* Z?]
— Pr[B(P,aP,bP,cP,e(P, P)*) = lla,b,c,z £ Zj]| > &;

3. the Gap Bilinear Diffie-Hellman Problem (GBDH) consists in solving
the BDH problem (P, aP, bP, cP) with the help of an oracle deciding whether
tuples (P, zP,yP, zP,h) € G* x H satisfy h = e(P, P)*¥=;

4. the weak Gap Bilinear Diffie-Hellman Problem (wGDBH) is to solve a
BDH instance (P, aP,bP,cP) € G* using a restricted decision oracle deciding
whether pairs (2P, h) € G x H satisfy h = e(P, P)*=.

The last problem is not easier than the GBDH problem in that fewer degrees of
freedom are allowed when using the decision oracle. We call weak Gap Bilinear
Diffie-Hellman assumption its intractability for any PPT algorithm.

The security of our scheme relies on the wGBDH assumption which, although
non-standard, is a black box assumption (see [27] for the historical definition
of a gap problem). In section Bl we shall explain how to get rid of interactive
assumptions and modify our scheme to end up with a security resting on the
softer Bilinear Diffie-Hellman assumption.
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3 Owur UDVS Scheme

We present in this section the design of our new universal designated verifier
signatures. It is based on Waters’ signature scheme [34].

In our notation, hashed messages m are always represented as n-bit vectors
(m1,...,my) with m; € {0,1} for all ¢ € {1,...,n}.

— UDVS. X Setup: public parameters include the output (g, P, G, H, e) of a BDH-
parameter-generator as well as an integer n, a collision-resistant hash function
h :{0,1}* — {0,1}", random elements P, U’ € G and a random n-tuple
(U1,...,U,) € G". We call F : {O 1}"™ — G the application mapping strings
m onto F(m) = U’ +>1" , m;U;.

params := {n,q,G,H,e, P, P, U, Uy,...,U,, F,h}.
— UDVS. X KeyGen: a signer’s private key is a randomly chosen ag <= Zy; his
public key consists of a group element Ps = agP.
— UDVS.X'Sign: given a message M € {0, 1}*, the signer computes m = h(M)
and picks 7 <% Z*. The signature is 0 = (01,02) = (asP’ + rF(m),rP).
— UDVS.Register: a public key is registered by letting the user prove the knowl-
edge of its secret key to the KRA.
— UDVS.X Verify: a plain signature o = (01, 02) on M is accepted if e(o1, P) =
e(Pg, P')e(og, F(m)) where m = h(M).
— UDVS.VKeyGen : a designated verifier’s private key is a random element
oy < Z¢; the matching public key is Py = ay P € G.
— UDVS.Designate: the holder of a signature ¢ = (01, 02), who chooses V' as
designated verifier produces the designated verifier signature 6 = (61, 02)
with 071 = e(Gl,Pv).
— UDVS.DVerify: given a purported signature (51, 02), the designated verifier
checks whether o7 = e(Pg, P')*Ve(o2, F/(m))*Y where m = h(M).

4 Security

Correctness and unconditional source hiding are straightforward.

4.1 TUnforgeability

The proof of the next theorem follows the same strategy as the security proof of
Waters’s identity based encryption scheme [34].

Theorem 1. Assuming that a forger F is able to (t,qs, qu,€)-break the scheme,

there is an algorithm B that (t',e’')-breaks the wGBDH assumption where
5
!

>— ' <t+0((¢s + @)Tm + @
S PR Y <t4+ O((gs + qu)Tm + quTp)

and T, Tp Tespectively denote the cost of a scalar multiplication in G and the

time complexity of a pairing calculation.
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Proof. Algorithm B is given a group G together with a generator P, elements
(aP,bP,cP) € G* and an oracle Opgpy(.,bP,cP,.) deciding whether tuples of
the shape (aP,bP,cP,h) € G> x H satisfy h = e(P, P)?*. It uses F to extract
e(P, P)®¢. The attack environment is simulated as follows.

Setup and key generation: 5 randomly chooses k € {0,...,n} and defines
¢ = 2qs. We assumd] that ¢(n + 1) < g which implies 0 < kf < q. The
simulator B randomly selects 2’ <% Z, and a vector (z1,...,,) of elements
with z; € Z, for all i. It also chooses at random an integer y’' <= Z, and a
vector (y1,...,yn) With y; € Z, for all j. For ease of explanation, we shall
consider two functions

J(m) =2/ +Zmlacz—k€ and K(m)=y —&-Zmzyl
i=1

System-wide parameters are then chosen as P’ = ¢P and
U =@ —k)P +yP U=ux,P +yPfor1<i<n
which means that, for any string m € {0,1}", we have
U+§)mz_J )P’ + K (m)P.

Besides, signer and verifier’s public keys are set to Ps = aP and Py = bP.

Queries: once F is started with public parameters and public keys Pg, Py as
input, two kinds of queries may occur.

Signing queries: let m = A(M) be a message for which F requests a sig-
nature. If J(m) = 0 mod ¢, B aborts. Otherwise, it can construct a
signature by picking r <= Z, and computing

_ _ ( K(m)
o= (01,09) = <— Tm) Ps +rF(m), —

TP

If we define 7 = r — a/J(m), o is a valid signature as

oL =— K((m))Ps+ rF(m)
K, a ,
= Sl Ps P (m) S ()P K (m)P)
=aP' +7F(m)

and o9 = (r—a/J(m))P = 7#P. The plain signature o is then transformed
using the public designation algorithm.

4 This is a realistic requirement as parameters should be chosen s.t. n > 160, ¢ > 2'5°
and it is common to suppose gs < 23°.
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Verification queries: at any time, F may enquire for the (in)validity of a
designated signature & = (d1,02) on a message m = h(M) and expects
B to (in)validate it using the (unknown) private key ay = b. To answer
such a query, B evaluates J(m) and K (m), invokes the decision oracle
on the tuple (Ps + J(m)og, Py, P’,01/e(K(m)os, Py)) and returns 1
(meaning that & is a valid designated signature) if Opppm(.) deems it
as a valid tuple. Otherwise, it returns 0 and declares ¢ as invalid. We
observe that, whenever & is correct, we have oo = rP and

71 =e(aP +r(J(m)P' + K(m)P),bP)
e(aP' 4+ rJ(m)P' bP)e (K (m)rP,bP)
e (acP + J(m)rcP,bP) e (K (m)rP,bP)
= e(P, P)@t/(mnbee (K (m)oy, bP)

for some r € Z; and g1 /e(K(m)o, Py) is the solution of the bilinear
Diffie-Hellman instance

((a 4+ rJ(m))P,bP,cP) = (Ps + J(m)oz, Py, P').

If F ever issues such a verification query where J(m) = 0 and Opppr(.)
returns 1, B immediately halts and outputs 71 /e(K (m)oz, Py).

Forgery: if B did not abort, F is expected to come with a fake designated
signature 6* = (61, 02) on some new message m* = h(M*). At that point,
B reports “failure” if J(m*) # 0 mod ¢. Otherwise, F'(m*) = K(m*)P and,
given that ¢* is a valid designated signature, we have

61* = e(aP' 4+ rK(m*)P,bP) = e(P, P)*“e(K (m*)o}, bP)

and o3 = rP for some r € Z}, wherefrom e(P, P)** = 71" /e(K (m*)o3,bP)
is extractable by B.

The simulator B’s probability of success remains to be assessed. We remark that
it terminates without aborting if, J(m) # 0 mod ¢ for all messages m submitted
in a signing query. As 0 < k¢ < g and 2’ + Y[, mz; < l(n+1) < q, we
note that J(m) = 0 mod ¢ implies J(m) = 0 mod ¢ (and thus J(m) # 0 mod £
implies J(m) # 0 mod ¢). Hence, to simplify the analysis, we may force B to
abort whenever J(m) = 0 mod ¢ in a signing query. Besides, B is successful if
the target message happens to satisfy J(m*) = 0 mod gq.

More formally, if m;,..., m,, are messages appearing in some signing query
and if we define the events A; : J(m;) # 0 mod ¢ and A* : J(m*) = 0 mod g,

as
the probability that B does not fail is Pr[—abort] > Pr[/\ A; N A¥]. Given that

i=1
J(m*) = 0 mod ¢ implies J(m*) = 0 mod ¢ and that, if J(m*) = 0 mod ¢,
there is a unique value k € {0,...,n} that yields J(m*) = 0 mod ¢, we have

Pr[A*] = Pr[J(m*) = 0 mod ¢]Pr[J(m™*) mod ¢|J(m*) = 0 mod ¢] = %%ﬂ
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qs qs
qs .
Moreover, Pr[/\ A;|A*]=1-— Pr[-A;|A*] =1 — =, where the rightmost
A AAT =13 Pt =1 - ‘
equality stems from the fact that A, is independent of A* for any i (hence
Pr[—A;|A*] = 1/¢). Putting the above together, we find that

Pr{-abort] = Pr{A°]Pr{ A\ 4,[4°] = e(Tlm (=% = m

thanks to the choice of ¢ = 2¢,. O

4.2 Anonymity

The following theorem states the signer’s privacy in a weaker sense than def-
inition B} verification queries are indeed disallowed throughout the game. The
proof follows ideas from [34] and is detailed in the full version of the paper.

Theorem 2. If an attacker D is able to (t,qs,0,¢)-break the anonymity, there
is an algorithm B that (t',&")-breaks the DBDH assumption where
€

USS I < «Tm —21 -1 711 -1
€ Z B0+ D) ' <t4+0(gstim + e “In(e” )p In(pn™ "))

where T, denotes the cost of a scalar multiplication in G.

The next section shows a variant of our scheme where the anonymity property
holds in the strong sense of definition [3

Remark 1. In [24], Lipmaa, Wang and Bao identified a new security requirement
for designated verifier signatures: the non-delegability. This means that neither
the signer nor the designated verifier should be able to produce a “meta-key”
which allows to generate new signatures without revealing their secret. Even if
this requirement is debatable, our scheme is delegatable (for instance the verifier
can publish ay P'). As suggested in [33], delegability is inherent to all UDVS.

5 Strong Unforgeability Under the BDH assumption

In this section, we modify our scheme to obtain a variant which is strongly un-
forgeable under a weaker assumption. This version is obtained using the generic
construction of Boneh, Shen and Waters [9] that makes strongly unforgeable any
weakly unforgeable signature of some particular kind.

As in [9], we assume that group elements have unique encoding as the scheme
would not be strongly unforgeable otherwise.

— UDVS. XY Setup is as in section [Blexcept that it additionally selects a generator
Q <£ G. Hash function h is also replaced by a collision-resistant family [H], of
hash functions H,; : {0,1}* — {0,1}™ indexed by keys x € K. Public parame-
ters consist of params := {n,q,G,H,e, P, P",Q,U’,Uy,..., Uy, F,[H],, K}.
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— UDVS. Y KeyGen: a signer’s private key is a random ag <~ Zy; his public key
is made of a group element Ps = agP and a key k € K.
— UDVS. Y Sign: given a message M € {0,1}*,
1. Pick at random r,s <& Zy and set o2 =P € G.
2. Compute ¢ = H,(M]|oz2) € {0,1}™ and view it as an element of Z,.
3. Compute m = H,(tP + sQ) € {0,1}"™.
4. Compute 01 = agP’ +rF(m) € G.
The signature is o = (01,02, 8) = (agP’ + rF(m),rP, s)
— UDVS.Register is as in section Bl
— UDVS.X Verify: given an ordinary signature o = (01, 092,s) on M,
1. Set t = H.(M]|o2) € {0,1}™ and view it as an element of Z,.
2. Compute m = H,,(tP + sQ) € {0,1}"™ and accept if and only if

e(o1, P) = e(Ps, P')e(og, F(m))

— UDVS.VKeyGen is as in section [3

— UDVS.Designate: to designate a signature o = (01,02, s) for a verifier V, a
signature holder turns it into & = (51, 02, s) with 1 = e(o1, Py ).

— UDVS.DVerify: given a purported signature (61,02,s) on M, the verifier
computes t = H,(M||oz2) (which is viewed as an element of Z;), m =
H,(tP + sQ) € {0,1}™ and checks whether o1 = e(Pg, P')*V e(o2, F(m))*v

5.1 Security

The present construction has a security proof under the Bilinear Diffie-Hellman
assumption which is deemed reasonable by now. However, its strength does not
depend on how many signing or verification requests are allowed to adversaries
whatsoever. This is a noticeable improvement over [35,83] and the scheme of
section Bl The proof uses a technique which goes back to Ogata et al. [21I] who
showed how to avoid gap assumptions in the security proof [27] of a variant of
the Chaum-van Antwerpen undeniable signature [I1].

Theorem 3. If a forger F can (t,qs, qu, €)-break the strong unforgeability, there
exits an algorithm B that (t',€")-breaks the BDH assumption where

e > °
B 12(‘]3 + st)(n + 1)(Qv + 1)

t' <t +0((gs + qas + @)Tm + QTp)

and T, Tp stand for the same quantity as in theorem [1

The key idea is that, unless the scheme is not strongly existentially unforgeable,
all verification queries necessarily involve signatures that were obtained from
signing oracles or that are invalid. The simulator’s strategy is to guess which
verification query involves a forged signature and reject signatures involved in
all other queries. Such a proof strategy does not apply to our first UDVS scheme
where signatures obtained from a signing oracle may be publicly turned into
other signatures on the same messages.
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Proof. Algorithm B combines the technique of [9] with a strategy introduced
in [21I] to prove the security of a variant of the Chaum-van Antwerpen [I1]
undeniable signature under the CDH assumption. In the simulation, 5 maintains
a history Lg of all signing queries and their outputs. Whenever F asks for a plain
signature, B also computes and stores in Lg the unique (recall that designation
is deterministic) matching designated signature for the target verifier Py «.

As in theorem 1 of [9], the forger makes her signing queries on messages
M, ..., M, that result in a list of triples (071,0;2,8;) for i = 1,...,n. Let
t; = Hy(M;||o2,:) and w; = t,P + s;,Q. Let also (M*, (517, 05,s*)) be the fake
designated signature produced by F and t* = H.(M*||o}), w* = t*P + s*Q.
Just like the proof of theorem 1 in [9], we distinguish three kinds of forgeries:

Type I: a forgery with w* = w; and t* =¢; for some ¢ € {1,...,qs + qds}-
Type II: a forgery with w* = w; and t* # t; for some i € {1,...,¢s + qas}-
Type III: a forgery for a new element w* # w; for any i € {1,...,q¢s + qas}-

A successful forger comes with a forgery of Type I, Type II or Type III and B
has to guess which kind of forger F will be at the outset of the simulation.

In all cases, F is allowed making up to g, verification queries on triples ¢; =
(0j1,0j,2,8) which are likely to be designated signatures intended to the target
verifier V* and bearing the name of the target signer S*. The main difficulty
for B is to deal with those queries without resorting to a decision oracle. For
convenience, F’s forgery is viewed as her g, + 1" query to the verification oracle.
A verification request (M;,5;), with j € {1,...,¢, + 1}, is called special if 7; is
a valid signature on M; for signer S* and designated verifier V* and if it does
not appear in B’s history Lg of signing queries. Clearly, a special verification
query is a breach (which is assumed to occur at least once in a real attack) in
the strong unforgeability property. Before the simulation starts, B has to guess
the index j* € {1,...,qy + 1} of the first special query.

Upon reception of a verification query (Mj;,d;), B distinguishes two cases

- if j < j*, B declares the signature as ‘invalid’ if (M}, 6;) does not appear in
the history Lg. Otherwise, it returns ‘valid’.

- if j = j*, B aborts if (M, ;+) appears in Lg (which means that B failed to
guess the index of the first special query). Otherwise, B halts and bets that
(Mj«,G4+) is indeed an existential forgery of either Type I, Type II or Type
IIT . In this desired event, the BDH solution is extracted as explained below.

If signing queries are correctly answered, a sufficient condition for B to perfectly
simulate the verification oracle is to correctly guess the index j* of the first
special verification request. This obviously happens with probability 1/(g, + 1).

We now explain how B solves a BDH instance (aP,bP,cP) using F. It first
chooses Cmode € {1,2,3} in an attempt to foresee which kind of forger F will be.

- If ¢jhode = 1, B bets on a Type I forgery which is easily seen to break
the collision-resistance of [H],. A random key k € K is chosen by B that
generates the remaining public key components following the specification
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of the protocol. All queries are dealt with using the relevant private ele-
ments. When F outputs a forgery (M*,6* = (67,0%,5%)), we have t* =
H,.(M*||o3) = H.(M;||oi2) = t; and w* = t*P + s*Q = t; P + 5,Q = w; for
some i € {1,...,¢s + qds }. Hence, we must also have s* = s;. Assuming that
M*||o5 = M;l|o; 2, we should have G} # o7, (as ¢* would not be a forgery
otherwise) which is impossible as g1* is uniquely determined by t*, o3 and
s* if &* is valid. Therefore, we have a collision H,(M*||0%) = H,.(M;||0i2)
with M*HU§ 7& Mi||0'i72.

- If ¢iode = 2, B expects a Type II forgery and prepares public parameters
with Q = aP being part of the input of its BDH instance. The other public
parameters and public key components are generated following the protocol.
All adversarial queries are answered using the relevant private keys. As F
comes with her forgery (M*,6* = (67, 0%,5%)), we have w* = t*P + s*Q =
tiP + SiQ = w; with t* = HK(M*HO';) 7é Hn(MiHUi,Q) = ti. This allows B
to extract a = (t; — t*)/(s* — s;) and thereby solve the BDH problem by
computing e(bP, cP)®.

- If ¢ode = 3, B expects a forgery on a new “message” w* and proceeds in
the same way as the simulator of theorem [

When assessing B’s advantage, we already observed that it correctly guesses
the index of the first special verification query with probability 1/(g, + 1). As
it succeeds in foresee the right kind of forgery with probability 1/3, the lower
bound on its advantage easily follows from theorem [II a

Strong unforgeability also implies a provable anonymity in the strict sense of
definition [3l The proof of the following theorem is very similar to the one of
theorem 2l By virtue of strong unforgeability, all verification queries pertain
to designated signatures that are either invalid or that result from a signing
query. Hence, for each verification query, the simulator just has to compare the
candidate signature to those it returned when dealing with signing queries.

Theorem 4. If an attacker D can (t,qs, qv, €)-break the anonymity, there is an
algorithm B that (t',e")-breaks the DBDH assumption where
€
!

s m t' <t +O((qs + qds)Tom + qasTp + e ?In(e Hp n(ph))

where Tp,, Ty denote the same quantity as in theorem[1l

6 Conclusion

We proposed the first UDVS schemes which are secure under reasonable com-
plexity assumptions in the standard model where our constructions are also the
only ones to achieve anonymity in the sense of [22].

The next table compares various existing systems. Our new scheme appears to
be competitive with other constructions in the standard model. Its main draw-
back remains the size of public parameters. We leave open the problem of finding
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UDVS schemes that are secure under mild assumptions in the standard model
without using large public parameters. A trick independently suggested in [25]
and [29] allows for a step towards this purpose.

Q)

Scheme DVSBMH [22]| ZFI [35] UDVS-BB [33] ours
Model ROM standard standard standard
Assumptions GBDH ¢-SDH + KEA|¢-SDH + KEA GBDH
Sign 1 expg 1 expg 1 expg 1 multi-expg
Verify 2 P. 1P. 4+ 2expg |1 P. + 2 expg 2Pt
Designate 1P. 1P. + 2expg 3 expg 1P.
DVerify 1P. 2P. +2expg |[4P. + 2 expg |1 P. + 1 expg |
Designated size 160 1366 684 342*

In both of our schemes, we assume that e(Ps, P’) is stored as part of the signer’s public key.

(x) These sizes can be obtained using asymmetric pairings and curves of [3] with compression [2].
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Abstract. In this paper we study the probability of differentials and
characteristics over 2 rounds of the AES with the objective to under-
stand how the components of the AES round transformation interact in
this respect. We extend and correct the analysis of the differential prop-
erties of the multiplicative inverse in GF(2") given in [9]. We study the
number of characteristics with EDP > 0 whose probability adds up to
the probability of a differential and derive formulas that allow to produce
a close estimate of this number for any differential. We use the properties
discovered in our study to explain the differentials with the maximum
EDP values and describe the impact of the linear transformation in the
AES S-box in this respect.

1 Introduction

In this paper we study the probability of differentials and characteristics [1/6]
over 2 rounds of the AES where the difference is the bitwise XOR. Bounds on
the expected differential probability (EDP) of characteristics were proven in the
design documentation of Rijndael [2]. Bounds on the EDP of differentials have
been investigated in [SJTO/TT].

We investigated differential propagation in AES, with the objective to un-
derstand how the components of the AES interact. We explain observed EDP
values, including the maximum over 2 rounds. The EDP value of differentials
is important in the resistance against differential cryptanalysis. In general, the
EDP of differentials over multiple rounds of AES is difficult to compute. In this
paper we have thoroughly investigated the distribution of the EDP of differen-
tials over two rounds of AES, rather than focusing on upper bounds. As far as
we know, this is the first paper that studies the distribution of EDP values in
AES. We believe the results of this paper can be used to obtain tighter bounds
for the EDP over 4 rounds of AES and generally a better understanding of its
distribution.

* The work described in this paper has been partly supported by the European Com-
mission under contract IST-2002-507932 (ECRYPT). The information in this paper
is provided as is, and no warranty is given or implied that the information is fit for
any particular purpose. The user thereof uses the information at its sole risk and
liability.
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In Section Bl we extend and correct the analysis of the differential properties
of the multiplicative inverse in GF(2") given in [9]. In Section @l we introduce the
concept of bundles, which are classes of related characteristics contributing to
the same differential. In Section Bl we study the conditions characteristics must
satisfy to have a non-zero EDP. In Section Bl and Section [l we study the EDP
of bundles, which leads in Section [§] to results on the EDP of differentials. We
discuss the maximum EDP value of [4] in the light of our results in Section
and conclude in Section But first we briefly introduce some new terminology
and define notations.

2 AES and Differential Cryptanalysis Basics

2.1 Differentials, Characteristics and Trails

We denote a differential over an arbitrary map by (a,b) and assume that it is
clear from the context which map we mean. We call a the input difference and
b the output difference. The probability of a differential is denoted by DP(a, b).
We define the expected differential probability (EDP) of a differential over a
keyed map as the average of the differential probability DP(a,b) over all keys.
Let B[k] denote a keyed function consisting of a sequence of R transformations
p'[k]:

BIk]() = (p"[k] o - - o p2[k] 0 p [k])(a), (1)

Then we define a differential trail as follows:

Definition 1. A differential trail through B is a sequence of differences a, b, c,
.., z such that there are pairs {x,z & a} and keys such that

P!k (z) + p'[K](x +a) = b
(0°[k] o p'[k]) (@) + (p°[k] 0 p'[K])(x + @) = ¢
Blk](z) + Blk](x + a) = z.

Hence, a differential trail @) is a characteristic with non-zero expected differential
probability: EDP(Q) > 0. For Markov ciphers, the EDP of a trail @ is the
product of the DP of its S-boxes [6]. A trail @ = (a,b,...,e) is in a differential
(f,9) if a = f and e = g. We denote the number of trails in a differential (a, e)
by Ni(a,e). The EDP of a differential is the sum of the the EDP values of all
the trails in that differential

EDP(a,e)= Y EDP(Q). (2)
Q in (a,e)

2.2 The AES Super Box
The AES S-box operates on GF(2%) and can be described as

Sl =L~ (=™") +q, 3)
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Here =1 denotes the multiplicative inverse of z in GF(28), extended with 0 being
mapped to 0. L is a linear transformation over GF(2) and ¢ a constant. Note
that L is not linear over GF(2%) and can be expressed as a so-called linearized
polynomial [7]. The additive group of the finite field GF(2®) forms a vector
space. In the remainder of this paper, we will sometimes tacitly switch from one
representation to another.

For reasons of clarity, we introduce the structure of the (AES) super box (our
notation). The differential probabilities over this structure are equivalent to those
over 2 AES rounds. The AES super box maps a 4-byte array a = [ag, a1, az, as]
to a 4-byte array e and takes a 4-byte key k. It consists of the sequence of four
transformations:

SubBytes b; = S[a;] with S the AES S-box
MixColumns ¢ = M.b with M, a 4 x 4 matrix
AddRoundKey d = c® k with k£ the round key
SubBytes e; = S[d;]

If we consider two AES rounds, swap the steps ShiftRows and SubBytes in the
first round, and remove the linear transformations before the first SubBytes
transformation and after the second SubBytes transformation, then we obtain a
map that can also be described as 4 parallel instances of the AES super box.

We can partition the set of 4-byte vectors by considering truncated differences
[5]. All vectors in a given equivalence class have zeroes in the same byte positions
and non-zero values in the other byte positions. An equivalence class is charac-
terized by an activity pattern. The activity pattern has a single bit for each byte
position indicating whether its value must be 0 (passive) or not (active). The
activity pattern of a differential (a, e) is the couple of the activity patterns of a
and e. We say that two differences are compatible if they have the same activity
pattern. Due to the diffusion properties of M, activity patterns of differentials
must have a minimum of 5 active positions. In total there are 93 such activity
patterns.

A characteristic through the AES super box consists of a sequence of 5 differ-
ences: a, b, ¢, d and e. Since the AES S-box is invertible, EDP(a, b) over SubBytes
can be non-zero only if a and b are compatible. Other necessary conditions to
have EDP > 0 are ¢ = d, d = M¢b, and d has to be compatible with e. In
the remaining of this paper we only consider characteristics that satisfy these
conditions (and we will omit ¢ from the notation). Such a characteristic is fully
determined by the differential (a, €) it is in and the intermediate difference b. We
call b; and d; corresponding with active S-boxes the inner differences of a char-
acteristic. We make the distinction between trails and characteristics because
the number of trails in a differential is closely related to its EDP.

3 The Multiplicative Inverse in GF(2™)

In this section we discuss the differential properties of the single component
in AES that is non-linear over GF(2): the multiplicative inverse in GF(2"),
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extended with 0 being mapped to 0. In fact this is the operation of raising to
the power 2" — 2. For readability we use the notation z=' rather than z2" 2.
Hence we adopt the convention that 0~ = 0. Differential properties of this map
were previously already studied in [9]. In the following, a and b denote arbitrary
non-zero differences. We need the trace map defined over a finite field GF(p™)
with respect to GF(p), denoted by Tr(x):

n—1 )
Tr(z) = Z P’ (4)
i=0

Note that the trace map is linear over GF(p) and that Tr(acpi) = Tr(z) for
any value of i. The differential (a,b) over the multiplicative inverse map has
DP(a,b) > 0 if and only if the equation

(z4+a) a2t =b (5)

has solutions. If z = a or z = 0 is a solution of ({), we have b = a~! and both
are solutions. Otherwise, z = a or = 0 is not a solution, we can transform (@)
by multiplying with b~'z(x + a) yielding:

> +azx+ab =0,
if we substitute = by a~'y, this becomes:
y* +y+ (ab) ™ =0, (6)

To investigate the condition for this equation to have solutions we have the
following lemma:

Lemma 1 ([7, Theorem 2.25]). Tr(t) = 0 iff t = 2P — 2 for some z € GF(p").
If we take p = 2, from this follows easily that:

Lemma 2. For b # a™!, equation (@) has 2 solutions if Tr((ab)~') = 0, and
zero solutions otherwise.

Consider now the case b = a~!. Let v and v? denote the elements of GF(2")
of order 3. Then v? + v = 1 and GF(2%) = {0,1,v,v%}. We present now the
following new result:

Lemma 3. For even n, the solutions of
(z+a) 4z t=at (7)
form the set T, = {0, a,va,v?a}.

Proof. © = a and x = 0 are solutions of (7). Assume there are other solutions.
We can write such a solution as a product of a with an element z different from
0 or 1. We have

(za+a) '+ (za) ' =a"t. (8)
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Or, equivalently,
(z+1) P+t =1. (9)

Multiplication with z(z + 1) yields:
2 424+1=0. (10)

According to Lemma [Il Equation (I0) has two solutions iff Tr(1) = 0 and none
otherwise. Tr(1) = 0 iff n is even. Since a solution of ([0 satisfies z* = 1, its
solutions are the two elements of GF(2") of order three. O

Note that the description of the solutions given in [9]: T, = {0,a,a'*? a'*24}
with d = (2" —1)/3 is only correct if a? # 1, i.e. if the order of a does not divide
(2™ —1)/3. From these lemmas follow several corollaries.

Corollary 1 ([9]). For odd n,

(z+a) t+zt=at

has two solutions: 0 and a.

Corollary 2. For even n, the possible output differences b for a given input
difference a are those with Tr((ab)~t) = 0 except b = 0. For odd n, the possible
output differences b for a given input difference a are those with Tr((ab)™!) =0
except b= 0 and extended with b = a™'.

Together with the fact that (B) has 4 solutions only if b = a~!, this leads to the
following corollary:

Corollary 3. For all non-zero ¢ € GF(2™) and for all positive integers t:

DP(a,b) = DP(b,a) = DP(ca,bc™ ') = DP(a* ,b?),

4 Bundles
For the EDP of a differential over the AES super box, we have:

EDP(a,e) = » EDP(a,b,Mce) = Y EDPg(a,b)EDPs(Mcb,e) . (11)
b

with EDPg(x,y) the EDP of a differential (x,y) over SubBytes. In order to
compute the EDP of a differential, we first determine the number of trails in the
differential. The number of trails is determined by means of bundles, which we
define below. We start with an example.

Example 1. Consider the characteristics in a differential (a,e) with a =
[ag,0,0,0]. Then clearly we must have b = [bg, 0,0, 0] and thanks to MixColumns
we have dy = 2bg, d1 = by, da = by and d3 = 3by, or equivalently d = by[2, 1,1, 3],
where bo[2,1,1, 3] denotes the scalar multiplication of the vector (2,1, 1, 3] with
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the (non-zero) scalar by. There are 255 characteristics in the differential, one for
each nonzero value of bg.

This can be generalized to any AES super box differential with 5 active S-
boxes. If @ = (a,b,d,e) and Q' = (a,b’,d’,e) are two trails of the same differen-
tial with 5 active S-boxes, then there exists a 7y such that b, = b}, and d; = vd;,
and b, 0.

We define a bundle as follows.

Definition 2. The bundle B(u) associated with the vector u®, is the set of 255
vectors defined as follows:

B(uP) = {yu"|y € GF(2%) and v # 0} .

Scalar multiplication doesn’t change the activity pattern of a vector. Further-
more, the linearity of MixColumns over GF(28) implies that M. (vb) = v(Mcb).
Hence also the activity pattern of u? = M.uP is the same for all vectors u of
a bundle. If (a,u”,ud,e) is a characteristic through the AES super box, then
(a,b,Mcb, €) is a characteristic through the AES super box ¥b € B(uP). Hence,
the set of characteristics in (a,e) can be partitioned into a number of classes.
Each class contains the 255 characteristics (a, b, M.b, ¢) defined by keeping a, e
constant and varying b over all the values of a bundle B(uP). In the following, we
use ‘bundle’ also to refer to such a class of characteristics. A characteristic in the
bundle B(uP) of the differential (a, €) is uniquely identified by the value of +.
We can count the number of trails in (a,e) by counting the number of trails
in each bundle and adding the results. In the following, we will explain how
the number of trails in a bundle can be counted. As explained in Example 1,
a differential with 5 active S-boxes only has a single bundle of characteristics.
Table [ lists the activity patterns with 5 active S-boxes and the corresponding

Table 1. Activity patterns with 5 active S-boxes and the corresponding values of
(uP,u?) (in hexadecimal notation)

|Activity Pattern| uP | ud |

(1000;1111) 1,0,0,0] | [2,1,1,3
(1100;1110) 1,3,0,0] | [7,7,2,0
(1100;1101) | [1,1,0,0] | [1,3,0,2]
(1100;1011) | [2,1,0,0] | [7,0,3,7]
(1100;0111) | [3,2,0,0] | [0,7,1,7
(1010;1110) 1,0,3,0] | [1,4,7,0
(1010;0111) 1,0,2,0] | [0,7,5,1]
(1110;1010) 1,4,7,0] | [9,0,B,0]
( )
( )
( )
( )
( )
( )

0111;1010 0,7,5,1] | [D,0,E,0]
1110;1100 3,7,2,0] | [D,B,0,0]
1101;1100 [1,7,0,2] | [9,D,0,0]
1011;1100 (1,0,1,1] | [2,3,0,0]
0111;1100 0,7,1,3] | [B,E,0,0]
1111;1000) | [E,9,D,B]| [1,0,0,0]
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values of (uP, u4). In total there are 56 patterns. They can be derived by rotation
of the 14 patterns listed.

For the bundles of a differential with 6 active positions, the u® values can be
found by taking (almost) all possible combinations of two u” values of bundles
with 5 active positions. For example, for activity pattern (1110;1110) we combine
the bundles for (1010;1110) and (0110;1110) as given by Table [[l This gives
uP =[1,0,3,0] + 2[0,1,1,0] = [1,2,3+ 2,0] and u? = [1,4,7,0] + 2[2,1,3,0] =
[142z,4+ 2,7+ 3%,0].

This results in 255 different bundles, one for each nonzero value of z. However,
for uP, ud to have activity pattern (1110;1110) the value of z must be different
from 3, 1/2, 4 and 7/3, where x/y denotes z.y ! in GF(2®). Hence, a differential
with 6 active S-boxes has 251 bundles. We derive the number of bundles for
differentials with 7 or 8 active S-boxes in Appendix [Al

5 Differentials over SubBytes with EDP > 0

A characteristic (a, b, M.b, ) is a trail if both differentials (a, b) and (M.b, e) are
differentials with EDP > 0. We will now study the conditions this imposes on
the trails within a bundle.

5.1 Sharp Conditions

Consider differentials over four parallel applications of the multiplicative inverse
in GF(2%). We have from Corollary 2

Tr((wiy:) ') =0
2 # 0 iff i # 0

Since the trace map is linear over GF(2), the solution space of Tr(y, 'v) = 0
is a vector space of dimension 7 over GF(2). The intersection of Tr(y, 'v) = 0
and Tr(y; 'v) = 0 is a vector space of dimension 6 or 7. If the dimension is 7,
this implies yo = y1. In general, the dimension of the intersection of a system of
equations Tr(y;lv) = 0 is equal to 8 minus the dimension of the vector space

EDP(x,y)>O<:>{ , 0<i< 4, (12)

generated by the elements y;l. For example, the solution space of Tr(y, lv) =

Tr(y; 'v) = Tr(yy 'v) = 0 with yo # y1 # y2 # yo has dimension 6 if yo = yo+y1
and dimension 5 otherwise.

Consider now a bundle B(u) with u compatible with y. The number of vectors
z in B with EDP(z,y) > 0 equals the number of non-zero values 7 for which

Tr((yusy) ) =0, 0<i<4. (13)
This can also be written as:
Tr((uy:) 'y ™) =0, 0<i<4. (14)

The v~ ! values satisfying these four conditions form the vector space orthogonal
to the vector space generated by the set

Vi = {(uoyo) ™", (uayn) ", (uay2) ™", (usys) ™'} (15)
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The number of non-zero solutions equals 28~ — 1, where « is the dimension
of V;. Hence, in one bundle, there can be 127, 63, 31 or 15 vectors = with
EDP(z,y) > 0. Exactly the same analysis can be performed when z is fixed and
we want to determine the number of y values in a bundle with EDP(z,y) > 0.
We call ([Id)) the sharp conditions on trails.

5.2 Blurred Conditions

If we consider differentials over SubBytes then we have to take into account the
effect of the linear transformation L in the AES S-box. In order to determine
the number of input differences x compatible to a fixed output difference y, it
suffices to replace V; by

Va = {(uoL(y0)) ™", (1 L(y1)) ", (u2L(y2)) ™", (usL(ys)) "'} . (16)

However, when determining the number of output differences y compatible with
a fixed input difference z, (I3) becomes:

Tr((:L(yu) ™) =0, 0<i<4, (17)

which can’t be easily reworked and are harder to analyse. Therefore we call these
conditions the blurred conditions.

6 Number of Trails in a Bundle

The number of trails in a bundle B(uP) for a given differential (a,e) is now
the number of v values that satisfy the sharp conditions due to (yud,e) over
SubBytes and the blurred conditions due to (a,yu’) over SubBytes. In this
section we first derive formulas to estimate the number of trails in B(u®) for the
special case of a differential with one active S-box in the first round followed by
formulas and a discussion for the general case.

6.1 Bundles with One Active S-Box in the First Round

Consider a differential (a, ¢) with activity pattern (1000; 1111). There is a single
bundle B(uP) with «” = [1,0,0,0] and u? = [2,1,1,3]. The sharp conditions
become:

Tr((2L(eg)) ™!

L(61
L(ez
Tr((3L(

Tr(( 1
Te((L(e2))~?

1

)~
)~
)~
)~

-
-
-
es)) v

If e = [L7Y(2/2),L7(2),L7(2), L71(2/3)] for any nonzero value z, then V, =
{271} resulting in @ = 1 and hence there are 127 trails satisfying the sharp
conditions.
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The effect of the blurred condition can be modeled as a sampling process.
The space sampled are the 255 vectors of B(u). 127 out of the 255 vectors may
satisfy the blurred condition. These are called the good ones, the 128 others the
bad ones. The joint sharp conditions take a sample with size 28~ — 1. This
gives rise to a hypergeometric distribution H(N¢;n,m, N) [8] with the following
parameters:

— Number of ways for a good selection n = 127.
— Number of ways for a bad selection m = 255 — 127 = 128.
— Sample size N: 287« — 1.

Denoting the event that one vector is compatible (the outcome of a single sam-
pling) by x;, we obtain E [z;] = n/(m + n). Since Ny = . a3,
12
n N — _7
m+n 255

E[N{ = (287> —1).

This gives formula (Ig]). For the variance, we obtain:

(N = TNt = N) 128 X 127(28 70 — 1)(256 - 297)
o = =
i (m+n)2(m+n-—1) 2552254 ’

which corresponds to (IJ). The exact distributions of the number of trails per
differential for all four values of « are given in Appendix [Cl

6.2 Any Bundle

Every differential (a,e) imposes on v a number of sharp conditions, determined
by e and u9, and a number of blurred conditions, determined by a and uP.
Following ({6, the sharp conditions state that y~! has to be orthogonal to

Vo = {vo,v1,v2,v3},

with vi_l = udiL(ei). The parameter « is defined as the dimension of V,. Hence
~v~!is in a vector space of dimension 8 — a ranging from 4 to 7.
The number of blurred conditions is denoted by (3, and given by the number

of different non-zero elements in the following set of couples:

{(ao,u"0), (a1,u"1), (az,u"2), (as, u"s)}.

For the vast majority of differentials, 3 equals the number of active S-boxes in
a. (3 is smaller only when two a; values are the same and the corresponding wu;
in the bundle are also equal. Hence a reduction of 3 occurs much less often than
a reduction of a. Both o and 3 range from 1 to 4 limited by o + 8 < 5.

The number of trails in the bundle B(uP) can be described as a stochastic
variable with the expected value and variance given by:

B
BN = (o) -1, (18)
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() e ((2) - (2))] oo

We give a derivation for (I8) and (IJ) in Appendix [Bl The numerical values
computed with these formulae are given in Table 2l We have conducted a large
number of experiments that confirm the mean and variance predicted by (8]
and ([I9) for any combination of « and £3.

0?(Ny) = E [Ny] x

Table 2. Mean (left) and variance (right) of the number of trails for a differential given
« and (8

o, B 1 2 3 1 o, B 1 2 3 1
1 | 6325 3150 1569 7.1 1 16.00 15.89 10.86  6.38
2 | 3138 1563 7.78  3.88 2 | 1191 985 611  3.40
3 | 1544 769 383 191 3 6.83 533 319 1.73
4 747 372 185  0.92 4 354 270 159 085

7 EDP of a Bundle

The distributions for the number of trails in a bundle can be converted to distri-
butions of the EDP of a bundle by taking into account the EDP of the trails. The
EDP of a trail is the product of the DP values of its active S-box differentials. If
we apply Section [3] to the AES S-box, we see that for an S-box differential with
given input (output) difference, there are 126 output (input) differences with DP
=277 and a single output (input) difference with DP =276 =2 x 277, We call
the latter double differentials. It follows that the EDP of a trail is 2277 with
v the number of active S-boxes and i the number of double S-box differentials.
One could say that the presence of ¢ double S-box differentials multiplies the
EDP of the trail by a factor 2°.

Let (a,b,d,e) be a characteristic in a bundle B(uP) of a differential (a,b),
determined by 7. A characteristic has a double S-box differential in the i-th
S-box of the first round if and only if

-1

b; = Lil(aiil) =y = (ubi) Lil(aiil). (20)

The condition for a double S-box differential in the second round is:
_ —1
d; = Lle) " oy = (uLiey) . (21)
Hence each double S-box differential occurs in exactly one characteristic of the
bundle. Two observations can be made here.

Multiple solutions: If a solution of the equations in ([20) and 2II) is a mul-
tiple solution, then the corresponding characteristic (potentially) has a higher
EDP. Consider for example a differential with 5 active S-boxes. There are seven
different cases, of which the two extremes are:
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‘Poker’: the double differentials are all in the same characteristic,
‘No Pair’: the double differentials occur in 5 different characteristics,

The other five cases are ‘One Pair’, ‘T'wo Pairs’, ‘Three of a Kind’, ‘Full House’
and ‘Four of a Kind’. The occurrence of these cases is related to the values of «
and (. The number of different solutions for (2I]) equals the number of different
elements in V,. If a is 1 or 4, this number is equal to a. If « is 2 or 3 and the
number of active S-boxes in e is higher than «, the number of solutions can also
be a + 1. The number of solutions for (2I]) usually equals 3, but it can also be
smaller. For a given input difference a there can be at most one output difference
e for which all double S-box differentials are in the same trail.

Occurrence in trails: The solutions of [20) and (2I]) still have to satisfy the
remaining sharp conditions and blurred conditions in order to have an EDP > 0.
Clearly, the expected number of characteristics satisfying the remaining condi-
tions decreases when there are more conditions, i.e. when o and ( increase.
A ‘Poker’ characteristic, i.e. one in which the S-box differentials of all active
S-boxes are double differentials, is always a trail.

7.1 How L Can Make a Difference

If we remove L from the S-box, the set of blurred conditions is replaced by a
second set of sharp conditions. The number of trails in a bundle is then given
by 287 — 1, with 1 < a < 8. The maximum EDP occurs for differentials with
5 active S-boxes and o = 1. There are 56 x 255 such differentials in the super
box. For these, the double S-box differentials are in the same trail and hence the
EDP is equal to 2° x 2735 4 126 x 273% = 19.75 x 2732, where for AES this is
13.25 x 2732 [4].

8 N; and EDP of a Differential

Differentials with 5 active S-boxes contain only a single bundle, hence they are
covered by the previous sections. For differentials with more active S-boxes,
there are more bundles. Given a differential (a,e), we can compute for each of
its bundles the value of («, 5). With « and 5 we can compute the mean number of
trails in the bundle and the variance. The mean number of trails in a differential
is the sum of the mean number of trails in these bundles. For the variance of the
number of trails, the sum of the variances in the bundles gives a good idea.

The value of the differences a and e determine the distribution of a and (3 over
the different bundles in the differential (a,e). As the number of active S-boxes
grows, the analysis becomes more and more involved. Therefore we start with
an example.

8.1 Differentials with Activity Pattern (1110;1110)

There are in total 251 bundles with activity pattern (1110;1110). The distribu-
tion of «a over the 251 bundles in (a,e) is completely determined by e, or more
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Table 3. Distribution of « for differentials with activity pattern (1110;1110)

« distribution # couples mean | standard deviation
a=3a=2a=1| (L(e1)/L(eo), L(e2)/L(eo)) theory exp.
250 1 0 21 965.2 28.42 25.65
249 2 0 1501 969.1 28.47 25.14
248 3 0 31170 973.1 28.53 25.15
247 4 0 2175 977.0 28.58 25.16
246 5 0 29907 981.0 28.63 25.23
250 0 1 3 973.1 28.42 23.28
249 1 1 248 977.0 28.47 25.01

specifically, by the couple (L(e1)/L(eo), L(e2)/L(ep)). Table [ lists the seven
distributions that are possible and gives for each of them the number of output
differences e for which they occur.

The distribution of 8 depends on the values of ag, a; and as. If they are
three different values, then 3 is always equal to 3. For this case, Table [ gives
the theoretical mean and standard deviation of the number of trails (assuming
independence between the bundles). If two of the values ag, a1 and as are equal,
then § will be 2 for at most one bundle and 3 for all other bundles. If they are
all three equal, then either 8 will be 2 for at most three bundles, or 8 will be 1
for at most one bundle and 3 for all the other bundles.

In principle, the distributions for « and 3 combine to a two-dimensional dis-
tribution. In the worst case, the small values of 3 occur in bundles with a small
value of a. All in all, there are only few bundles where g is smaller than 3, hence
we can approximate by working with 8 = 3 for all bundles.

We have experimentally verified this theory by computing the number of trails
for a large set of differentials with 6, 7 and 8 active S-boxes. The measured mean
values coincide with the theoretically predicted values. The measured standard
deviations, also listed in Table [3] are systematically smaller than the theoretical
ones, implying that the number of trails in the bundles of a differential are not
independent.

8.2 A Bound on the Multiplicity

In Section [l we have shown that the bundles with activity pattern (1110;1110)
can be enumerated by u” = [1, 2,3+ 2,0] and u? = [1 + 22,4 + 2,7+ 32,0] with
z different from 0, 3, 1/2, 4 and 7/3.

Lemma 4. If two double S-box differentials occur in the same characteristic

of one bundle with activity pattern (1110;1110), then they occur in different
characteristics for the 250 other bundles with the same activity pattern.

Proof. Assume we have a bundle where the double differential in the first and
the second S-box of the second round occur in the same characteristic. Then we
have from 2II):

(14 22)L(e1) ™" = (4 +T72)L(e2))
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This equation is linear in z and has at most one solution. Hence the double
differentials can’t be in the same characteristic for any other bundle. The same
holds for any other pair of active S-box positions. a

The expected contribution of the double S-box differentials to the EDP of a
differential is maximum when there is a bundle in which they are all 6 in the same
trail. This trail contributes 64 x 2742 to the EDP of the differential. Lemma £
implies that in the remaining 250 bundles, there can be no trails with more
than one double S-box differential. Hence each of these bundles will contribute
at most (Ng 4+ min(6,N))2742 to the EDP of the differential. On the average
the presence of the double S-box differentials makes the contribution of these
trails only rise from N;2742 for the hypothetical case where no double S-box
differentials exist to (132/127)N;2742.

We conclude that for this type of differential, the distribution of the EDP
values is much more centered around its mean value than is the case for differen-
tials with 5 active S-boxes. This is mainly due to the fact that the distribution
of the EDP of the differential is the convolution of the distributions of many
bundles. Moreover, Lemma [ implies that the different bundles compensate for
one another.

The same phenomena can be observed for the other types of differentials with
6 active S-boxes. For differentials with 7 or 8 active S-boxes the average numbers
of trails are even much higher and the EDP values much smaller. Furthermore,
the individual trails have all very small EDP values. This all makes that the
EDP values of differentials with 6 or more active S-boxes have a very narrow
distribution.

9 Differentials with the Maximum EDP Value

The maximum EDP value obtained in [4] occurs for exactly 12 differentials over
the AES super box. Due to the rotational symmetry of the AES super box,
they come in 3 sets, where the differentials in a set are just rotated versions of
each other. It is no surprise that they are differentials with 5 active S-boxes,
where the deviations from the average value 2732 are largest. Moreover, they
have a = 1 and 8 = 1 for which the expected number of trails is the highest over
all differentials with 5 active S-boxes, as is clear from Figure [l in Appendix [Cl
The differentials are the following:

([,0,0,0], [L 1(31/2),L Hw), L7 (y), L (y/3)])
([93 2,0,0], [L™(y), L™ (y/3),0. L~} (y/2)]) .
([w,w,x,O],[O,QL Hy/2), L7 (y/3)])

with x = 75, and y = 41,. For these differentials, the number of trails is 75: 74
trails with EDP 2735 and one with EDP 2730, resulting in EDP value 2730 +
74 x 2735 = 13.25 x 2732, Clearly all five double S-box differentials are in the
same trail. Note that there are differentials with 5 active S-boxes that have 82
trails (see Appendix [C) but these have a lower EDP value due to the fact that
the double S-box differentials are not in the same trail.
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To prove the correctness of the maximum EDP value, [4] uses so-called 5-lists,
a concept similar to, but different from, the bundles defined in this paper. Both
bundles and 5-lists group sets of 255 b-differences. Bundles with 5 active S-boxes
correspond with the 5-lists of type 1. In bundles with more than 5 active S-boxes
the ratios between the inner differences are fixed, while in 5-lists of type 2, a
number of inner differences are fixed. Their goal is also different: the concept of
5-lists helps in efficiently finding bounds, while bundles help to gain insight in
the distribution of trails in differentials.

10 Conclusions and Future Work

The AES super box can be compared with an idealized keyed 32-bit map which is
constructed as a family of 232 randomly selected permutations (one permutation
for each value of the key). In this idealized model, the distribution of the EDP
over all differentials (a,b) with both a and b different from zero has a normal
distribution with expected value 2732 and standard deviation 27475,

The AES super box differentials deviate from the idealized model: differentials
with 4 or less active S-boxes have EDP = 0, and differentials with 5 active S-
boxes can have EDP values as large as 13.25x 2732 [4]. Our results on differentials
with 6 active S-boxes indicate that for differentials with 6 or more active S-boxes
the distribution of the EDP is very narrowly centered around 2732, Further
analysis can lead to strict bounds.

It is a well known fact that the linear transformation L in the AES S-box
doesn’t influence the EDP of S-box differentials and the bounds on the EDP of
trails as proven in [2]. Our results explain how the presence of L influences the
EDP of two-round differentials.

Bounds on the EDP of two-round differentials can be used to derive bounds on
the EDP of four-round differentials [3]. The results of our paper allow to describe
the full distribution of the EDP of two-round differentials. We expect that this
information can be used to derive sharper bounds on the EDP of four-round
differentials.
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A Number of Bundles per Differential

232

The total number of nonzero vectors of 4 bytes is — 1. Each bundle groups

255 such vectors, so the total number of bundles is
232 — 1
28 —1

=22 4216 428 11,

The number of bundles with a given activity pattern is determined by the number
of active S-boxes in the activity pattern. If we denote the number of bundles for
an activity pattern with z active S-boxes by BN(x), we have:

BN(5) = 1
BN(6) = 255 — 4BN(5) - 251
BN(7) = 2552 — 4BN(6) — 6BN(5) = 64015
BN(8) = 2553 — 4BN(7) — 6BN(6) — 4BN(5) = 16323805

The number of trails with ¢ active S-boxes is

<8> 255BN(7)127" .

g

The total number of trails is 2.8 x 1026,

B Derivation of (I8) and (19)

Assuming that the blurred conditions are independent, we can generalize the
sampling model introduced in Section [G.Il The space sampled is now the set of
(B-component vectors where each of the components can take any nonzero value
in GF(2%). There are 2557 such vectors. A good selection is one in which the
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first component satisfies the first condition, the second component satisfies the
second condition and so on. There are 127° such vectors. Denoting by x;; the
event that characteristic ¢ satisfies condition ¢, we obtain:

N N n B
E[Nt]:ZE[xZ-]:ZE[xil]E[xi2]~-~E[mw}:N< )

i=1 i=1 n+m
The variance satisfies
N N N
o?(Ny) = Z o (x;) + Z Z Cov(z;, z;).
=1 =1 j=1
J#i

Since x; takes only the values 0, 1, it is a Bernoulli variable, and

o*(xi) = Bl (1 - E[z:]) (22)
Cov(z;, z;) = E [x;xj] — E ;] E [z;] (23)
n B

Since two trails of the same bundle differ in the value of each of their components,

we have: 5
n(n—1)
n+m)(n+m—1)> ’

Elriz;] = <(

Putting everything together results in (I9)).

(25)

C Distributions of the Number of Trails per Differential

We have experimentally verified the distributions of the number of trails per
differential for all 16 combinations of o and (. For the combination of (a, )
equal to (1,1), (2,1), (3,1), (4,1) and (1,2) we were able to do this exhaustively,
covering all possible cases. As a side result we found for these values of («, ) the
minimum and maximum values for the number of trails per differential, listed in
Table @l

Table 4. Minimum and maximum number of trails in differentials with 5 active S-boxes
given (a, 3)

(o, 8) | minimum maximum
1,1 18 82
(2,1) 14 48
(3,1) 3 29
(4,1) 0 15
(1,2) 10 56
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For the other values of («, 3), the number of combinations becomes too large
to compute exhaustively. Still, our sampling experiments confirm the shape pre-
dicted by formulas (I8) and ([9). As a and 3 grow, the mean and variance of the
distributions shrink. Clearly, the majority of differentials with 5 active S-boxes
and o = 1 and 8 = 1 have more trails than any differential with 5 active S-boxes
where «+ (3 has a higher value. Figure [I] depicts the four distributions for § = 1
on a logarithmic scale. The distributions appear as slightly skewed parabolas,
which is the typical shape of hypergeometric distributions.

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85
1.E+00

ATV
veao LA /
oo U 1 \ \
e LTS

1.E-07

Fig. 1. Distributions of the number of trails per differential for 5 = 1 and for a ranging
from 4 (leftmost) to 1 (rightmost)
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1 Introduction

Recently, many Data-dependant Permutation (DDP) based block ciphers,
namely SPECTR-H64 [5], the CIKS family — CIKS-1 [I8], CIKS-128 [6] and
CIKS-128H [19], and the Cobra family — Cobra-128, Cobra-F64a and Cobra-
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applications that require a small amount of data to be encrypted with frequently
changed user keys, such as IPsec. To achieve high network speeds in such ap-
plications, these ciphers usually use agile key schedules as well as simple data
transformation structures. As a result, although the proposers have considered
their security against conventional cryptanalysis such as differential cryptanaly-
sis [1] and linear cryptanalysis [17], most of them have been shown vulnerable to
related-key [2] based cryptanalytic attacks [I3[T4UT5II6]; however, Cobra-F64a
and Cobra-F64b [§] are two exceptions. Although their names are similar, they
are quite different ciphers.

The existing cryptanalytic results on Cobra-F64a and Cobra-F64b are due
to Lee et al. [I5], who mounted a related-key differential attack on the first 11
rounds of Cobra-F64a after exploiting a 11-round related-key differential with
probability 2748, and mounted a related-key differential attack on the first 18
rounds of Cobra-F64b after exploiting a 18-round related-key differential with
probability 2756,

In this paper, we find that there exist some shorter related-key differentials
with much higher probabilities in Cobra-F64a. We construct a 15-round related-
key rectangle distinguisher with probability 2712362 in Cobra-F64a, which can
be used to mount a related-key rectangle attack on the full-round Cobra-F64a.
For Cobra-F64b, we exploit a 19.5-round related-key differential with probability
2757 which can be used to mount a related-key differential attack on the full-
round Cobra-F64b.

Like the amplified boomerang attack [11] and the rectangle attack [3], the
related-key rectangle attack [49/12] is a variant of the boomerang attack [21].
Thus, it shares the same basic idea of using two short differentials with larger
probabilities instead of a long differential with a smaller probability, but requires
an additional assumption that the attacker knows the specific differences between
two pairs of unknown keys. This additional assumption makes it difficult or even
infeasible to conduct in many cryptographic applications; however, as demon-
strated in [I0], certain current real-world applications may allow for practical
related-key attacks, including key-exchange protocols and hash functions.

The rest of this paper is organised as follows. In the next section, we briefly
describe the DDP-Boxes, the Cobra-F64a and Cobra-F64b ciphers and related-
key rectangle attacks. In Section 3, we introduce several properties of Cobra-F64a
and Cobra-F64b. In Sections 4 and 5, we present our related-key attacks on the
full-round Cobra-F64a and Cobra-F64b, respectively. Section 6 concludes this

paper.

2 Preliminaries

2.1 DDP-Boxes

Definition 1. The two-variable function F : {0,1}"™ x {0,1}™ — {0,1}" is
called a DDP-Box if, for each fized m-bit control vector V, F(-, V) is a bijective
mapping.
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The n x m DDP-Box F, denoted by P,/ below, uses the 2 x 1 DDP-Box P/,
as its elementary components. See Figure 2 in Appendix A. If z = (x1, x2), then
Py1(7,v) = (T144, T2—y). That is, it swaps the two input bits if v = 1; otherwise,
doesn’t.

Figure 3 in Appendix A depicts the DDP-Boxes Ps3/96 and Py, 2/96 used in
Cobra-F64a and Cobra-F64b. Because of their symmetric structure, the mutual

inverses of P33 /96 and P32 /96 differ only in the distribution of the controlling bits

over the DDP-boxes P51 specifically, Ps2/96(-, V') and P3_2/96

inverse when V = (V1,Va, -+, V5) and V' = (Vg, Vs, - -+, V1).

(+, V') are mutually

2.2 The Cobra-F64a and Cobra-F64b Ciphers

The N-round encryption procedure of Cobra-F64a (N=16) or Cobra-F64b
(N=20) can be described as follows.

1. The 64-bit plaintext P is divided into two 32-bit words (Ag, By).
2. Fori=1to N:
ifi<N -1,
(Ai, B) := Crypt'®) (A1, B;_ 1,Q (- P)vQ(Q )
(Ai, Bl) = (Bi7 AZ)
else
(Ai, B;) == Crypt'®) (A;_1, B;_ 1,Q (L) Q(2 ).
3. Perform final transformation:
e For Cobra-F64a: the ciphertext (C;,C,) := (Ax B Qj\l,j)l, By H# Q%il)
e For Cobra-F64b: the ciphertext (Cy,C,) := (Ay @ Qg\}fl, By @ QN+1)'
4. The 64-bit ciphertext C' is (Cj, C).),

where Crypt(®) is the round function, (le’e),QZ@’e)) is the 64-bit i-th round
subkey, (QS;,Q%;) is the 64-bit subkey used in the final transformation,
/8 denote addition/subtraction modulo 232, respectively, @ denotes the bit-
wise logical exclusive OR (XOR) operation, and e € {0,1}, with 0/1 denoting
encryption/decryption, respectively. Figure 4 in Appendix A depicts Crypt(®),
where >>> i denotes right cyclic rotation by ¢ bit positions. In addition, we
assume that in an n-bit word P = (p1,p2,- -+ ,pn), p1 is the most significant bit
and p,, is the least significant bit.

As shown in Figure 5(b), Crypt(®) is composed of an extension transforma-

tion F, a simple transposition P( ©) and the DDP-Box Ps3/96. Given an in-

96/1
put L = (I, -+ ,l32), the extension E outputs V = (%,Vg,%,%,%,%) =
(L, Lp>28 Lp>>12 L, L2225 L7>>12) where L = (I3, ,li6) and L, =
(l17,- -+ ,l32). As shown in Figure 5(a), the transposition 1’3(6)/1 consists of a se-
ries of DDPs P9 controlled with the same bit e.

2/1
Both Cobra-F64a and Cobra-F64b use a 128-bit user key K that is divided

into four 32-bit words K = (K1, Ko, K3, K4). The round subkeys (le’e),Q?’e)),
as well as the final subkey (Qg\l,f)l, Qﬁf)l), are generated as shown in Table [Il
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Table 1. The key schedules of Cobra-F64a and Cobra-F64b

| @« [[1]2]3]4]5]6]7[8]9]10][11]12]13][14]15[16]17][18][19]20]21]
QU K [ Ko | Ka | K| Ko | K | K| K| K [ Ko | Ka | Ka | Ko | K| Ko | Ks | Ko || Ka| K| Ko | Ko
QPO Ka| Ks| K | Ko | Ks| Ko | K | Ka | Ko | Ks| K | Ko | Ka| Ko | Ks | Ka | Ks || K1 | Ka| Ko | K

2.3 Related-Key Rectangle Attacks

Related-key rectangle attacks treat a block cipher £ : {0,1}"x {0, 1}* — {0,1}"
as a cascade of two sub-ciphers E = E' o E°. They assume that there exist a
related-key differential @ — 3 with probability pg for E° (i.e. Prx x[E%(X) ®
EYenk, X)) =0 X0 X =a] = pg) and a related-key differential v — ¢ with
probability ¢, for E' (i.e. Pri x[Ej(X)® Ejgar, (X)) =6 X0 X' =9] =¢,),
where AKy and AK; are two known key differences.

Two pairs of plaintexts (P, Po = Py ® «) and (P3, Py = P3 @ «) are called a
right quartet if the following three conditions hold:

C1: EOA(Pl)@E (PQ) E?{C(Pg)@E (F’4)=ﬂ7

Co: EL P @ Pic (B < B () By () =

C3: Eje (B, (P1)® Bk, (E%, (Py)) = B, (%, (P2)) @ Bl (E%,, (P1)) = 6,
where the four unknown keys K4, Kp, K¢ and Kp satisfy Kgp = K4 & AK),
Ko =Kjs® AKq and Kp = Ko @ AKj. Assuming that the intermediate val-
ues after EY distribute uniformly over all possible values, we get E?(A (P) ®
E%..(Ps) = ~ with probability 27". Once this occurs, by C1 we know that
E%B (P2) ® E} (Psy) = ~ holds with probability 1, for E} (P2) @& Ey (Ps) =
(B, (P) & Eg o (P)) & (E% . (Ps) @ EY (Py)) & (E%,(P1) ® EY (Ps)) =
BOBDy=n1. As a result, the probability of satisfying C3 is approximately

2, Pa)? 27" (qy)? = 27" (D - @)%, where p = /375 Pr?(a — ) and

7=/, Pr(y — o).

On the other hand, for a random cipher, this probability is about 272", There-
fore, if p-§ > 27/2, the related-key rectangle distinguisher can distinguish
between E and a random cipher. Please refer to [4[9I12] for illustrations.

Note that when one of the three cases AK; # AKy = 0, AKy # AK; =0
and AKy = AK; # 0 occurs, the number of required related keys will decrease
from 4 to 2. In our attacks, we use the third case AKy = AK; # 0 in which two
keys K4 and Kp = K4 ® AKj are used (note Ko = Kg and Kp = K4). If we
use N pairs of plaintexts (P;, P/ = P; @ a), where all P, and P/ are encrypted
under the key K4 and the key Kp, respectively, then about N?/2 quartets are
considered for the above rectangle test. Thus, the expected number of right

o~

quartets is about N2.27"~1. (5. q)2.

3 Properties of Cobra-F64a and Cobra-F64b

In [13/T4], Ko et al. showed the following three properties of the DDP-Boxes
P51, Pgj12 and P, ), respectively:
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Property 1. Let Ax be the difference between two inputs x and ' of Py,
Aw be the difference between two control vectors v and v' of Py;1, and Ay be the
difference between the two outputs Py /1 (w,v) and Py (x',v"), respectively. Then,
a) Pyyi(w,v=0) = Py(x,v = 1) holds if and only if the two bits of the input
x are equal, i.e. it holds with probability 27 1.
b) Prob. {Ay = 10|Az = 10/01, Av = 0} =Prob.{Ay = 01|Az = 10/01, Av =
0} =5
¢) Prob. {Ay = 10|Az = 10/01, Av = 1} =Prob.{Ay = 01|Az = 10/01, Av =
1} =
d) Prob.{Ay = 11|Az = 00, Av = 1} =Prob.{Ay = 00|Az = 00, Av =1} = 1.
Property 2. Let X ® X' = e;, then Pg;12(X, V) ® Py/12(X', V) = ¢, for some
J, where e; denotes an-bit word with zeros in all positions but biti (1 < i,j <n).
Besides, if i and j are fixed, then the trace (i.e. path) from i to j is also fized.

Property 3. Let X and X' be two inputs of P/, and V and V(= V @ e;)
(1 <i < m) be two control vectors of P, . Then,
a) Poym(X,V) = Pym(X, V') holds with probability 2.
b) Hu(X © X') = Hw(Pp/m (X, V) ® Py (X', V), where Huw(-) denotes the
hamming weight function.

In [15], Lee et al. showed two properties of the DDP-Boxes P33/ and Psz/32 in
Cobra-F64a and Cobra-F64b; we now describe these two properties, correcting
some errors in the versions described in [I5):

Property 4. Let AX and AV be the input difference and the control vector
difference of Psa /96, respectively. Then,

a) Ps3/96(AV = 0)(AX = 0) = 0 holds with probability 1.

b) Ps596(AV = e1)(AX = 0) = 0 holds with probability 2.

¢) P32/96(AV = 0)(AX = e1) = e1 holds with probability 27°.

d) Ps2/06(AV = e1)(AX = e1) = e1 holds with probability 27°.
Property 5. Let AX and AL be input difference and control vector difference
of P23, respectively. Then,

a) Psg32(AL = 0)(AX = 0) = 0 holds with probability 1.

b) Psg/32(AL = €1)(AX = 0) = 0 holds with probability 273,
¢) P3z/32(AL = 0)(AX = e1) = ey holds with probability 25,
d) P3y/32(AL = e1)(AX = e1) = ey holds with probability 2-7,
e) Ps3y/30(AL = e9)(AX = e1) = ey holds with probability 28,

f) Psa32(AL = €1,9)(AX = e1) = ey holds with probability 2~1°.

4 Related-Key Rectangle Attack on Cobra-F64a

Let Ef o E® o E' be the full-round Cobra-F64a, where Ef denotes Round 1,
E° denotes Rounds 2 to 9, and E' denotes Rounds 10 to 16 including the fi-
nal transformation. Note that our full-round attack presented in this section
works through the decryption process of Cobra-F64a, but for clarification, we
describe our 15-round related-key rectangle distinguisher in terms of the encryp-
tion process.



100 J. Lu, C. Lee, and J. Kim

4.1 A 15-Round Related-Key Rectangle Distinguisher

As shown in Table @ the first related-key differential we exploit for this 15-
round distinguisher is the 8-round related-key differential « — [ with probability
p = 2718 for Rounds 2 to 9 (EY): (e1,0) — (0,e1), where the key difference is
Ky®Kp=Kc®Kp = (e1,0,0,0), and the second related-key differential is the
7-round related-key differential ¥ — § with probability ¢ = 27'2 for Rounds 10
to 16, and the final transformation (E*): (e1,0) — (0, 0), where the key difference
is Kn®d Ko =Kp® Kp = (e1,0,0,0). Note that AKy = AK; = (e1,0,0,0) in
this distinguisher, so K¢ = Kp and Kp = K 4.

Table 2. The two related-key differentials in the 15-round distinguisher in Cobra-F64a

[Round(i)]| (AA;, AB;)

(AQTY AQP™)[[Probability

2 (e1,0) (0,0) 2-°¢
3 (0, 61) (0, 61) 1
4 (0,0) (0,0) 1
5 (0,0) (0,0) 1
6 (0,0) (e1,0) 276
7 (0, 61) (0, 61) 1
8 (0,0) (0,0) 1
9 (0,0) (e1,0) 276
output (0,e1) / /
10 (e1,0) (0,0) 2-°¢
11 (0, 61) (0, 61) 1
12 (0,0) (0,0) 1
13 (0,0) (e1,0) 2-°
14 (0, 61) (0, 61) 1
15 (0,0) (0,0) 1
16 (0,0) (0,0) 1
FT (0,0) (0,0) 1
output (0,0) / /

To compute p (defined in Section 2.3) in our attack, we need to sum the square
of the probability of all differentials & — (3* with the same input difference «
through E°, which is computationally infeasible. Instead, we just count those
8-round related-key differentials & — [(* in each of which only the difference
propagation of the second P;;’/ESQ in Round 9 is different from the 8-round related-
key differential « — (8 in Table[2 that is, the input difference and the controlling
vector difference of the second P:g’/em in Round 9 is 0 and ey, respectively, and its
32-bit output difference ¢ has a hamming weight of 2 with one bit difference in
the first byte and the other bit in the second byte (Case A) or one bit difference
in the first two bytes and the other bit in the last two bytes (Case B). The
contributions of the remaining 8-round related-key differentials are negligible.
We now analyze the probabilities corresponding to these two cases. Consider the
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Fig. 1. The P32/96 in PSQ/SQ(AX = O, AV = 61)

second Pg(;/g in Round 9, where the controlling vector difference is e; and the

input difference is 0. The controlling vector difference e; is propagated to V{ ,

V3, and V3 = after the extension £ and the transposition 9(2)/1 in this P?)(;/g
See Figure 1.

— For Case A, there exist only the following two possible sources:

1. The DDP-Box P,/ corresponding to V3 . produces a difference 11, and
the other two DDP-Boxes P,/; corresponding to V{, and V5 produce a
difference 00. From Property 1-d, this holds with a probability of 27! -
271.271 =273, Then, to get any specific difference in Case A, we have
a probability of 273 .273 = 276 as there are three layers of DDP-Boxes
to reach each one-bit difference. As a result, the probability of getting
any specific difference in Case A from this source is 273 -276 = 279,

2. The DDP-Box P,/; corresponding to V{ produces a difference 11, and
the other two DDP-Boxes P,/; corresponding to V5 and Vi . produce
a difference 00. Again, we can learn from Property 1-d that this holds
with a probability of 273. Then, since there are two traces to reach any
specific difference in Case A and there are five layers of DDP-Boxes to
reach each one-bit difference, we have a probability of 2:275.27% = 279,
As a result, the probability of getting any specific difference in Case A
from this source is 273 - 279 = 2712,
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Finally, we can conclude from the above analysis that the probability of
getting any specific difference in Case A is 272 + 2712,
— For Case B, there also exist only the following two possible sources:

1. The DDP-Box P,/; corresponding to V; produces a difference 11, and
the other two DDP-Boxes P,/ corresponding to V{, and V3 . produce a
difference 00, which holds with a probability of 271.271.271 = 273, Then,
as there are four layers of DDP-Boxes to reach each one-bit difference of
any specific difference in Case B, we have a probability of 274.27%4 = 278,
As a result, the probability of getting any specific difference in Case B
from this source is 273 . 278 = 2711,

2. The DDP-Box P,/ corresponding to V{, produces a difference 11, and
the other two DDP-Boxes P,/ corresponding to V5 and V3 . produce
a difference 00, which holds with a probability of 27°. Then, since there
are two traces to reach any specific difference in Case B and there are
five layers of DDP-Boxes to reach each one-bit difference, we have a
probability of 2-27°.27% = 279, As a result, the probability of getting
any specific difference in Case B from this source is 273 - 279 = 2712,

Finally, we can conclude from the above analysis that the probability of
getting any specific difference in Case B is 2711 42712,

Therefore, after considering the probability 272 incurred in the first Pg(;/;% in
Round 9, we can compute a lower bound p = {1-(271%)2+ (}) - (}) - [2712.273.
(279 + 2712)]2 + (116) . (116) . [2712 . 273(2711 + 2712)]2}% ~ 2717.98 for the 321
possible 8-round related-key differentials (e1,0) — (¢, e1), where ¢ € {0, Case A,
Case B}.

To compute ¢ (defined in Section 2.3), we need to sum the square of the
probability of all differentials v* — § with the same output difference § through
E', which is also computationally infeasible. Alternatively, we just count those
7-round related-key differentials v* — ¢ in each of which only the difference prop-
agation of the first P?g’/em in Round 10 is different from the 7-round related-key
differential v — 6 in Table 2] that is, the output difference and the controlling
vector difference of the first P;;’/ZQ in Round 10 (through the encryption direc-
tion) is 0 and ey, respectively, and its 32-bit input difference s has a hamming
weight of 2. After noting that the two one-bit differences of such a differential
can only distribute in the input to one of the three DDP-Boxes P,/ corre-
sponding to V{ , V5 and V3, we can similarly compute a loose lower bound
Z]\: [1 . (2—12)2 +1- (2—13)2 + (?) . (?) . (2—16)2 + (411) . (411) . (2—18)2}% ~ 9—11.83
for the 22 possible 7-round related-key differentials v* — 6. As a result, the
distinguisher holds probability 27123:62(= 264 . (271798 . 9=11.83)2) {1 g right
pair, while it holds probability 2728 for a wrong pair.

Consequently, we can apply this distinguisher to a chosen ciphertext related-
key rectangle attack on the full-round Cobra-F64a. Our attack procedure is as
follows.
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4.2 Attack Procedure

1. Choose 263-81 ciphertext pairs (C;,C5), i = 1,---,25638! guch that C; = C}.
Then, with a chosen ciphertext related-key attack, decrypt all C; and C;}
with the user keys K4 and Kp to get the corresponding plaintexts P; and
P, respectively, where K4 @ Kp = (e1,0,0,0).
2. Guess two 32-bit subkeys (K7, K4) for Round 1 in E7, do the following:
2.1 Partially encrypt all the plaintexts P; with (K7, K4) to get their inter-
mediate values just after Round 1: we denote these encrypted values
by T;. Again, partially encrypt all the plaintexts P with (K3 ®e1, Ky4)
to get their intermediate values just after Round 1: we denote these
encrypted values by 7). Then, store all the values T; and T} into
a hash table. Finally, check it T, T =T ©T, = (e1,0), for
1 <11 <9 §26381.
2.2 If the number of the quartets passing Step 2.1 is greater than or equal
to 6, then record (K1, K4) and all the qualified (73, T}, T3y, T; ); oth-
erwise, repeat Step 2 with another 64-bit key (K1, K4).
2.3 Guess two 32-bit subkeys (K2, K3) for Round 2 in E°, do the following:
(a) Partially encrypt all remaining quartets (7;,, 77", Tl27 T;) with (Ko,
K3) to get their intermediate values Just after Round 2: we de-
note these encrypted values by (T“,T“ T, T ,)- Finally, check if
T, EBT; = T; @ T, = (0,e1) for each quartet.

(b) If the number of the quartets passing Step 2.3-(a) is greater than
or equal to 6, then record (K7, Ko, K3, K4); otherwise, repeat Step
2.3 with other two 32-bit subkeys (K», K3) (if all the 264 possible
(K3, K3) are tested, repeat Step 2 with other two 32-bit subkeys
(K1, K4)).

3. For a suggested (K3, K2, K3, K,4), do a trial encryption with one known
plaintext/ciphertext pair. If one is suggested, output it as the user key of

Cobra-F64a; otherwise, go to Step 2.

The data complexity of this attack is 2648! related-key chosen ciphertexts.

The required memory for this attack is dominated by the encrypted plaintext
pairs (Step 2.1), which is approximately 26481 . 8 = 26781 ;pemory bytes.

The time complexity of Step 1 is 264 81 encryptions. The time complexity
of Step 2.1 is about 264 . 26481 . L. L ~ 912381 ancryptions, where % means
the average fraction of 64-bit key pairs that are tested in Step 2.1. In Step
2.2, the probability that the number of the quartets for a wrong subkey is no
less than 6 is approximately 3._ 6((0) - (2764x2)7 . (1 — 2764x2)i=0) 2= 1T.T7)
where t = 212662 representing the number of the possible quartets. Thus, about
204 . 2=1777 . L~ 94523 gqyubkeys on average pass through Step 2.2, resulting
in about 2108-05(= 24523 264 . 6. 4. L) full-round encryptions in Step 2.3-(a).
In Step 2.3-(b), probability 279 is requlred to satisfy the one-round differential
characteristic for Round 2, and the number of the quartets to be tested in this
step is at least 6, therefore, the probability that a wrong subkey pair (K2, K3)
passes Step 2.3-(b) is about 279 (= (276)6%2). As a result, the expected number
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of the suggested 128-bit subkeys (K1, K2, K3, K4) in Step 2.3-(b) is 213-23(=
245-23.964.9-96) The time complexity for Step 3 is 213-23. Therefore, this attack
requires a total time complexity of 2123-81(x 264-81 4 9123.81 | 9108.65 | 913.23)
encryptions.

Since the probability that a wrong 128-bit key is suggested in Step 3 is ap-
proximately 27%4, the expected number of suggested wrong 128-bit keys is about
2764 213.23 5 9-50.77 \which is quite low. Due to the probability p- g = 272981
in our attack, the expected number of quartets for the right key pair is 8
(=2 2126:62 . 9=64 . (2-2981)2) and the probability that the number of the quar-
tets for the right subkey is no less than 6 is approximately Zf:ﬁ((f) (2764
272981x2yi . (1 — =64, 9=29.81x2)I=4) ~ ().8. Therefore, with a success probabil-
ity of 0.8, our related-key rectangle attack can break Cobra-F64a.

5 Related-Key Differential Attack on Cobra-F64b

5.1 A 19.5-Round Related-Key Differential Characteristic

As shown in Table Bl we exploit a 19.5-round related-key differential char-
acteristic (0,e1) — (e1,0) with probability 2757, where the key difference is
(e1,e1,€1,e1). It is derived from the full-round related-key differential charac-
teristic presented in [I5].

Table 3. The 19.5-round related-key differential characteristic in Cobra-F64b

[Round(i)]| (AA;, AB;)

(AQTMY, AQY) ||Pr0bability

1 (0,61) (61,61) 2_d

2 (0,61) (61,61) 2_d

3 (0,61) (61,61) 273

18 (0,e1) (e1,e1) 27°

19 (0,e1) (e1,e1) 27°
20(hal f) (0,e1) (e1,€e1) il
output (e1,0) / /

t: This probability is just for the difference between the
intermediate values XORed with the 20-th round subkey

In order to reduce the time complexity of our attack, we use the following
filtering property: some possible differences between a pair of ciphertexts can be
partially determined from the output difference (e1,0) of the 19.5-round related-
key differential, for those ciphertext pairs that do not meet these differences
can be discarded immediately. More precisely, as the input difference and the
controlling vector difference of the DDP-Box Pg(;/;% in Round 20 are 0 and
e1, respectively, the output difference of this Pg(;/g should have a hamming

weight of 0, 2, 4 or 6, which is caused by the three inherent DDP-Boxes P/,
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corresponding to V{ , V5 and V3 .. After an analysis on the Pg(;/’;;,

that there are at most (%) - (*7) - (*0) - () - (§) = 31 - 2'® possible values for

those that have a hamming weight of 6, at most (322) . (116) . (116) + (322) . (?) .

(51;) + (116) . (116) . (51;) . (?) = 31-2'2 4 31 .20 4 2! possible values for those
that have a hamming weight of 4, at most (322) = 31 - 2% possible values for

those that have a hamming weight of 2, and only 1 with a hamming weight of

0. Therefore, the number of possible output differences of the Pg(;/g is totally

31-218431.2124-31-2104-214 1 31.24 +1 = 8302065. After XORed with the subkey
difference AK3 = e in the final transformation, these 8302065 possible output
differences of the PS(QA/SP; incur 8302065 possible output differences between the
right halve of the pair of ciphertexts. We denote the resultant 8302065 possible
output differences by the set S. We will not count the possible number for the
left halve, for it seems infeasible due to the right rotation and addition modulo
232 operations in Round 20.

Consequently, we can conduct the following related-key differential attack to
break the full-round Cobra-F64b.

we conclude

5.2 Attack Procedure

1. Choose 259 pairs of plaintexts (P;, P;*) with P, ® P = (0,e1),i = 1,---,250.
Then, with a related-key chosen plaintext attack, encrypt all P; with the
user key K 4 to get the respective ciphertexts C;, and encrypt P with the
related user key K to get the respective ciphertexts C}, where K4 ® Kp =
(e1,e1,e1,€e1). Finally, check if the right halve of the difference C; @ C
belongs to the set S defined above. If not, discard (C;, CY).

2. Guess two 32-bit keys K5 and K3 for the final transformation, do the fol-
lowing:

2.1 Partially decrypt all the remaining ciphertexts C; with (K2, K3) to
get their respective intermediate values just after the data (A1g, B1og)

XORed with the 20-th round subkey ( (2%),0)’ %’O)) in Round 20 (i.e.,

just after the last 0.5 round in Round 20 through the backward direc-

tion): we denote the decrypted values by T;. Again, partially decrypt
all the remaining ciphertexts C; with (K2 @ e, K3 @ e1) to get their
respective intermediate values just after the last 0.5 round in Round

20 through the backward direction: we denote the decrypted values by

T>. Then, check if T; ® T;* = (e1,0).

2.2 If the number of the pairs (T;,T;") passing Step 2.1 is greater than or
equal to 6, then record K5, K3 and all the qualified (T}, T;*); otherwise,
repeat Step 2 with other two 32-bit subkeys K5 and Kj.

2.3 Guess a 32-bit key K, do the following:

(a) For each remaining pair (T}, T;"), partially decrypt T; with (K7, K3)
to get its intermediate value just after the data (A;g, Big) XORed
with the 19-th round subkey ( %’O), %O)) in Round 19 (é.e., just
after the last 1.5 round in Rounds 20 and 19 through the backward

direction): we denote the decrypted values by T;. Again, partially
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decrypt T} with (K @e1, Ko®eq) to get its intermediate value just
after the last 1.5 round in Rounds 20 and 19 through the backward
direction: we denote the decrypted values by TZ . Then, check if
Ti @T;k = (61,0).

(b) If the number of the pairs passing Step 2.3-(a) is greater than or
equal to 6, then output K7, Ko and K3; otherwise, repeat Step 2.3
with another 32-bit subkey K7 (if all the 232 possible K are tested,
repeat Step 2 with other two 32-bit subkeys Ko and K.

3. For a suggested K7, K5 and K3, do an exhaustive search for the remaining
32-bit subkey K4 using trial encryption. Two known plaintext/ciphertext
pairs are enough for this trial process. If a 128-bit key is suggested, output
it as the user key of the full-round Cobra-F64b; otherwise, go to Step 2.

This attack requires 26! related-key chosen plaintexts. The required memory
for this attack is dominated by the ciphertext pairs, which is approximately
261 . 8 = 264 memory bytes.

The time complexity of Step 1 is 261 full-round Cobra-F64b encryptions. Due
to the filtering condition in Step 1, there are only 260 . 8392065 ~ 950.99 yemaining
pairs. So the time complexity of Step 2.1 is about 204 . 25199 . . L~ 2110.67
full-round Cobra-F64b encryptions, where % means the average fraction of 64-
bit key pairs that are tested in Step 2.1. In Step 2.2, the expected number of
pairs recorded for each guessed key is about 274101 . 25099 — 99.98 {5 the
probability that each decrypted pair passes the test of Step 2.1 is about 2764 .
8302065 = 2~41-01 which is due to the fact that the filtering step holds 8302065 =
22299 ciphertext differences. It follows that Step 2.3-(a) requires about 2998 .2.
2%1 . L~ 210066 fyllround Cobra-F64b encryptions on average. Moreover,
in Step 2.3-(a), probability 273 is required to satisfy the one-round differential
characteristic for Round 19 (refer to Table B]), and the probability that a wrong
subkey (K1, K2, K3) passes Step 2.3-(b) is about ZEZG((E)~(2_3)i-(1—2_3)t_i) ~
2753 where t = 278 representing the expected number of the remaining pairs.
The time complexity for Step 3 is 274(= 232 . 2% . 2753 . 1) Therefore, this
attack requires a total time complexity of 2119-67(x 261 4 2110.67 4 9101.66 4 974)
encryptions.

Since the probability that a wrong 128-bit key is suggested in Step 3 is approx-
imately 2728 the expected number of suggested wrong 128-bit keys is about
27128 .97 ~ 2754 which is extremely low. One the other hand, the expected
number of text pairs for the right key pair is 8 (= 26°-2757) and the probability
that the number of the pairs for the right subkey is no less than 6 is approx-
imately Z?:;((Q:D) (275 (1 - 2*57)260’i) ~ 0.8. Therefore, with a success
probability of 0.8, our related-key differential attack can break the full-round
Cobra-F64b.

6 Conclusions

In this paper, we mount related-key attacks on the two DDP-based block ciphers
Cobra-F64a and Cobra-F64b. The related-key rectangle attack on the full-round
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Cobra-F64a requires 248! related-key chosen ciphertexts and a time complexity
of 212381 Cobra-F64a encryptions, while the related-key differential attack on
the full-round Cobra-F64b requires 26! related-key chosen plaintexts and a time
complexity of 211967 Cobra-F64b encryptions.
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Abstract. k-times anonymous authentication (k-TAA) schemes allow
members of a group to be authenticated anonymously by application
providers for a bounded number of times. Dynamic k-TAA allows appli-
cation providers to independently grant or revoke users from their own
access group so as to provide better control over their clients. In terms of
time and space complexity, existing dynamic k-TA A schemes are of com-
plexities O(k), where k is the allowed number of authentication. In this
paper, we construct a dynamic k-TAA scheme with space and time com-
plexities of O(log(k)). We also outline how to construct dynamic k-TAA
scheme with a constant proving effort. Public key size of this variant,
however, is O(k).

We then construct an ordinary k-TAA scheme from the dynamic
scheme. We also describe a trade-off between efficiency and setup freeness
of AP, in which AP does not need to hold any secret while maintaining
control over their clients.

To build our system, we modify the short group signature scheme into
a signature scheme and provide efficient protocols that allow one to prove
in zero-knowledge the knowledge of a signature and to obtain a signature
on a committed block of messages. We prove that the signature scheme
is secure in the standard model under the ¢-SDH assumption.

Finally, we show that our dynamic k-TAA scheme, constructed from
bilinear pairing, is secure in the random oracle model.

Keywords: k-TAA, dynamic k-TAA.

1 Introduction

Teranisi et al. [I8] proposed k-times anonymous authentication (k-TAA) so
that users of a group can access applications anonymously while application
providers (AP) can decide the number of times users can access their applica-
tions. In k-TAA, there are three entities, namely, group manager (GM), applica-
tion providers (AP) and users. Users first register to GM and each AP announce
independently the allowable number of access to its application. A registered
user can then authenticate himself to the AP’s anonymously, up to the allowed
number of times. Anyone can trace a dishonest user who tries to access an ap-
plication for more than the allowable number of times.

* This work is partially supported by ARC Linkage Project Grant LP0667899.

R. De Prisco and M. Yung (Eds.): SCN 2006, LNCS 4116, pp. 111-{I25] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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In k-TAA, AP’s have no control over the group of users accessing their appli-
cations. In actual scenarios, AP’s may wish to select their own group of users.
Dynamic k-TAA, proposed by Nguyen et al. [15], has added this flexibility over
ordinary k-TAA systems. In a dynamic k-TAA, the role of AP’s is more active
and they can select their user groups, granting and revoking access of registered
users independently.

Many existing k-TAA schemes (and dynamic k-TAA schemes) [I8/15] are quite
efficient, with time and space complexities independent of the total number of
users. However, size of the public key of AP’s, together with the communication
cost between users and AP’s, are both of order O(k). The computational cost
of the user for an authentication protocol is also of order O(k). In this paper,
we construct A-TAA and dynamic k-TAA scheme with complexity of O(log(k)).
We also outline how to reduce the proving cost to O(1) at the cost of public key
size of AP.

In constructing our scheme, we modify the short group signature from Boneh
et al. [2] into a signature scheme, which we shall referred to as BBS+ signature,
with two protocols, similar to [SIT0] (referred to as CL, CL+ respectively here-
after). We do not claim originality of this modification as it has been outlined in
[10]. However, we supply the details of the modification, together with the pro-
tocols and analyze its security. In particular, the protocol of showing possession
of a signature is different from [2] in which the modified protocol achieve per-
fect zero-knowledge while the original protocol is computational. We prove that
BBS+ signature is secure in the standard model under the ¢-SDH assumption.
This BBS+ signature could be used as building blocks for other cryptographic
systems. It has similar properties to CL (based on Strong RSA) and CL+ sig-
natures (based on LRSW). To sign a block of messages, the signature scheme
outperforms the existings schemes in the literature (signature size of CL+ is
linear to number of messages in the block to be signed, CL is 1346 bits while
BBS+ is only 511 bits).

The recently proposed group signature from [5] can also be modified into
signature scheme with efficient protocol secured in the stand model. However,
the signing of a message have to be done in a bit-by-bit manner.

1.1 Related Works

Very recently, Teranishi and Sako [19] proposed an ordinary k-TAA scheme with
constant proving cost. We shall refer to it as TS06 hereafter. Our ordinary k-
TAA scheme, constructed from the dynamic one following the outline of [I5],
is very similar to TS06. Our construction can be thought of as an extension
of TS06 to dynamic k-TAA to give AP more control over their clients. This
is achieved by the use of dynamic accumulator and the idea of using dynamic
accumulator for access control was introduced in [9]. Finally, as pointed out in
[19], k-TAA shares certain similarities with compact e-cash schemes, introduced
in [7]. The main difference being in k-TAA schemes, each provider may chooses
its only k and a user could authenticated himself k; times to provider-1, ks
times to provider-2, etc., while in a compact e-cash scheme, the user can only
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spend his wallet a total of k times to all the shops combined. Nevertheless, the
techniques used in our scheme is very similar to the compact e-cash scheme
[7]. The main difference being we show how to incorporate the provider’s name
into the pseudo-random function such that authentication to different providers
cannot be linked together.

Finally, the BBS+ signature we analyzed can be regarded as an extension of
a digital signature scheme very recently proposed by [I6] to support signing of
block of committed messages.

Our Contributions

— we construct efficient dynamic k-TAA, k-TAA scheme.

— we reduce the security of our scheme to well-known intractable assumptions
in the random oracle model.

— we analyze an modification of the BBS group signature, provide efficient
protocols, and show its security in the standard model.

Organization. The rest of the paper is as follows. Preliminaries are presented
in Section 2l We then briefly review the security notions in section Bl Our con-
struction is shown in Section [ followed by its variants in Section 5l Complexity
and security analysis are given in Section [l Finally, we conclude in Section [

2 Preliminaries
2.1 Notations
Let e be a bilinear map such that e : G; X Gy — Gr.

— G1 and Go are cyclic multiplicative groups of prime order p.

— each element of G, G2 and G7 has unique binary representation.

— go, ho are generators of G; and G2 respectively.

— 1 : G2 — Gy is a computable isomorphism from Go to G1, with ¥(hg) = go.
— (Bilinear) Vx € Gy, y € G2 and a, b € Z,, e(z%,y°) = e(x,y)?®.

— (Non-degenerate)e(go, ho) # 1.

G4 and G2 can be same or different groups. We say that two groups (G1, G2)
are a bilinear group pair if the group action in Gi, Go, the isomorphism ¢ and
the bilinear mapping e are all efficiently computable.

2.2 Mathematical Assumptions

Definition 1 (Decisional Diffie-Hellman). The Decisional Diffie-Hellman
(DDH) problem in G is defined as follow: On input a quadruple (g,9%, g%, g°) €
G*, output 1 if c = ab and 0 otherwise. We say that the (t,¢)-DDH assumption
holds in G if no t-time algorithm has advantage at least € over random guessing
in solving the DDH problem in G.
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Definition 2 (¢-Strong Diffie-Hellman). The ¢-Strong Diffie-Hellman (q-
SDH) problem in (G1,Gz2) is defined as follow: On input a (q + 2)-tuple (go, ho,
h, th, <o hE") € Gy x G, output a pair (A, ) such that AFHE) = g5 where
c € Z;,. We say that the (q,t,€)-SDH assumption holds in (G1,G2) if no t-time
algorithm has advantage at least € in solving the q-SDH problem in (G1, Gs).

The ¢-SDH assumption is shown to be true in the generic group model [IJ.

Definition 3 (y-Decisional Diffie-Hellman Inversion Assumption). The
y-Decisional Diffie-Hellman Inversion problem (y-DDHI) in prime order group
G is defined as follow: On input a (y + 2)-tuple g,g"”,g"”Q, g™ g% e GYt2,
output 1 if c = 1/x and 0 otherwise. We say that the (y,t,€)-DDHI assumption
holds in G if no t-time algorithm has advantage at least € over random guessing
in solving the y-DDHI problem in G.

2.3 Building Blocks

Verifiable Random Function. Our constant-size dynamic k-TAA make use
of verifiable random function (VRF), introduced in [13]. Informally speaking, a
VREF is a pseudo-random function with non-interactive proof of correctness of its
output. The VRF used in our paper is due to Dodis et al. [I1] and is described as
follows. The pseudo-random function f is defined by a tuple (G, p, g, s), where
G is a cyclic group of prime order p, g a generator of G, and s is a seed in Z,,. On
input x, fg, pgs(x) = gﬁ. Efficient proof such that the output is correctly
formed (with respect to s and x in some commitment scheme such as Pedersen
Commitment [I7]) exists and the output of f is indistinguishable from random
elements in G, if the y-DDHI assumption in G, holds. The verifiable random
function in [IT] uses a stronger bilinear version of the y-DDHI assumption, see
[7] for details.

Accumulator. Our construction is built based on the accumulator with one-
way domain due to [I4]. Rougly speaking, an accumulator is an algorithm to
combine a large set of values ({x;}) into a short value v. For each value z; € {z;},
a witness w; exists and with wj, it can be proved that z is indeed accumulated
into v. An accumulator is dynamic if it allows values to be added or deleted
dynamically.

Signature Scheme with Efficient Protocols. In this paper, a signature
scheme with efficient protocols refers to signature scheme with two protocols:
(1) a protocol between a user and a signer with keys (pk, sk). Both user and
signer agreed on a commitment scheme such as Pedersen commitment. The user

input is a block of messages (m,---,myz) and a random value r such that
C=PedersenCommit(my,--- ,myg,r). After executing the protocol, user obtains
a signature on (mgy,---,myz) from the signer while the signer learns nothing

about the block of messages. (2) a protocol to proof the knowledge of a signa-
ture. This allows the user to prove to a verifier that he is in possession of a
signature. Examples include CL signature, CL+ signature [8I0]. In this paper,
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we analyze another signature scheme with efficient protocols which is a modifi-
cation of the short group signature from Boneh et al.[2], that we referred to as
BBS+ signature.

3 Security Model

3.1 Syntax

We follow the model of dynamic k-TAA in [15] and briefly review them. A dy-
namic k-times anonymous authentication is a tuple (GMSetup, Join, APSetup,
GrantingAccess, RevokeingAccess, Authentication, PublicTracing) of six polynomial
time algorithms between three entities GM, APs, users. The following enumer-
ates the syntax.

— GMSetup. On input a unary string 1%, where A is a security parameter,
the algorithm outputs GM secret key gsk and group public key gpk. All
algorithms below have implicitly gpk as one of their inputs.

— Join Protocol. This protocol allows a user to join the group and obtain a
member public/secret key pair (mpk, msk) from GM. The GM also add the
user’s identification and member public key to an identification list.

— APSetup. An AP publishes its identity /D and announces the number of
times k£ a group member can access its application. It may also generate
certain public and private key for the AP.

— GrantingAccess. Each AP manages its own access group AG which is initially
empty. This procedure allows the AP to give selected group members the
permission to access his application.

— RevokingAccess. It allows the AP to remove a member from his access group
and stop a member from accessing his application.

— Authentication Protocol. The user authenticated himself to an AP under this
protocol. The user is authenticated only if it is in the access group of the
AP and the number of accesses have not exceeded the allowed number k.
AP records the transcripts of authentication in an authentication log.

— PublicTracing. Anyone can execute this procedure using public information
and the authentication log. The outputs are user ¢’s identity, GM or NO-ONE
which indicates “user 7 tries to access more than k times”, “the GM cheated”
and “there is no malicious entity in this authentication log” respectively.

A dynamic k-times anonymous authentication must possess Correctness which
means that an honest member who is in the access group of an honest AP, and
has not authenticate himself for more than the allowed number of times, must
be authenticated by the AP.

3.2 Security Notions

We briefly recall security requirements, for formal definition please refer to
[15U18].
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— D-Detectability. Roughly speaking, it means that a subset of colluded users
cannot perform the authentication procedure with the same honest AP for
more than the allowed number of times, or they must be detected by the
PublicTracing algorithm.

— D-Anonymity. Tt is required that no collusion of AP, users and GM can
distinguish between authentication executions of two honest group members
who are in the access group of the AP.

— D-Exculpability. It is required that an honest user cannot be accused of hav-
ing performed the authentication procedure with the same honest AP for
more than the allowed number of time. It is also required that the Public-
Tracing algorithm shall not output GM if the GM is honest even though the
AP and the users colludes.

4 Our Construction

Our dynamic k-TAA is built from the ¢-SDH based accumulator due to Nguyen
[14] and a modification of the BBS group signature [2], that we call BBS+
signature, which is a signature scheme with efficient protocols. BBS+ signature
is unforgeable against adaptive chosen message attack in the standard model
under the ¢-SDH assumption and we also propose two protocols:(1) for issuing
a signature on a committed value (so the signer has no information about the
signed value), and (2) for proving knowledge of a signature on a committed
value. We first describe the global common parameters, followed by descriptions
of BBS+ signature and finally our dynamic k-TAA scheme.

4.1 Global Common Parameters

Let A be the security parameter. Let (Gi1,G2) be a bilinear group pair with
computable isomorphism v as discussed such that |Gi| = |Gz| = p for some
prime p of A bits. Assume G, be a group of order p where DDH is intractable.
Let H : {0,1}* — Z,, Hepi{0,1}* — G, be cryptographic hash functions. Let
9o, 91, 92, g3 be generators of Gy, hg, h1, ho, hg be generators of group G, such
that 1 (h;) = ¢; and g, u1, u2, uz be generators of G, such that relative discrete
logarithm of the generators are unknown. One possible way is to make use of
some hash functions f : {0,1}* — G1, g : {0,1}* — G, and set h; = f(seed, 1),
gi = ¥(h;), u; = g(seed, i) for some publicly known seed.

Remarks: the generation of this common parameters can be done by GM or some
trusted third parties.
4.2 BBS+ Signature

The idea of modifying the BBS group signature into a signature with efficient
protocols is stated in [10]. We supply the details, provide efficient protocols and
prove its security.

KenGen. Randomly choose v €r Z;, and compute w = ho”. The secret key is
and the public key is w.
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Signing block of messages. On input (my,--- ,mz) € Z}, choose e and a random
number s, compute A = [gogigs g5 ? - g?jl]%v Signature on (my, -, mr)
is (4, e, s).

Signature Verification. To verify a signature (A, e, s) on (mq,---,myr) , check if

e(A, wh§) = e(gogigs" 95" -~ g1t ho)-
Regarding security of BBS+ signature whose proof shall appear in the full
version of the paper.

Theorem 1. BBS+ signature is unforgeable against adaptively chosen message
attack under the q-SDH assumption.

Protocol for Signing Committed Block of Messages. The user computes a Pedersen
Commitment on the block of messages to be signed by C,, = g5 g5 g5 - - g7t
The user also needs to prove to the signer that C,, is correctly formed by the
following PK: PK{(s',m1,---,mp) : Cp, = gf,ggnlg;)”"’ g7t }- The signer
then chooses s”, e, computes A = [gogf”C’m]ﬁ and sends back (4, e, s”) back
to the user. The user computes s = ¢’ + s” and the signature on the block of
messages is (A, e, s). For whatever block of messages (mq,- -+ ,my,), there exists
an s such that C,, = g5 gi" g2 - - -g74, and s’ completely hides the information
about the block of messages. Thus, the signer learns nothing about the block of
messages to be signed.

Proof of Knowledge of A Signature. We give a zero-knowledge proof of knowl-
edge protocol for showing possession of a signature. Using any protocol for
proving relations among components of a discrete-logarithm representations of
a group element [6], it can be used to demonstrate relations among compo-
nents of a signed block of messages. A user possessing a signature (A, e, s) on
the block of message (my,---,myz) can compute SPK{(4,e,s,my, -+, mr)
AT = gogigy"t g5 g1t (M) by first computing the following quantities:
Ay = g7'9y°, A2 = Agy' for some randomly generated 71,72 €g Zjy. Then it
computes the following SPK I75.

HS : SPK{(T17’I’2,67(51,(52,€, S, My, -+ 7mL) :
61 6 e(Aa,
Au=giigs N Af=gligh N Y =

e(Az, ho)~“e(g2, w)™ e(ga, ho)* e(g1, ho)*e(g2, ho)™ - - - e(gL 41, ho)mL}(M)
where 61 = r1e and 82 = rqe.

Regarding SPK IT5, we have the following theorem which is straight forward
and the proof is thus omitted.

Theorem 2. II5 is an non-interactive honest-verifier zero-knowledge proof-of-
knowledge protocol with special soundness.

Remarks: this protocol is a different from the protocol in [2], where the HVZK is
computational (under the DLDH assumption) while ITs is perfect. One possible
reason is that the SDH protocol in [2] is used for group signature scheme where
certain user information in ‘verifiably encrypted’ within the protocol for GM to
revoke identity of the signer.
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4.3 Overview of Our Construction

Join. The GM is in possession of the public/secret key pair of BBS+ signature.
User randomly generates z € Z,, and ug is the identity of the user. A membership
certificate of a user is a BBS+ signature (of the form (A, e) ) on the set of values
(s,t,x), where s and ¢ are also random elements in Z,*. Finally, (ug, €) are placed
on an identification list.

GrantingAccess/RevokeAccess. Each AP generates its own accumulator due to
Nguyen [I4]. It accumulates the value e into the accumulator and gives the
witness wap to the user. To revoke access, the AP removes the value e from the
accumulator.

In the variant of our scheme (to be shown in the next section), AP only
publishes the access group and let the users work with the accumulator itself.
This makes it possible to remove the interactive granting access/revoke access
protocol. The cost is that user has to perform O(|AccessGroup|) operations to
obtain his own witness.

Authentication. The idea is to have the users prove to the AP that it is in pos-
session of a BBS+ signature (4, e, s) from the GM on the values (¢, x), and that
e is inside the accumulator of the AP. To restrict the user from authenticating
himself for more than & times, pseudo-random function(PRF) due to Dodis and
Yampolskiy [I1] is used as follow. Let usap be a random element in a cyclic

1
stIap+1

group equal to hash of identity of the AP. The user computes S = up and
proves that S is correctly formed with respect to the BBS+ signature component
s. Also, user needs to prove that 1 < J4p < k. In this way, for a particular AP,
the user can only generate k valid S, which we called serial number. If he at-
tempts to authenticate himself for more than k times, duplicated serial number
has to be used and can thus be detected.

Finally, to allow revocation of identity of user attempting to authenticate him-

self for more than k times, another component 1" = uguXr};]AP 1 is added, where

R is a random nonce chosen by the AP during each authentication attempt. User
needs to prove that T is correctly formed. In case the user attempts to use the same
serial number to authenticate twice, due to R being different, the two T’s shall be
different. With different T"s, identity of the cheater, u§, can be computed.

Remarks: it is obvious that other signature schemes with efficient protocol such
as CL, CL+ could also be used for our scheme. However, in our case, BBS+
is most suitable for two reasons: (1) it is most efficient in our context and (2)
the accumulator we used is based on the ¢-SDH assumption for which security
of BBS+ signature also relies on.

4.4 Details of Our Construction

GMSetup. The GM randomly selects v €r Z; and computes w = ho”. The GM
also manages an identification list which is a tuple (i, U;, e;) where 4 refers to
user 7 and Uj; is an entry for identification of user and e; is called the membership
public key of user i. See Join for a more detailed description of this item.
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APSetup. Each AP publishes his identity I D and a number &, much smaller than
2*. In addition, each AP selects hap € Ga, gap € Zj,. The public and secret
keys for the AP are hap,pap = hi{(‘]f and gap respectively. The AP maintains
an authentication log, an accumulated value, which is published and updated af-
ter granting or revoking access of a member, and a public archive ARC' which is
describe as follows. The ARC'is a 3-tuple (arci, arca, arcs) where arc; is a com-
ponent of the membership public key of a user, arcs is a single bit 0/1 indicating if
the member was granted (1) or revoked (0). Finally, arcs is the accumulated value
after granting or revoking the member. Initially, the authentication log and ARC

are empty while the accumulated value is set to hap.

Join. User 7 obtains his membership secret key from GM through the following
interactive protocol.

L. User i randomly selects s',t,z €r Zy; and sends C' = gf/ gLg%, along with
the proof ITy = PK{(s',t,z) : C' = g gbg%} to GM.

2. GM verifies that Iy is valid and randomly selects s” €r Zy. It sends s" to
the user.

3. User computes s = s’ + s’ and add an entry (i,U;) = (4, ul) to the identifi-
cation list and send a proof II} = PK{(s,t,x): U; =u NC = g{gbg¥ NC =
C'gi"}.

4. GM computes C = C’gf”, check that Iy is valid , and selects e €r Zj.
It then computes A = (goC’)ﬁ and sends (A4, e,s”) to the user. GM also
appends e to the entry (i,U;) to make it (i,U;, e)

5. User checks if e(A, wh§) = e(gog; g59%, ho). It then stores (A, e, s,t, x). User’s
membership public key is e and membership secret key is (4, s, t, ).

GrantingAccess. An AP grants access to user ¢ with membership public key e and
secret key (A4, s, t, z) as follows. Suppose there are j tuples in the AP’s ARC' and
the current accumulated value is v;. The AP computes a new accumulated value
Vi1 = vj"‘q“’. Then the AP adds (e, 1,vj41) to the ARC. The user keeps w = v;
as his witness that his public key has been accumulated in the accumulated
value. Existing members in the access group update their own witness by the
information of ARC as follows. User with membership key e, and witness we
such that weT94P = ¢, computes wye,, = v;wE™ . In this case wik 4P = v;4q
and Wy Serves as a new witness for user ey.

RevokingAccess. An AP revokes access from user ¢ with membership public
key e, such that (e, 1,v) is a tuple in the ARC, as follows. Suppose there are
J tuples in the AP’s ARC and the current accumulated value is v;. The AP

1
computes v 1 = v; " 47 Tt then adds (e,0,v;11) to ARC. Similar to the case of
GrantingAccess, existing members in the access group update their own witness

by the information of ARC', which is shown as follows. Suppose user e, possesses
1
witness such that wé 947 = v, it computes wyew = (We/vj11)° % such that

+ v L piapte 1
€ TJAP — 3 e—er — Jjt+1 e—ep — 19y
Whpew = [UQAP+“k] ko= [,U‘ZAP""%] k= Ujt1-

j+1 Jj+1
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Authentication. The user manages a set of counters, one for each AP , Jap,
such that it did not attempt to sign more than k times for each AP. User with
membership public key e and secret key (A, s,t, x), having granted access from
the AP and thus possesses a witness wap such that wiﬁ.ﬂAP = vap where vap is
the current accumulated value of the AP authenticates himself by the following

interactive protocol. For simplicity we drop the subscript AP for gap and vap.

— AP sends a random seed € {0,1}* to user. In practice, seed can be some ran-
dom number or information about the current session. Both parties compute
R = H(seed) locally.

— User computes uap = Heypi(IDap) where ID4p is the identity of the AP.

1 R
J 1 J 1 .
User then computes S = u 4P T = u2u 4P and proves in zero-
AP ) 0UAP

knowledge manner (1) - (5):

L. A" = gogig593 .

2. wZJ;q =,

TaAp s+l
3. S=uyp g
4. T =ufu ;.
5. 1< Jap <k

— The above can be abstracted as

I : SPK{(A7e7s,t,x,w, Jap):
1
AT = gogighgs A wTT=v A S =uypt T A
T = u%ui’}‘f““ AN 1< Jap < k}(M)
— AP then verifies that the SPK is correct. If yes, then accept and saves S, T,

R into database.
— User then increases its counter, J4p, by one.

Instantiation of II,. Upon receiving seed, the user computes the following

quantities: A} = g'gh?gs?, Ay = Agh', Az = wapgs?, Ay = g{*"ghgst, S =
1 S
u T = ufu P R = H(seed) and computes the following SPK IT3.

Hg : SPK{(’I“l,’I"Q,’I“g,T4,61,62,63,64,6J,6t,€,s,t,.73, JAP) :
Ar = gitgsgs® A AT = g 6595 A

% = e(gs, hap)®e(gs, pap)™e(As, hap)~¢ A

ez} — e(gr, ho)e(ga, ho)'e(gs, ho)®e(gs, ho)* e(gs, w)"* e( Az, ho) = A
LR = STAPSS N As= 9" ghgst N AT = g1 95 95" A

R
Yar = plarTlyg T ugbu A 1< Jap < k}(M)

where 61 = r1e,02 = r9e,03 = rze, 65 = Japx, by = tx, 04 = ry.

For a more detail protocol for the range check of Jyp, please refer to the
appendix [Al
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PublicTracing. For two entries (SPK,S,T, R) and (SPK', 5", T R), if S # 5’,
then the underlying user of both authentications has not exceeded its prescribed
usage k or they are from different user.

If S = §’, then everyone can compute uf = (%)((R,_R)_l). From % and
the identification list, output ¢ as the cheating user. Now if ufj does exist, it can
be concluded that GM has deleted some data from the identification list and
output GM.

5 Variants of Our Scheme

5.1 Trading Computation Efficiency for Setup-Freeness

We propose a variant of our scheme where the AP enjoys a high degree of setup-
freeness. That is, the AP only needs to publish its access group, identity ID and
bound k. In this new scheme, interactive GrantingAccess and RevokingAccess
are no longer needed and there is no need for the AP to keep the ARC, too. The
price is that user will have to compute the witness for the AP by himself with a
procedure of O(n) steps, where n is the size of the access group. Moreover, each
time the access group changes, user need to perform this O(n) steps to compute
a new witness again.

We highlight the changes as follow. In the init phase, a common accumulator
is initialized for all AP’s by randomly selecting ¢ €r Z;, and computing ¢; = hoqL
for i =1, -+, timaz, Where t;q, is the maximum number of users in an access
group. This procedure can be done by the GM or a trusted third party.

In APSetup, the AP only needs to publish is identity and bound k. It also
needs to maintain a list of users allowed to access its application. Interactive
grating access and revoking access are removed. The AP simply needs to change
the content of the list of users in its access group.

Finally, users in the access group have to compute their own witness as follow.
Retrieve the list of membership public key {e;} of the AP’s access group. User

with membership public key e; € {e;} first accumulates the set {e;} into a value
k=I{e;}|

v by computing v = hy":l (s hig quantity could be computed without
knowledge of ¢ using the ¢;. Note that both user and AP can compute v locally.

k={e;}|

. il (et .

The user also computes the witness w by hg[kfl"“#’ (619 Gch that plated) — o
The rest of the protocol follows the original scheme, and same SPK II3 is

used.

5.2 Trading Key-Size for Constant Proving Effort

Motivated by [19], we outline how to a construct dynamic k-TAA with constant
proving effort. Each AP has to publish k signatures Sig(1),---,Sig(k). In the
proof, instead of proving 1 < Jap < k (which has complexity O(log(k))), the
user proves possession of signature on Jap (which has complexity O(1)). This
indirectly proves that Jsp is within the range. The price to pay is that, the
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public key size of the AP is now linear in k, and user colluding with AP can
be untraceable (since the malicious AP can issue several Sig(Jap) for the user.
BBS+ signature is a natural candidate for the signature scheme used by the AP.

5.3 A New k-TAA Scheme

Our scheme can be further modified into an ordinary k-TAA scheme following
the outline in [I5]. It should be noted that the scheme constructed this way is
very similar to the TS06 scheme. The modification is shown in appendix Bl

6 Security and Efficiency Analysis

6.1 Efficiency Analysis

Following the parameters suggested by Boneh et al.[312], we can take p = 170
bits and each group element in G, G2 can be represented by 171 bits. The
authentication protocol will then consists of AP sending a 160-bit seed to the
prover, while SPK I3 consists of 16 elements in Z7, 4 elements in G; and 2
elements in G,. Assume elements in G, is represented by 171 bits (using another
elliptic curve group where pairing is not available[12]). Range proof of J4p could
be efficiently done if we set k& = 2" for some integer k, using the protocol in
appendix [A] bits transmitted is ((5 + 3x) * 170 + 171k).

Then II3 consists of 574.5 + 85log(k) bytes. On the other hand, if we im-
plement the tradeoff described in Section [Bl the range proof is replaced by the
possession of a BBS+ signature, which is of size 213 bytes. The following ta-
ble summarizes the communication cost of most (dynamic) k-TAA schemes in
the literature. Security parameters of all schemes are set such that they have
comparable security with standard 1024-bit RSA signature (though it should be
noted that, the parameters are in slight favor towards NS05 [I5], since they use
group of orders of a 160-bit prime which result in a slightly weaker security than
the 1024-bit RSA signature). The first 3 entries of the table are taken from [15].
Note that k is the allowable number of authentication.

Bytes sent by AP| Bytes sent by User |Dynamic
TFS04 scheme 40 60k 4 1617 No
NSO05 ordinary 20 60k + 224 No
NSO05 dynamic 20 60k + 304 Yes
Our dynamic scheme 20 700 or 574 + 85log(k)| Yes
T'S06 scheme 20 500 or 300 + 85log(k)| No

In TSO06[19], full details of the proof of knowledge protocol is not given and
thus the figure is just an estimation. We assume same proof of knowledge on
range is used. TS06 makes use of a group signature scheme [12](referred to as FI
scheme hereafter) as we use the BBS+ signature scheme for the join protocol.
Assume TS06 uses the signature protocol of the FI scheme for proving knowledge
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of a membership certificate, which is 1711 bits(very similar to BBS+). A point to
note is that if used this way, the zero-knowledge of the protocol is computational
(under the DDH assumption).

6.2 Security Analysis

Regarding the security of our dynamic k-TAA, we have the following theorem
whose proof shall appear in the full version of the paper.

Theorem 3. Our scheme possesses D-Detectability, D-Anonymity and D-Ezx-
culpability under the y-DDHI assumptions in the random oracle model.

7 Conclusion

We constructed a constant-size dynamic k-TAA scheme, modified it to an ordi-
nary k-TAA scheme, and proved its security. We also analyzed the efficiency of
our system and compare it with existing (dynamic) k-TAA schemes. Our scheme
outperforms any existing dynamic k-TAA schemes in the literature. Finally, the
BBS+ signature we analyze could be useful for other cryptographic systems.

References

1. D. Boneh and X. Boyen. Short Signatures Without Random Oracles. In Eurocrypt
2004, pages 56-73, 2004.

2. D. Boneh, X. Boyen, and H. Shacham. Short Group Signatures. In Crypto 2004,
pages 41-55, 2004.

3. D. Boneh, B. Lynn, and H. Shacham. Short Signatures from the Weil Pairing. In
Asiacrypt 2001, pages 514-532, 2001.

4. F. Boudot. Efficient Proofs that a Committed Number Lies in an Interval. In
FEurocrypt 2000, pages 431-444, 2000.

5. X. Boyen and B. Waters. Compact Group Signatures Without Random Oracles. In
Eurocrypt 20006, also available at http://www.cs.stanford.edu/~xb/eurocrypt06/.

6. J. Camenisch. Group Signature Schemes and Payment Systems Based on the
Discrete Logarithm Problem. PhD Thesis, ETH ZAurich, 1998. Diss. ETH No.
12520, Hartung Gorre Verlag, Konstanz., 1998.

7. J. Camenisch, S. Hohenberger, and A. Lysyanskaya. Compact E-Cash. In Eurocrypt
2005, pages 302-321, 2005.

8. J. Camenisch and A. Lysyanskaya. A Signature Scheme with Efficient Protocols.
In SCN 2002, pages 268-289, 2002.

9. J. Camenisch and A. Lysyanskaya. Dynamic Accumulators and Application to
Efficient Revocation of Anonymous Credentials. In Crypto 2002, pages 61-76,
2002.

10. J. Camenisch and A. Lysyanskaya. Signature Schemes and Anonymous Credentials
from Bilinear Maps. In Crypto 2004, pages 56-72, 2004.

11. Y. Dodis and A. Yampolskiy. A Verifiable Random Function with Short Proofs
and Keys. In PKC 2005, pages 416-431, 2005.

12. J. Furukawa and H. Imai. An Efficient Group Signature Scheme from Bilinear
Maps. In ACISP 2005, pages 455-467, 2005.



124 M.H. Au, W. Susilo, and Y. Mu

13. S. Micali, M. O. Rabin, and S. P. Vadhan. Verifiable Random Functions. In FOCS
1999, pages 120-130, 1999.

14. L. Nguyen. Accumulators from Bilinear Pairings and Applications. In CTRSA
2005, pages 275-292, 2005.

15. L. Nguyen and R. Safavi-Naini. Dynamic k-times Anonymous Authentication. In
ACNS 2005, pages 318-333, 2005.

16. T. Okamoto. Efficient Blind and Partially Blind Signatures Without Random
Oracles. In TCC 2006, pages 80-99, 2006.

17. T. P. Pedersen. Non-Interactive and Information-Theoretic Secure Verifiable Secret
Sharing. In Crypto 1991, pages 129-140, 1991.

18. 1. Teranishi, J. Furukawa, and K. Sako. k-Times Anonymous Authentication (Ex-
tended Abstract). In Asiacrypt 2004, pages 308-322, 2004.

19. I. Teranishi and K. Sako. k-Times Anonymous Authentication With a Constant
Proving Cost. In PKC' 2006, pages 525-542, 2006.

A Range Proof for Jup

Secure and efficient exact proof of range is possible in groups of unknown order
under factorization assumption [4]. Here, we make use of the fact that if we set
k = 2! for some integer t, efficient range check for J4p could be achieved as
follows.

Let g, h be two generators of a cyclic group G of order p whose relative discrete
logarithm is unknown. To prove knowledge of a number J such that 0 < J <k
in a commitment C; = g’h", let J; be the i-th bit of J for i = 1,---¢. Compute
C; = g’ih"i for some 7; €R Zy for i =1,--- ,t. Compute the following SPK.

Hrange : SPK{(J,CLI), T, T‘Z') :
Cy=g’h" A Cyfg=g"h" A [Ij—, (C))¥ =g7ht A

(G = b v Cifg = h”]éii}(M)

n .

where a = J — 1, b =[[,_, r;2’.

The total protocol consists of 4+t elements in Z,, 2t 41 challenges also in Z,
and ¢t C;’s in G. In our protocol, total size of the range proof is (5 + 3t) * 170 +
t* 171 bits.

B A New Ek-TAA Scheme

We show how to modify our dynamic k-TAA scheme to an ordinary k-TAA
scheme. It turns out to be very similar to TS06. As mentioned in [I5], a user in
dynamic k-TAA needs to prove to an AP three conditions:

1. he has been registered as a group member;
2. he is in the access group of the AP;
3. he has not accessed the AP for more than the allowable number of times.
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For ordinary k-TAA, a user just need to prove condition (1) and (3). The modi-
fication is outline as follow. The setup of the accumulator is removed and there
are no GrantingAccess and RevokingAccess. In the authentication procedure,
the following SPK is carried out.

SPK{(A,e,s,t,m, Jap) :
1
A = gogighgy A S =yt A
R

The above can be instantiated as the following SPK I14. Upon receiving seed,
the user compute the following quantities: A1 = gj'gs?, As = Agy', Az =
R

glJAPgég?, S = uy T = wfu T R = H(seed) and compute the

following SPK.

H4 : SPK{(’I’l/”Q,’I’g,617(52,6376J,6t,6787t,$, JAP) :
_ T, T2 e _ 61,62
Ar=yg1'95° N AT =97"95" A
Sz) (g, ho)*e(ga, ho)'e(ga, o) e(ga, ho) e(gz, w)" e( Aa, ho) ¢ A

'MATP — §Jargs A As :gi]APgéggis A A§ =nggg*g§3 A

R
Yap = TIarTly Oy Oty A 0 < Jap < k}(M)

where 61 = r1e,00 = r9e,05 = Japx, by = tx, 63 = ryx.
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Abstract. We present specifications and provably-secure protocol, for
fully automated resolution of disputes between a provider of digital goods
and services, and its customers. Disputes may involve the timely receipt
of orders and goods, due to communication failures and malicious faults,
as well as disputes on the fitness of the goods to the order. Our design
is a part of a layered architecture for secure e-commerce applications [I],
with precise yet general-purpose interfaces, agreements and validation
functions (e.g. automatically resolving disputes on quality or fitness of
goods). The modular design of the protocol and specifications, allows
usage as an underlying service to different e-commerce, e-banking and
other distributed systems. Our protocol operates efficiently, reliably and
securely under realistic failure and delay conditions.

1 Introduction

Modern commerce allows clients to securely place orders at providers, and re-
ceive goods or services in timely manner. Clients and providers can use different
mechanisms to resolve disputes on the delivery of the orders and of the goods,
and on the quality or fitness of the goods (for the given order).

Obviously, the efficiency and security of the dispute resolution process are
critical - and especially for digital transactions (electronic commerce). Indeed,
there are many works on avoiding disputes and/or on enabling dispute resolution
for secure e-commerce; specifically, this is of the main applications of digital
signatures.

However, surprisingly, existing works do not provide fully automated resolu-
tion of disputes on the timely provision of appropriate goods/services, to satisfy
a given order. There are many works on avoiding specific disputes, e.g. ensuring
atomic contract-signing or fair exchange; however these apply only to specific
interactions, and not to general orders. Other works deal with dispute resolu-
tion via evidences (‘non-repudiation’), however without rigor specifications and
proofs, and without clear interfaces allowing modular design. As a result, existing
electronic commerce lack appropriate automated dispute-resolution processes,
and depend on manual resolution - or simply on customers accepting the records
of the service providers (e.g., broker). Considering that communication systems
are subject to failures, and that computer systems are subject to attacks by third
parties, we find the current situation of e-commerce (e.g. e-banking) rather dis-
turbing.

R. De Prisco and M. Yung (Eds.): SCN 2006, LNCS 4116, pp. 126-{I40} 2006.
© Springer-Verlag Berlin Heidelberg 2006
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In this work, we present specifications and provably-secure protocol, for fully
automated resolution of disputes between a provider of digital goods and services,
and its customers. The protocol is extremely efficient and quite simple; however,
the definition of appropriate, flexible, extensible yet well-defined specifications
is non-trivial. The specifications allow resolving of disputes involving the timely
receipt of orders and goods, due to communication failures and malicious faults,
as well as disputes on the fitness of the goods to the order.

The design we present is flexible, and supports any type of e-commerce orders
or transactions, allowing its use as underlying layer for many secure commerce
protocols. In our layered architecture design [I] each network principal employs
secure e-commerce application layers, including payment layers, the order layer
(in this paper) and an attestation layer, as a bottom layer; see Figure [Tl

One aspect of the flexibility of our design, unlike typical fair-exchange or
contract signing protocols, is the support for arbitrary trade validation function
for orders, provided as a ‘black box’ function to e-commerce protocols. The trade
function is defined as part of an agreement between the order client and order
server. Additional aspect in the architecture [I] is that each layer provides its
own evidences for upper layers. For instance, the attestation layer, which is used
by our protocol, issues to the sender evidences of message delivery (EOD) or of
failure to submit message (EOFS) (see [l); these become part of the evidences
(e.g. of goods delivery) produced by the order layer.

We present concrete specifications of liveness and correctness for our protocol.
For example, we specify a formal experiment of failed goods delivery, where for
a non adversarial client and notary, connected by non-faulty channel, a server
cannot obtain an evidence of failed delivery of goods, if no such delivery was
actually made (see Section @ Experiment [@]). We provide the mechanisms to
build protocols with concrete security proofs, on top of our protocol.

Related Work. Many payment models and schemes have been developed over
the years. Many of these protocols focused on aspects of the payment process,
where the widely-used credit card system is not satisfactory. The two main di-
rections here are micropayments [2/3/4] and digital (anonymous) cash [5]. An
important exception is iKP, the i-Key-Protocol [0], a family of protocols for se-
cure credit-card payments, which was adopted by MasterCard and Visa for the
SET standard (which seems to have been abandoned). Another important ex-
ception is the NetBill [7] protocol, which is a distributed transactional payment
protocol featuring atomic delivery, where payment proceeds only if the customer
had received the goods. Additional, notable layered architecture, though lacking
automated resolution process, is SEMPER [g], which aimed to create a global,
decentralized and secure marketplace. The literature also includes vast research
regarding non-repudiation and fair exchange [9TOJTT] along with dispute resolu-
tion [I2] for different levels of a trusted third party involvement [13]; for survey
see [14]. The mentioned works lack the proofs to match between orders and is-
sued goods, or don’t handle failed submission of orders, payments or payment
option deposits, which makes them unsuitable as underlying infrastructure for
secure e-commerce services.
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Contribution of this work. Our main contribution is the specifications for e-
commerce order layer as a fully-automated service, underlying secure e-commerce
protocols and applications. Another contribution is in presenting an efficient,
practical e-commerce protocol, along with solid, reduction-based proof of secu-
rity; this is the first application of the framework of [I5]. A final contribution
is our validation constructions, where every e-commerce layer defines its valida-
tion functions for automated dispute resolution, which is efficient and fair to all
parties.

Application

Multi Party

Payment

Payment |{= Application
Order

Attestation

Transport ¢=| Transport

Network (= Network
Link — Link

Physical [¢—)| Physical

Fig. 1. Secure E-commerce layers vs. Internet layers

Table 1. Attestation evidence structure

Evidence Field|Description

type Evidences of origin, delivery and failed submission,
EOO, EOD, EOFS, respectively.

agr Attestation agreement.

msg The message sent.

ci Creation time interval.

o Signature over evidence fields.

Organization. The rest of the paper is as follows. In the next section we describe
the lower layers (model) assumed by our specifications and protocol; specifically,
attestation layer, as well as basic communication and digital signatures. In Sec-
tion 3 we describe the order layer and protocol implementation. We present the
formal specifications only in Section 4, and then, in Section 5, we present analy-
sis of the protocol and prove that it meets the specifications. The last section
concludes.
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Table 2. Attestation agreement

Agreement Field |Description

Aatt Bound on attestation layer answer, for message delivery.
Client, Server, Notary|The identities of the principals participating in the
agreement. Principal’s identity is an (addr,vk) tuple,

of principal’s address and public validation key,
respectively.

2 Lower Layers: Attestation, Communication and
Signatures

2.1 Attestation Layer

The Attestation layer is the lowest secure e-commerce layer. Attestation layer
is based on top of a transport layer, such as, for example, TCP/IP, TLS/SSL,
working on top of socket or SSL API, respectively, and provides additional certi-
fication services. Attestation layer has three parties: client, server, and a notary
(trusted third party), which acts as time-stamping and certification (attestation)
provider. For specification and analysis see [16].

An attestation evidence (Table [I]) is a time-stamped and signed statement,
regarding the delivery of messages. Attestation layer provides three evidences:

Evidence of delivery (EOD) , is a proof for the message sender, that the in-
tended message receipient received the message (during given time interval).
EOD is signed by the recipient (and used by the sender).

Evidence of origin (EOQOQO) , is proof that that the message originated from
the claimed sender (during given time interval). EOO is signed by the sender
(and used by the recipient).

Evidence of failure and submission (EOFS) , allows the sender to prove
sending the message in question (during given time interval), even if the mes-
sage wasn’t received due to communication faults, or if the recipient failed
to acknowledge receiving it. The attestation layer doesn’t try to re-deliver a
message; reliability service should be provided by layers below attestation,
e.g., TCP. EOD is signed by the notary (and used by the sender).

Attestation Agreement. An attestation channel requires the parties to agree
on an attestation agreement, specified in Table[2l The agreement specifies identi-
ties (by address and public key), for sender, recipient and notary. The agreement
also includes Ag4, a bound on the time required for the attestation service to
return an evidence, EOD or EOFS, for a sent message.

Validation. The validation functionality is not related to any particular in-
stance of attestation module, and could be invoked by any third party, which
had obtained the attested communication agreement and the evidence in ques-
tion. Validate(e) is an efficient predicate that returns whether the evidence e is
valid.
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Attestation interface. The interface between payment and attestation layers
is described in Table [l and consists of initialization interface and an interface
to send and receive message along with their respective evidences.

Table 3. Attestation layer interface

Method Direction| Description

Init(1%) in Initializes layer, with a security parameter.

InitResult(vk,addr) out Returns generated validation key vk of the
initializer, and the principal’s address addr
in the payment network.

OpenChannel(AttAgr,p) in Establishes an attested channel for the role
p € {C,S, N}, client, server and notary,
respectively.

OpenChannelResult(success)| out Notifies the principal on attestation channel
establishment.

CloseChannel() in Closes an attested communication channel.

Send(AttAgr,m) in Sends a message m on an open channel.

SendResult(e) out Returns an attestation evidence, Table [I]
for the sent message.

Receive(e) out Delivery of evidence of origin, Table [T}
which also includes the message, e.msg.

Initialization. Attestation initialization is two phased, where in Init, the attes-
tation layer generates secret and validation key pair, keeps the secret key and in
InitResult returns the validation key, along with the (communication) address of
the attested instance. These values, address and validation key, compose princi-
pal’s identity, for the above layer, e.g., payment or application layers, and would
be used to sign evidences, as specified in Table [T

2.2 Communication Layer and Signature Scheme

Communication Layer. We can use any basic communication mechanism for
direct communication between the notary and the client/server. We only need
two methods: Comm.Send(p,m), Comm.Receive(p,m), for sending or respec-
tively receiving a message m to or from a party p. We assume communication
delay is bounded by A < Ag,u. For brevity, when we present the protocol in
Section [ we assume p is mapped to the address of the p party in the context of
attestation agreement used to open an attestation channel.

Signature Scheme. We also assume typical signature scheme construction
of PKS=(PKS.KG,PKS.Sign,PKS.ValidateSig) for key generation, signing and
signature validation services, respectively. Where vk=PKS.KG(1*) receives an
unary security parameter, returns a validation key, and keeps the signing key.
The Sign(m) algorithm digitally signs a message m, and returns (m,o) tuple,
where o is the signature, and ValidateSig(m,o,vk) validates signature o for the
message m, using supplied validation key vk.
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3 Order Layer

The order layer encapsulates operations (“orders”) related to goods and ser-
vices. The layer provides the service for placing an order for goods or services by
a client, and validating that the server returned order result adhere to an order
agreement between the principals.

Order Agreement. We define an order agreement between trading parties as
specified in Table @ An order agreement is used to generate attestation agree-
ments between order client and server, and a trade validation function, Validate-
Trade(order,goods). Abandoning generality in sake of brevity, we would assume
that the order layer notary is the the same notary as for attestation. Therefore,
we only use attestation layer between client and server, and ordinary communi-
cation between notary and client/server.

The Validate Trade function provides versatility of trade by allowing the client
and the server to agree on arbitrary goods and services similarly to traditional
trade agreements. The function should should have BadOrder, BadGoods, Or-
derOk, GoodsOk return values. The BadOrder return value is issued for an order
which is invalid under the agreement, regardless of the value of goods. The sec-
ond, BadGoods return value, is issued for goods which do not match the order
(which should also include the amount), the OrderOk returned for valid order,
without goods; and the GoodsOk status is returned when the corresponding
goods match the order, in the context of the agreement.

Table 4. Order agreement

Agreement Field Description

Aorder Bound on order layer answer for an order request.

Validate Trade(order,goods )| Trade validation function. Validates that issued

returns status; goods match the order.

C,S,N Order layer participating principals. A (C)lient,
(S)erver and a (N)otary, (addr,vk) identities.

N.vk Order layer notary validation key, for signing
order evidences.

AttAgri©St AttAgrt™Ct  |Encapsulated attestation agreements, see Table

Order interface. The interface between the application and order layer, Ta-
ble Bl defines the initialization, ordering goods or services, and validation of
order results. In the first, Init phase, each order layer machine establishes its
own identity, as returned by attestation layer. Using this information a principal
may establish order agreements with other network principals.

When an order channel is established, order transaction are invoked with
Order event, supplying client specified order information which defines the de-
posited option or type of goods to acquire, the payment amount, and possibly
other relevant information (e.g., original merchant offer). We then expect an
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Table 5. Order layer interface

Method Direction| Description

Init(k) in Initializes the order layer, with security
parameter k.

InitResult(vk,addr) out Returns initializer’s address addr, and
validation key(s) vk.

OpenChannel(OrderAgr,p) |in Opens an order channel with the principals
specified by OrderAgr agreement using role p.

OpenChannel Result(status)| out Notifies the application of the order channel
establishment success.

CloseChannel() in Closes an order channel.

OrderResult(e) out Returns CommFuail or order evidence e result.

Client

Order(order) in Instructs the order layer to issue an order,
described by order, over an established
order channel.

Server

VendRequest(order) out Instructs the application layer to issue goods,
described by order, and implicitly by the
order agreement, in the order context.

VendRequestResult(goods) |in Returns goods vended by upper layer.

OrderResult event within finite time, as governed by A,y, specified in the order
agreement.

On the server side, we assume an application (or upper) level functionality to
issue goods or services, using VendRequest interface. The goods and services are
issued in the context of the order agreement specified for the open order channel,
and are verifiable by order agreement’s Validate Trade.

Table 6. Order layer evidences structure

Order Evidence Field|Description

type Evidences of placed order, failed order, goods delivery,
or failed goods delivery, EOGR, EOFO, EOGD, EOFGD,
respectively.

OrderAgr Order layer agreement.

order The order specified by the evidence.

goods The corresponding goods.

o Order layer proof, for the above evidence.

Order Evidences. The structure of order layer evidences is shown in Table [Gl
The evidences include various trade related evidences, as specified below, and
evidence’s e proof e.o consists of lower, attestation layer evidences.

- EOGR. The order layer Evidence of Goods and Receipt, is client’s (buyer)
proof that the corresponding order had reached the server (seller), and that
goods had been obtained for the order.
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- EOGD. The order layer Evidence of Goods Delivery, is server’s (seller)
proof that the goods issued for client’s order had reached the client.

- EOFO. The order layer Fvidence of Failed Order, is client’s proof that the
order process had failed. It could either be the case that the order message itself
wasn’t acknowledged by the server, or if it was acknowledged but the server
didn’t issue goods.

- EOFGD. The order layer Evidence of Failed Goods Delivery, is server’s
proof that the goods delivry process had failed, since the goods message wasn’t
acknowledged by the client.

Notation. We use the dot notation to refer to elements of records or tuples,

e.g., for an attestation evidence e, e.type denotes the evidence type, as specified
in Table[dl

1 Order.Init(1*,p) : (vk,addr) = Att.Init(1%)

2 tif p=N

3 Nk = PKS.KG(1%)

4 Order.InitResult((vk, N.vk), addr)
5 : else Order.InitResult(vk, addr)
6
7
8
9

Order.OpenChannel( : OrderAgr = OrderAgr’
OrderAgr',p) AttAgrt©St = OrderAgr. AttAgri©5}
 AttAgrt®CY = OrderAgr. AttAgrt®C}

(if p e {C, S}
10 . success = Att.OpenChannel(AttAgri© St C) A
11 : Att. OpenChannel(AttAgrtSCY | S)
12 : Order. OpenChannel Result(success)

Fig. 2. Initialization protocol for order layer parties, p € {C, S, N}, saves OrderAgr
and included agreements as principal’s state

1 on Recewe(e={EO0O,AttAgri®5} order,ci,o}) :

2 :if ValidateTrade(order,1 ) = OrderOk

3 :  goods = VendRequest(order)

4 se = Send(AttAgr>CY goods)

5 : if (se.type = EOD) OrderResult({ EOGD, OrderAgr,order,goods,{e,se}})

6 : if (se.type = EOFS) OrderResult({ EOFGD, OrderAgr,order,goods,{e,se}})
7 if (se=CommFail) OrderResult(CommFail)

8 on Comm.Receive(N,e={ EOD, AttAgr'®>} Jorder,ci,o}) :

9 :if Att. Validate(e)

10 :  Comm.Send(N,se)

Fig. 3. Order layer protocol for the Server. For conciseness the protocol is for a single,
unique, order; extension for multiple orders is trivial.
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1 on Comm.Receive(C, e:{EOD,AttAg’r{C’S} ,order,ci,o}) :

2 :if Att. Validate(e) A ValidateTrade(order,L) = OrderOk

3 set timer for AttAgr{S’c}.Aatt

4 Comm.Send(S,e)

5 on Comm.Receive(S,e={ EOFS||EOD, AttAgr'>°} goods,ci,o }) :
6 :if timer set A Att. Validate(e)

7 cancel timer

8 if Validate Trade(order,goods) = GoodsOk

9 if e.type = EOD return //client is cheating, server did deliver
10 : else Comm.Send(C,e)

11 :  else goto 13

12 on timer :

13 : Comm.Send(C,PKS.Sign({ EOFO, OrderAgr,order,1}))

Fig. 4. Order layer protocol for the Notary. For conciseness the protocol is for a single,
unique, order; extension for multiple orders is trivial.

1 on Order(order) :

2 : se = Send(AttAgri®S} order)

3 1 if (se = EOFS) OrderResult({ EOFO, OrderAgr,order, L {se}})
4 1 if (se = EOD) set timer; for AttAgr{s’c} At

5 on timer; : set timers for AttAgr{c’S}.Aam + AttAgr{S’c}.Aatt
6

7

8

: Comm.Send(N,se)
on Comm. Receive(N,e={ EOFO, OrderAgr,order,L,0,0°}) :
: if PKS. ValidateSig(e,N.vk)

9 : OrderResult(e)

10 on Comm.Receive(N,e:{EOFS,AttAgT{S’C},goods,ci,a}) :

11 :if Att. Validate(e) = true goto 13

12 on Receive(e={EO0O,AttAgri®? goods,ci,o}) :

13 : if Validate Trade(order,goods) = GoodsOk

14 1 OrderResult({ EOGR,OrderAgr,order,goods,{e,se} })

15 on timery : OrderResult(CommFail)

Fig. 5. Order layer protocol for the Client. For conciseness the protocol is for a single,
unique, order; extension for multiple orders is trivial. The protocol terminates for the
order and cancels timers after OrderResult.

Order Layer Protocol. We show the order layer protocol in Figures 2] B [l [l
for common initialization, server-side, notary-side and client-side, respectively.
In initialization, the attested channels are opened between each pair of roles
specified in the order agreement (Table ), namely, client, server and notary.
The protocol implementation describes how each party acts upon receiving a
messages, both attested and non-attested. The presented protocol is optimistic.
The client tries first to send the order over an attested channel to the server.
When the client obtains evidence of delivery for the order, it sets a timer for
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delivery of goods. If the optimistic approach fails, and the goods haven’t been
delivered, the client forwards the order EOD to the notary. The notary, validates
the EOD and in turn, forwards the EOD to the server. If the goods aren’t re-
ceived the notary issues an EOFO to the client. Upon receiving order EOD, the
server already aware of the order (the client did obtain EOD) should send the
notary the corresponding goods EOD or EOFS.

Validation. The validation functionality, Validate(e), Figure [d is common to
all parties. That is, an automatic dispute resolution system, or an arbiter, upon
dispute, would instantiate the order layer, and supply the relevant order agree-
ment along with the the protocol-specific order evidence e. The aforementioned
evidences typically composed of pairs of relevant attestation evidences.

Non-Notarized Communication Failures. Recovery from non-notarized
communication failures is possible for honest parties. Consider the case where a
client (or similarly a server) issuing an order request, receives in return a commu-
nication failure (instead of an EOD). The client could not possibly know whether
the channel had failed, before the request had been delivered (and server had
obtained an EQO), or afterwards, and the failure had prevented the client from
receiving an EOD (or EOFS). For recovery from the former, honest parties could
include with the next order or goods response the received EOOs, or indication
of such. Thus, the state of order which had experience communication failure
would be unknown only until the next successful one.

Order. Validate(e):
1 if PKS. ValidateSig(e,e.OrderAgr.N.vk) A e.type=EOFO return true
2 et =eoaf0], & = eofl]
3 if e.type=EOFO
return Att. Validate(e§*™*) A e.order = €§**.msg
A ValidateTrade(e.order, L )=OrderOk A € .type = EOFS
if e.type=EOGR
return Att. Validate(e§™® ) N Att. Validate(ei*" ) A
A Validate Trade(e.order,e.goods)=GoodsOk N € .type = EOO||EOFS A
9 A &% .type = EOD A €5 .msg = e.goods A €i**.msg = e.order
10 if e.type=FEOFGD
11 return Att Validate(e§™) A Att. Validate(e5™ ) A
12 A Validate Trade(e.order,e.goods)=GoodsOk A € .type = EOO A
13 A &% . type = EOFS A €§*.msg = e.order A\ €i**.msg = e.goods
14 if e.type=EOGD
15  return Att. Validate(e'*) A Att. Validate(e3* ) A
16 A ValidateTrade(e.order,e.goods)=GoodsOk A €5 .type = EOO A
17 A & . type = EOD A €**.msg = e.order A €§**.msg = e.goods

0 3 O U

Fig. 6. Implementation of order layer Validate efficient algorithm for order evidence
validation. In the algorithm, for brevity and simplicity, we assume that the notary N,
is also the notary of the order agreement attestation channels.
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4 Specifications

For the protocol analysis we adapt a new layered adversarial specifications frame-
work method. While full details may be obtained in [I5], intuitively, having con-
crete and well-defined specifications for both the layer below the analyzed layer
and the analyzed layer itself, we would like to relate the two specifications and
show that given an adversary which ‘breaks’ the analyzed layer specifications,
we could use this adversary to ‘break’ the lower-layer specifications.

In our simplified model the protocol flow is ‘single threaded’, with a single
thread (or queue) of instantaneous events for each machine. For simplicity we
assume reliable clock services, though we believe the model could be easily ex-
tended to support bounded clock drifts.

We define execution as a deterministic function of the protocol machines initial
states and random tapes (which could be supplied to the protocol machines
during initialization).

Definition 1. An execution, X, is a set of protocol machine events, ordered by
time. Given an execution X, let X.time be the execution running time and let
view(X,u), the u-view of X, be the sequence of events, subset of X, applied to
protocol machine u only.

We now define a VR : {X} x {OrderAgr} x {p} — {true, false} predicate, to
specify parties which were properly initialized in executions. For simplicity, we
don’t specify special inputs for adversarial takeover in the middle of execution,
therefore we consider as adversarial, parties which weren’t properly initialized.

Notation. We use <u,Method,params> to denote an event, an interface method
Method invocation of a protocol role (or machine) u, invoked with arguments
params. To shorthand, we write retval = <u,Method,params> to denote the
output of a subsequent event <u,MethodResult,retval>.

Definition 2. A role p of agreement OrderAgr, in execution X is properly ini-
tialized, V R(X, OrderAgr, p) if view(X, p) contains one and only one (addr, vk)
=< p, ‘Init’,1* > and true =< p, ‘OpenChannel’, Order Agr >.

Experiment 1. Forging Evidence of Goods and Receipt. An execution X
is won, i.e., X.win®OGR = true, if adversary outputs e = { EOGR, Order Agr,
order, goods, o}, s.t.,

. Validate(e) = true, and

. VR(X,e.OrderAgr, N) = true, and

. VR(X,e.OrderAgr, S) = true, and

. X doesn’t contain <5, ‘VendRequestResult’, e.goods>

= W N~

Experiment 2. Forging Evidence of Goods Delivery. An execution X is
won, i.e., XwinPPP = true, if adversary outputs e = {EOGD, OrderAgr,
order, goods, o}, s.t.,
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1. Validate(e) = true, and
2. VR(X,e.OrderAgr,C) = true, and
3. either,
(a) X doesn’t contain <C, ‘Order’, e.order>.
(b) X doesn’t contain <C, ‘OrderResult’,{ EOGR, Order Agr, order, e.goods,
o}>.

Experiment 3. Forging Evidence of Failed Order. An execution X is won,
i.e., X.win?OFO = true, if adversary outputs e = { EOFO, Order Agr, order, L,
o}, s.t.,

1. Validate(e) = true, and

2. VR(X,e.OrderAgr, N) = true, and

3. VR(X,e.OrderAgr,S) = true, and

4. adversary returns goods = <S, ‘VendRequest’,order>, s.t., Validate Trade
(order,goods) = GoodsOk, whenever Validate Trade(order,1 ) = OrderOk.

5. no faults specified by adversary for communication between N and S.

Experiment 4. Forging Evidence of Failed Goods Delivery. An execu-
tion X is won, i.e., XwinPOFED = true, if adversary outputs
e = {EOFGD, OrderAgr,order, L, o}, s.t.,

1. Validate(e) = true, and

2. VR(X,e.OrderAgr, N) = true, and

3. VR(X,e.Order Agr,C) = true, and

4. no faults specified by adversary for communication between N and C.

We now define additional specifications [I5], for the attestation and order e-
commerce layers.

Definition 3. Let EX (A, m, 1) be execution of protocol m with adversary A and
random tapes r. Atlestation implementation warr is €(t,n)-secure if for suffi-
ciently large n and adversary A running up to time t, it holds that:

. EOO . EOD
Pry—px(amare,r [(Xwin Vv X.win

VXwinPOFINA A X < n A Xtime < t] < e(t,n)

Definition 4. Let EX (A, mgrcu, tow,r) be execution of protocol mgicr on
top of protocol mpow with adversary A and random tapes r. Order protocol
implementation TorpER s €(t, n)-secure, if for sufficiently large n and adversary
A running up to time t, it holds that:

. EOGR . EOFO . EOGD
Pry—ex(arorperm arr ) (Xawin V Xawin V Xwin

V XawinPOFEP) A X <nAX.time < t] < e(t,n)

Liveness 1. A-CN-Liveness for honest Client, Notary and non-faulty
communication. For an 0y =< C, ‘Order’, order > event, in the interval [t —
A, t], the protocol ensures oo =< C, ‘OrderResult’,e >,in the interval [¢,t +
A], where e.order=order, e.type=EOGR or e.type=EOFO and Validate(e)=true
whenever:
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1. VR(X,e.OrderAgr, N) = true, and
2. VR(X,e.OrderAgr,C) = true, and
3. no faults specified by adversary for communication between N and C.

Liveness 2. A-SN-Liveness for honest Server, Notary and non-faulty
communication. For an 0; =< S, ‘VendRequestResult’, goods > event, in the
interval [t — A, ¢], the protocol ensures oo =< S, ‘OrderResult’;e >, in the in-
terval [t,t + A], where e.goods=goods, e.type=FEOGD or e.type=EOFGD and
Validate(e)=true whenever:

1. VR(X,e.Order Agr, N) = true, and
2. VR(X,e.OrderAgr,S) = true, and
3. no faults specified by adversary for communication between N and S.

5 Analysis

In this section we present a short analysis for our protocol implementation pro-
vided the specifications in previous Section [l

Theorem 1. If adversarial attestation layer protocol ma_arr is €(t,n)-secure
(Definition[3), then order protocol implementation TorpER 1 €(t,n)-secure (De-

finition[4).

Due to space considerations we show only a sketch of proof for EOGD forgery
experiment part (Experiment [2]).

Proof. Suppose some adversary, A, breaks 7,,qe by having X.win®O¢E = true,

with probability € > e(t,n). We use Torder and A to show that the execution is
XwinPO0 = true, i.e., a mp_ a7y forgery of EOO. In 7,,4er, the server, S, party
will never invoke Send(AttAgriS:C}t goods), Figure B line 4, since Figure [3 line 3
didn’t happen, and server is properly initialized (not controlled by adversary);
however, A was able to output a valid EOGR evidence e, which contains an
attestation EOD for the order, and, w.l.o.g, attestation EOO for the origin of
goods. Therefore X.win®?? = true, because Order.Validate(e)=true implies
Att. Validate(e.o [0])=true, where e.o [0] is EOO for the goods.

Theorem 2. The protocol torper upholds
2 - maz{ OrderAgr.AttAgrite-r' e E{C’S}}.Aatt}—CN/SN—liveness.

Due to space considerations we show only a sketch of proof for A-CN-Liveness
property.

Proof. Let A = 2 - max{ OrderAgr.AttAgrite:r 31 p0'€{C.53 A} By the pro-
tocol, Figure [ line 2, client immediately invokes Send(AttAgri®S}, order) and
upon EOD for the order, sets a timer for the answer. Consider the more com-
plex case where no goods had been received from the server. On timer wakeup,
FigureBlline 5, the order EOD is sent to the notary, and since the communication
doesn’t fail during [t — A, t+ A], the notary would proceed by forwarding the or-
der EOD to the server, Figured line 4, setting a timer to bound server’s response
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time. In the case of goods delivery by the server, verified with ValidateTrade,
the goods EOFS would be forwarded back to the client on the channel, formerly
guaranteed to be non-faulty, causing an EOGR, or upon notary’s timer expira-
tion, the client will receive an explicit EOFO, since the server didn’t provide the
required evidence of sent goods, in time.

6 Conclusions

We have introduced a simple yet versatile trade protocol, with arbitrable trans-
actions and concrete, well-defined specifications, which allow provable security
and resolution of disputes with arbitrary validation of goods to order fitness
in presence of malicious faults or communication failures. An interested reader
may refer to [I] regarding how to use the protocol for further construction of
final and conditional final payments between principals, or how to conduct trade
when a PSP is a trusted party. Our design is practical, layered, and attains
automatic dispute resolution, based on precise agreements and relatively simple
cryptographic constructions assumed.
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Abstract. In an electronic cash (e-cash) system, a user can withdraw
coins from the bank, and then spend each coin anonymously and un-
linkably. For some applications, it is desirable to set a limit on the dol-
lar amounts of anonymous transactions. For example, governments re-
quire that large transactions be reported for tax purposes. In this work,
we present the first e-cash system that makes this possible without a
trusted party. In our system, a user’s anonymity is guaranteed so long as
she does not: (1) double-spend a coin, or (2) exceed the publicly-known
spending limit with any merchant. The spending limit may vary with
the merchant. Violation of either condition can be detected, and can
(optionally) lead to identification of the user and discovery of her other
activities. While it is possible to balance accountability and privacy this
way using e-cash, this is impossible to do using regular cash.

Our scheme is based on our recent compact e-cash system. It is secure
under the same complexity assumptions in the random-oracle model.
We inherit its efficiency: 2¢ coins can be stored in O(£ + k) bits and the
complexity of the withdrawal and spend protocols is O(¢ 4 k), where k
is the security parameter.

1 Introduction

Electronic cash (e-cash) was invented by David Chaum [I8/I9]. Its main goal
is to match the untraceability properties of physical coins: the same bank is
responsible for dispensing e-cash to users, and for later accepting it for deposit
from merchants, and yet it cannot trace how users spent their money.

An important difference between electronic cash and physical cash, is that
electronic cash is represented by data. Data is easy to duplicate, while physi-
cal coins may be made of precious metals so the cost to minting them is high.
Therefore, an e-cash scheme must incorporate a way to ensure that an electronic
coin (e-coin) cannot be spent more than once (double-spent). Typically [20] this
is done by ensuring that, even though spending a coin once does not leak any in-
formation about a user’s identity, spending it twice leaks information that leads
to identification. An e-cash scheme with such a mechanism is a good illustra-
tion of how one can balance anonymity with accountability: a user can remain

* Part of work performed at the Massachusetts Institute of Technology.

R. De Prisco and M. Yung (Eds.): SCN 2006, LNCS 4116, pp. 141-{I55] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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anonymous unless she performs a forbidden action. The system is designed in a
way that prevents this type of anonymity abuse.

In this paper we consider what other actions may be forbidden, and how to
realize e-cash schemes that would hold users accountable should they perform
such actions. At the same time, we protect the anonymity of those users who
obey the rules.

We introduce the bounded-anonymity business model. In this model, associated
with each merchant there is a publicly-known limit to the number of e-coins that
a user may anonymously give to this merchant. This limit cannot be exceeded
even if the user and the merchant collude. Should any user attempt to exceed
the limit with any merchant, and should this merchant attempt to submit the
resulting e-coins for deposit to the bank, the user’s identity will be discovered,
and further penalties may be imposed.

In the real world, this corresponds to restrictions that governments set on
unreported transactions. For example, in the U.S., banks are required by law
to log and report all transactions over $10,000. These restrictions are set up to
ensure proper taxation and to prevent money laundering and other monetary
frauds. Another example application is an anonymous pass with usage limita-
tions. For example, consider the following amusement park pass: “This pass is
good to enter any Disney park up to four times, with the restriction that the
Magic Kingdom can be entered at most twice.” Until now, it was not known
how to realize such passes anonymously.

Interestingly, in the real world it is impossible to set such restrictions on cash
transactions. A merchant may be required by law to report that he received a
lot of money in cash, but he may choose not to obey the law! In contrast, we
show that with e-cash, it is possible to enforce the bounded-anonymity business
model. The cost for achieving this is roughly double the cost of achieving regular
anonymous e-cash.

There have been several previous attempts to solve this problem, but until
now it remained an elusive open problem in electronic cash, as well as one of
the arguments why the financial community resisted any serious deployment of
e-cash, due money laundering regulations.

Some of the past efforts suggested using a trusted third party to mitigate
this problem [0J9I3T]. This TTP could trace transactions to particular users.
The TTP approach is undesirable. First of all, the whole idea of electronic cash
is to ensure that no one can trace e-cash transactions. Secondly, in these past
solutions, the only way that a TTP can discover money laundering or other
violations of the bounded-anonymity model is by tracing each transaction, which
is very expensive. In a variant that reduces the trust assumption about the TTP,
Kiigler and Vogt [30] propose an e-cash scheme where the bank has the ability
to trace coins by specially marking them during the withdrawal protocol. This
tracing is auditable, i.e., a user can later find out whether or not his coins were
traced (this involves an additional trusted judge). Still, this system does not allow
to discover money laundering, unless it involves the marked coins, and the user
must still trust the judge and bank for her anonymity. Another variant [35)29)
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prevents money laundering by offering users only a limited form of anonymity.
Users’ coins are anonymous, but linkable, i.e., coins from the same user can be
identified as such. Here it is easy to detect if a user exceeds the spending limit
with some merchant. However, this weak form of anonymity is not suitable for
all applications, and goes against the principle of e-cash.

Another set of papers [4134] addressed a related problem of allowing a user
to show a credential anonymously and unlinkably to any given verifier up to
k times. They give a nice solution, but it is not clear how it can be applied
to off-line electronic cash as opposed to on-line anonymous authentication. I.e.,
showing an anonymous credential in their scheme more than &k times allows a
verifier to link the k + 1 st show to a previous transaction, but does not lead
to the identification of the misbehaving user. In contrast, in our scheme, any
such violation leads to identification of the user even if the verifier (merchant)
colludes with the user.

Finally, Sander and Ta-Shma [37] propose to limit money laundering by di-
viding time into short time periods and issuing at most k coins to a user per
time period (a user can deposit his unspent coins back into his account). This
way, a user cannot spend more than k coins in a single transactions because he
has at most k coins at any given time.

Our contribution. We present the first e-cash scheme in the bounded-anonymity
business model. A user may withdraw, and anonymously and unlinkably spend
an unlimited number of coins, so long as she does not: (1) double-spend a coin,
or (2) exceed the spending limit with any merchant. Our scheme allows to effi-
ciently detect either of these violations. We also show how to augment it so as
to allow to reveal the identity of the misbehaving user. Finally, in addition to
identifying a misbehaving user, one is also able to trace all of the user’s previous
e-coins.

Our construction takes as a starting point the e-cash system of Camenisch,
Hohenberger, and Lysyanskaya (CHL) [I1], which is the most efficient known.
The cost of our resulting withdrawal and spend protocols is roughly double that
of CHL. The size of the coin storage remains the same, but we also require the
user to store a counter for each merchant with whom the user does business,
which appears to be optimal. Thus we maintain CHL’s asymptotic complexity:
2¢ coins can be stored in O(¢+ k) bits and the complexity of the withdrawal and
spend protocols is O(¢ + k), where k is the security parameter.

2 Definition of Security

We now generalize the definition of CHL [I] to handle violations beyond double-
spending. Our offline e-cash scenario consists of the three usual players: the
user, the bank, and the merchant; together with the algorithms BKeygen,
UKeygen, Withdraw, Spend, Deposit, {DetectViolation, IdentifyViolator”,
VerinyioIation(i)],~7 Trace, and VerifyOwnership. Informally, the key generation
algorithms BKeygen and UKeygen are for the bank and the user, respectively.
A user interacts with the bank during Withdraw to obtain a wallet of 2¢ coins;
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the bank stores optional tracing information in database D. In Spend, a user
spends one coin from his wallet with a merchant; as a result the merchant ob-
tains the serial number S of the coin, the merchant record locator V' of the coin,
and a proof of validity 7. In Deposit, whenever an honest merchant accepted
a coin C' = (S,V,n) from a user, there is a guarantee that the bank will ac-
cept this coin for deposit. The bank stores C' = (S, V, ) in database L. At this
point, however, the bank needs to determine if C' violates any of the system
conditions.

For each violation 7, a tuple of algorithms {DetectVioIation(i)7 IdentinyioIator(i),
VerinyioIation(i)} is defined. Here, we have two violations.

Violation 1: Double-spending. In DetectVioIation(l), the bank tests if two coins,
Cy = (51,V1,m) and Cy = (So,Va,m2), in L have the same serial number
Sy = Sy. If so, the bank runs the IdentifyViolator™") algorithm on (Cy,C,) and
obtains the public key pk of the violator and a proof of guilt I7. Anyone can run
VerinyioIation(l) on (pk, S1, V1, IT) to be convinced that the user with public key
pk double-spent the coin with serial number Sj.

Violation 2: Money-laundering. In DetectVioIa’cion(2)7 the bank tests if two
coins, C; = (S1,V1,m) and Cy = (S3,Va,m2), in L have the same merchant
record locator Vi = Va. If so, the bank runs the Identinyiolator(z) algorithm on
(C1,C3) and obtains the public key pk of the violator and a proof of guilt I7.
Anyone can run VerinyioIation(Q) on (pk,Sy,Vi,II) to be convinced that the
user with public key pk exceeded the bounded-anonymity business limit with
the coin with merchant record locator V;.

Optionally, after any violation, the bank may also run the Trace algorithm on
a valid proof of guilt IT to obtain a list of all serial numbers S; ever spent by the
cheating user, with public key pk, along with a proof of ownership I". Anyone
can run VerifyOwnership on (pk, S;, I') to be convinced that the user with public
key pk was the owner of the coin with serial number S;.

Security. We generalize the security definition of CHL for e-cash [I1]. Their for-
malizations of correctness, balance, and anonymity of users remain unchanged.
Roughly, balance guarantees that an honest bank will never have to accept
for deposit more coins than users withdrew, while anonymity of users assures
users that they remain completely anonymous unless they violate one of the
known system conditions. We now informally describe three additional prop-
erties. These properties are generalizations of CHL’s identification and tracing
of double-spenders, and their exculpability, to apply to any specified violation,
in particular those above. Let params be the global parameters, including the
number of coins per wallet, 2¢, and a (possibly unique) spending limit for each
merchant. (Recall that each merchant may have a different spending limit, but
that a merchant’s limit will apply uniformly for all of its customers.)

Identification of wviolators. Suppose two coins C7 = (S1,V1,m) and Cy =
(S2, Va,me) are the output of an honest merchant (or possibly merchants)
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running two Spend protocols with the adversary or they are two coins that an
honest bank accepted for deposit. This property guarantees that, with high prob-
ability, if, for some 7, the algorithm DetectViolation? (params, C1,C3) accepts,
then IdentinyioIator(i)(pamms, C1, Cs) outputs a key pk and a proof IT such that
VerinyioIation(i) (params, pk, S1, V1, IT) accepts.

Tracing of wviolators. Suppose VerinyioIation(i) (params, pk, S, V, IT) accepts
for some violation i derived from coins C7,Cs. This property guarantees that,
with high probability, Trace(params, pk, C1, Ca, IT, D) outputs the serial numbers
S1,...,Sm of all coins belonging to the user of pk along with proofs of ownership
I,..., I}, such that for all j, we have that VerifyOwnership(params, pk, S;, I';)
accepts.

Exculpability. Suppose an adversary participates any number of times in the
Withdraw protocol with an honest user with key pk, and subsequently to that,
in any number of non-violation Spend protocols with the same user. The ad-
versary then outputs an integer ¢, a coin serial number S, and a purported
proof I' that the user with key pk committed violation ¢ and owns coin S. The
weak exculpability property states that, for all adversaries, the probability that
VerifyOwnership(params, pk, S, I") accepts is negligible.

Furthermore, the adversary may continue to engage the user in Spend proto-
cols, forcing her to violate the system conditions. The adversary then outputs
(4,5, V, II). The strong exculpability property states that, for all adversaries: (1)
when S is a coin serial number not belonging to the user of pk, weak exculpabil-
ity holds, and (2) when the user of pk did not commit violation ¢, the probability
that VerinyioIation(i) (params, pk, S, V, IT) accepts is negligible.

The formal definitions follow in a straight-forward manner by applying the
above intuition to the CHL definitions [11].

3 Technical Preliminaries

Our e-cash system use a variety of known protocols as building blocks, which we
now briefly review. Many of these protocols can be shown secure under several
different complexity assumptions, a flexibility that will extend to our e-cash
systems. Notation: we write G = (g) to denote that g generates the group G.

3.1 Bilinear Maps

Let Bilinear_Setup be an algorithm that, on input the security parameter 1*,
outputs the parameters for a bilinear mapping as v = (q, g1, h1, G1, g2, ha, Ga,
Gr,e) [6]. Each group Gy = (g1) = (h1), G2 = (g92) = (ha), and G are of prime
order ¢ = O(2F). The efficiently computable mapping e : G x Gy — G is both:
(Bilinear) for all g1 € Gy, go € Ga, and a,b € Zq, e(g7,95) = e(g1,92)?; and
(Non-degenerate) if g1 is a generator of G; and go is a generator of Ga, then
e(g1, g2) generates Gr.
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3.2 Complexity Assumptions

The security of our scheme relies on the same assumptions as CHL, which are:

Strong RSA Assumption [3)27]: Given an RSA modulus n and a random
element g € Z7, it is hard to compute h € Z;, and integer e > 1 such that h® =g
mod n. The modulus n is of a special form pq, where p = 2p’ +1 and g = 2¢' + 1
are safe primes.

y-Decisional Diffie-Hellman Inversion Assumption (y-DDHI) [4)25]:
Given a random generator ¢ € G, where G has prime order ¢, the values
(g,9%,...,g*")) for a random = € Zgq, and a value R € G, it is hard to de-
cide if R = g'/* or not.

External Diffie-Hellman Assumption (XDH) [28)3932/5/2]: Suppose
Bilinear_Setup(1¥) produces the parameters for a bilinear mapping e : G; x Gy —
Gr. The XDH assumption states that the Decisional Diffie-Hellman (DDH) prob-
lem is hard in G;. This implies that there does not exist an efficiently computable
isomorphism ¢’ : G; — Ga.

Sum-Free Decisional Diffie-Hellman Assumption (SF-DDH) [24]: Sup-
pose that g € G is a random generator of order g. Let L be any polynomial func-
tion of |¢|. Let Oq(+) be an oracle that, on input a subset I C {1,..., L}, outputs
the value g} where 3; = [];; a; for some a = (ay,...,ar) € Z%. Further, let
R be a predicate such that R(J,I1,..., ;) = 1 if and only if J C {1,...,L} is
DDH-independent from the I;’s; that is, when v([;) is the L-length vector with a
one in position j if and only if j € I; and zero otherwise, then there are no three
sets I, Iy, I. such that v(J) + v(I,) = v(Iy) + v(I.) (where addition is bitwise
over the integers). Then, for all probabilistic polynomial time adversaries A,

Prla = (ay,...,ar) « Zk; (J,a) — A% (111); yo = gllics i1y — G;
b {0,1};0 — A% (19 yp,0) : b=b AR(J,Q)=1] < 1/2+ 1/poly(|q]),

where @ is the set of queries that .4 made to Og(-).

3.3 Key Building Blocks

Known Discrete-Logarithm-Based, Zero-Knowledge Proofs. In the common pa-
rameters model, we use several previously known results for proving statements
about discrete logarithms, such as (1) proof of knowledge of a discrete logarithm
modulo a prime [38] or a composite [27I23], (2) proof of knowledge of equality
of representation modulo two (possibly different) prime [21I] or composite [15]
moduli, (3) proof that a commitment opens to the product of two other com-
mitted values [T4JT6R], (4) proof that a committed value lies in a given integer
interval [I7JT47], and also (5) proof of the disjunction or conjunction of any
two of the previous [22]. These protocols modulo a composite are secure under
the strong RSA assumption and modulo a prime under the discrete logarithm
assumption. We can apply the Fiat-Shamir heuristic [26] to turn such proofs of
knowledge into signature proofs of knowledge on some message m.
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DY Pseudorandom Function (PRF). Let G = (g) be a group of prime order q.
Let s be a random element of Z,. Dodis and Yampolskiy [25] recently proposed a
pseudorandom function fP2Y () = ¢'/¢*+*) for inputs « € Z. This construction
is secure under the y-DDHI.

Pedersen Commitments. Pedersen proposed a perfectly-hiding, computationally-
binding commitment scheme [36] based on the discrete logarithm assumption,
in which the public parameters are a group of prime order ¢, and generators
(90, ---,9m). In order to commit to the values (v1,...,vm) € Z,™, pick a ran-
dom r € Z; and set C = PedCom(v1,...,vm;7r) = g4 i~ 9;". Fujisaki and
Okamoto [27] showed how to expand this scheme to composite order groups.

CL Signatures. Camenisch and Lysyanskaya [12] came up with a secure signature
scheme based on the Strong RSA assumption with two protocols: (1) An efficient
protocol between a user and a signer with keys (pks, sks). The common input
consists of pkgs and C, a Pedersen commitment. The user’s secret input is the set
of values (v1,...,v,7) such that C' = PedCom(vy,...,vs; 7). As a result of the
protocol, the user obtains a signature oprg (v1,. .., v¢) on his committed values,
while the signer does not learn anything about them. The signature has size
O(¢-logq). (2) An efficient proof of knowledge of a signature protocol between
a user and a verifier. The common inputs are pkgs and a commitment C. The
user’s private inputs are the values (v1, ..., v, 7), and opig (v1, . . ., ve) such that
C = PedCom(vy,...,ve; 7). These signatures are secure under the strong RSA
assumption. For our current purposes, it does not matter how CL signatures
actually work, all that matters are the facts stated above.

Verifiable Encryption. We use a technique by Camenisch and Damgard [10] for
turning any semantically-secure encryption scheme into a verifiable encryption
scheme. A verifiable encryption scheme is a two-party protocol between a prover
and encryptor P and a verifier and receiver V. Roughly, their common inputs
are a public encryption key pk and a commitment A. As a result of the protocol,
V either rejects or obtains the encryption ¢ of the opening of A. The protocol
ensures that V accepts an incorrect encryption only with negligible probability
and that V learns nothing meaningful about the opening of A. Together with the
corresponding secret key sk, transcript ¢ contains enough information to recover
the opening of A efficiently. We hide some details here and refer to Camenisch
and Damgard [I0] for the full discussion.

Bilinear Elgamal Encryption. In particular, we apply the verifiable encryption
techniques above to a bilinear variant of the Elgamal cryptosystem [6/T], which is
semantically secure under an assumption implied by either y-DDHI or Sum-Free
DDH. What we will need is a cryptosystem where ¢ is sufficient for decryption
and then the public key is f(g*) for some function f.

1 It is possible to eliminate the y-DDHI assumption from our e-cash system by re-
placing the DY PRF with a DDH-based PRF such as the one due to Naor and
Reingold [33]. However, this approach would enlarge our wallets from O(¢ + k) bits
to O(¢ - k) bits. Thus, we present only the most optimal building blocks.
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Assume we run Bilinear_Setup on 1* to obtain v = (¢, g1, h1,G1, g2, h2, Go,
Gr, e), where we have bilinear map e : G; X Ga — Gp. In bilinear Elgamal [I],
a public-secret keypair is of the form (e(g}, g2), ¢}) for a random u € Z,. Thus,
we can think of f(-) := e(:, g2) where the value ¢} is enough to decrypt.

4 Compact E-Cash in the Bounded-Anonymity Model

Overview of our construction. As in the CHL compact e-cash scheme, a user
withdraws a wallet of 2¢ coins from the bank and spends them one by one. Also,
as in the CHL scheme, we use a pseudorandom function F{.y(-) whose range is
some group G of large prime order q.

At a high level, a user forms a wallet of 2¢ = N coins by picking five values,
(z,8,t,v,w) from an appropriate domain to be explained later, and running an
appropriate secure protocol with the Bank to obtain the Bank’s signature o on
these values.

Suppose that the user wants to spend coin number ¢ by buying goods from
merchant M. Suppose that only up to K transactions with this merchant may
be anonymous. Let’s say that this is the user’s j-th transaction with M, j <
K. Associated with the i-th coin in the wallet is its serial number S = F(4).
Associated with the j-th transaction with the merchant M is the merchant’s
record locator V = F, (M, j).

The first idea is that in the Spend protocol, the user should give to the mer-
chant the values (5, V), together with a (non-interactive zero-knowledge) proof
that these values are computed as a function of (s,4,v, M, j), where 1 < i < N,
1< j < K, and (s,v) correspond to a wallet signed by the Bank. Note that S
and V are pseudorandom, and therefore computationally leak no information;
and the proof leaks no information because it is zero-knowledge.

Suppose that a user spends more than N coins. Then he must have used some
serial number more than once, since there are only N possible values S of the
form F,(i) where 1 <4 < N. (This is the CHL observation.) Similarly, suppose
that a user made more than K transactions with M. Then he must have used
some merchant record locator more than once, since for a fixed M, there are
only K different values V' = F,(M,j), 1 < j < K. Therefore it is easy to see
that double-spending and violations of the bounded-anonymity business model
can be detected.

Now we need to explain how to make sure that using any S or V' more than
once leads to identification. Remember that besides s and v, the wallet also con-
tains z, ¢ and w. The value x € Z, is such that ¢” is a value that can be publicly
linked to the user’s identity. (Where g is a generator of the group G.) For exam-
ple, for some computable function f, f(g*) can be the user’s public key. Suppose
that as part of the transaction the merchant contributes a random value r # 0,
and the user reveals T' = ¢g*F;(i)" and W = ¢*F,,(M, j)", together with a proof
that T" and W are computed appropriately as a function of (r,z,t,i,w, M, j)
corresponding to the very same wallet and the same ¢ and j. Again, T" and W
are pseudorandom and therefore do not leak any information.
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If a user uses the same serial number S = F(4) twice, and ¢ is appropriately
large, then with high probability in two different transactions she will receive
different r’s, call them r; and ro, and so will have to respond with Ty = ¢g* F} (i)™,
Ty, = ¢g*Fi(i)™. It is easy to see that the value ¢* can then be computed as
follows: g® = T1/(T1/T2)"*/("1=72). This was discovered by CHL building on the
original ideas of offline e-cash [20].

We show that it is also the case that if the user uses the same merchant’s
record locator number V twice, then g* can be found in exactly the same fashion.
Suppose that in the two transactions the merchant used the same r. In that case,
the Bank can simply refuse to deposit this e-coin (since it is the same merchant,
he is responsible for his own lack of appropriate randomization). So suppose that
the merchant used two different r’s, r; and 7o, giving rise to Wy and Wa. It is
easy to see that g% = Wl/(Wl/Wg)’”l/(’”l_Tz).

Thus, a double-spending or a violation of the bounded-business model leads to
identification. The only remaining question is how this can be adapted to trace
other transactions of the same user. Note that ¢* is not necessarily a public value,
it may also be the case that only f(g”) is public, while knowledge of g* gives one
the ability to decrypt a ciphertext which was formed by verifiably encrypting s
(for example, Boneh and Franklin’s cryptosystem [0] has the property that g* is
sufficient for decryption). When withdrawing a wallet, the user must give such a
ciphertext to the bank. In turn, knowledge of s allows to discover serial numbers
of all coins from this wallet and see how they were spent.

Finally, note that the values (z,v,w) should be tied to a user’s identity and
not to a particular wallet. This way, even if a user tries to spend too much money
with a particular merchant from different wallets, it will still lead to detection
and identification.

4.1 Our Protocols

Recall our building blocks from Section[3 the Dodis-Yampolskiy pseudo-random
function [25], i.e., f@?g) (z) = g"/(*%) | where g is the generator of a suitable
group; CL-signatures [12] and the related protocols to issue signatures and prove
knowledge of signatures; and the Bilinear Elgamal cryptosystem [6I1] used with
the Camenisch-Damgard [10] verifiable encryption techniques.

Notation: Let I, ) (z) = f@g) (z), and when H is a hash function whose
range is an appropriate group, let GH (M, z) = f(II)‘ISZM),s (z).

We are now describing the protocols of our system: %etup, Withdraw, Spend,
and Deposit (including the protocols in response to violations).

Setup: Let k be the security parameter. The common system parameters are
the bilinear map parameters Bilinear _Setup(1¥) — (¢, 91, G1, g2, ho, G2, Gr, €), a
wallet size ¢, and two hash functions H; : {0,1}* — Gp and Hs : {0,1}* — G;.
The bank generates CL signing keys (pks, ski) as before.

Each user generates a key pair of the form sky = (z,v,w) and pky =
(e(gr, h2)”,e(g1, h2)", e(g1, h2)"), where z, v, and w are chosen randomly from
Zq. Each user also generates a signing keypair for any secure signature scheme.
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Each merchant publishes a unique identity string id . Also, an upper-bound
Ny for the number of coins each user can spend with merchant id o is fixed.

Withdraw: A user I withdraws 2¢ coins from the bank B as follows. The user
and the bank engage in an interactive protocol, and if neither report an error,
then at the end:

1. U obtains (s,t,o), where s,t are random values in Z,, and o is the bank’s
signature on (sky, s,t), i.e., (z,v,w, s,1).

2. B obtains a verifiable encryption of s under e(g1, h2)%, i.e., the first element
from the user’s public key pky,, together with the user’s signature on this
encryption.

3. B does not learn anything about sky, s, or t.

Step one can be efficiently realized using the Camenisch-Lysyanskaya signa-
tures and the related protocols [13]. Step two can be realized by applying the
Camenisch-Damgard [I0] verifiable encryption techniques to the Bilinear Elga-
mal cryptosystem [6II]. Step three follows from the other two. All these steps
are essentially the same as in the CHL e-cash scheme, the exception being the
secret key signed which now also includes v and w besides z.

Spend: A user U spends one coin with a merchant M with a spending limit of
N coins as follows. As in CHL, the user keeps a private counter 7 from 1 to
2¢ for the number of coins spent in her wallet. Additionally, the user now also
keeps a counter jaq for each merchant M representing the number of coins she
has spent with that merchant.

1. U checks that she is under her spending limit with merchant M; that is,
that ja < Nag. If not, she aborts.

2. M sends random rq,75 € ZZ to U.

3. U sends M the i-th coin in her wallet on her ja-th transaction with M.
Recall that sk = (x,v,w). This coin consists of a serial number S and a
wallet check T', where

S = Flo(gnna) (@) = elgr,h2) /) T = g (Fg, ()7 = g7/
and two money laundering check values V' and W, where

V = G (id i, jm) = Hy(id pg) Y T
W = gi (G2 (id p, jam))™ = g Ha(id pg) >/ 0 F700)

and a zero-knowledge, proof of knowledge (ZKPOK) 7 of (i,jm,sky =

(z,v,w),s,t,0) such that

(a) 1<i<2%

(b) 1 <jm < Nug;

(C) S F (91 h2) g)( ) ie S = 6(g1,h2) /(S+i);
() T = gF(Flg,,n(@)" ie., T = g7/,
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() V =GH (idp, jm), ie., V = Hy(id p) Y/ (0HI20);

() W =g (G (idpm, m))72, ie., W = gF Ha(id p)™/ (" HM) 5 and

(g) VerifySig(pks, (sky = (z,v,w), s,t),o)=true.

The proof 7 can be made non-interactive using the Fiat-Shamir heuristic [26].
4. If 7 verifies and the value V; was never seen by M before, then M accepts

and saves the coin (71,72, 8, T, V, W, ). If the value V; was previously seen

before in a coin (7,74, S, T, V, W', n’), then M runs Open (W', W,rh, rs).

Let us define the Open(-,-,-,-) algorithm as:

A

Open(A,B,C,D) := W :

If M executed the Spend protocols honestly (i.e., chose fresh random val-
ues at the start of each protocol), then with high probability ro # rj, and
Open(W' W, rh,r9) = g¥. Thus, the merchant can identify the user by com-
puting e(gf, he), which is part of U’s public key. This allows an honest mer-
chant to protect itself from customers who try to overspend with it. (If the
merchant is dishonest, the bank will catch the overspending at deposit time.)

Steps 3(a,c,d) are the same as in the CHL scheme whereas Steps 3(b,e,f) are
new, and Step 3(g) needs to be adapted properly. Consequently, Steps 3(a) and
3(b) can be done efficiently using standard techniques [I7UI47]. Steps 3(c) to
3(f) can be done efficiently using techniques of Camenisch, Hohenberger, and
Lysyanskaya [I1]. Step 3(g) can be done efficiently using the Camenisch and
Lysyanskaya signatures [13].

Deposit: A merchant M deposits a coin with bank B by submitting the coin
(r1,7r2,5,T,V,W, ). The bank checks the proof =; it if does not verify, the bank
rejects immediately. Now, the bank must make two additional checks.

First, B checks that the spender of the coin has not overspent her wallet;
that is, the bank searches for any previously accepted coin with the same serial
number S. Suppose such a coin (rj,r5, S, T, V', W' «') is found. If 1y = r}, B
refuses to accept the coin. Otherwise, B accepts the coin from the merchant, but
now must punish the user who double spent.

1. B executes Open(T",T,r},r1) = gf.

2. B identifies user as person with public key containing e(g7, ha).

3. B uses g7 to decrypt the encryption of s left with the bank during the
withdraw protocol. Next, B uses s to compute the serial numbers S; =
Fle(g1,h2),5)(j) for each coin j =1 to 2¢ of all coins in the user’s wallet. (In
fact, the bank can use g to decrypt the secret of all the user’s wallets and
trace those transactions in the same way.)

Second, B checks that the spender of the coin has not exceeded her spend-
ing limit with merchant M. That is, the bank searches for any previously ac-
cepted coin with the same money-laundering check value V;. Suppose such a
coin (ry,r4, 8", T, V,W' x') is found. The bank immediately refuses to accept
the deposit and punishes the merchant. The bank now must also determine if
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the spender is to blame. If o = 7}, B punishes the merchant alone. Otherwise,
B must also punish the user who attempted to money launder.

1. B executes Open(W', W, r},r2) = g7.

2. B identifies user as person with public key containing e(g{, ha).

3. B uses g¥ to decrypt the encryption of s left with the bank during the
withdraw protocol. Next, B uses s to compute the serial numbers S; =
Fle(gy ,h2),s)(j) for each coin j = 1 to 2¢ of all coins in the user’s wallet. (In
fact, the bank can use g{ to decrypt the secret of all the user’s wallets and
trace those transactions in the same way.)

If all checks pass, B accepts the coin for deposit in M’s account.

The deposit protocol is again very similar to the deposit protocol of the CHL
scheme, i.e., instead of only checking for double spending, the bank now also
checks for money laundery. Thus, if the user was honest, the bank needs now to
perform two database lookup’s instead of one before.

For completeness, we point out explicitly how the violation-related protocols
work. Let Cy = (r1,72, 8, T, V,W,w) and Co = (r},75,S", T, V', W' 7’) be one
existing and one newly deposited coin. Detecting double-spending or money-
laundering involves checking S; = S5 or V4 = Vb, respectively. The identification
algorithm runs Open on the appropriate inputs, and the resulting proof of guilt
is IT = (Cy, Cy). Verifying the violation entails successfully checking the validity
of the coins, detecting the claimed violation, running Open to obtain g7, and
checking its relation to pk. (Recall that knowledge of x, not just g7, is required
to create a valid coin. Thus the leakage of one violation cannot be used to
spend the user’s coins or fake another violation.) The trace algorithm involves
recovering s, from the encryption E signed by the user during Withdraw, and
computing all serial numbers. The proof of ownership I' = (F, o, g7 ), where o is
the user’s signature on E. Verifying ownership for some serial number S involves
verifying the signature o, checking that e(gf, ha) = pk, decrypting E to recover
s, computing all serial numbers S;, and testing if, for any i, S = S;.

Theorem 1. In the bounded-anonymity business model, our scheme achieves
correctness, balance, anonymity of users, identification of violators, tracing of
violators, and strong exculpability under the Strong RSA, y-DDHI, and either
the XDH or Sum-Free DDH assumptions in the random oracle model.

Due to space limitations, we refer to the full version of this paper for the proof
of Theorem [Il We briefly provide some informal intuition.

Balance. For each wallet, s deterministically defines exactly 2¢ values that can
be valid serial numbers for coins. To overspend a wallet, a user must either use
one serial number twice, in which case she is identifiable, or she must forge a CL
signature or fake a proof of validity.

Anonymity of users. A coin is comprised of four values (S,T,V, W), which
are pseudorandom and thus leak no information about the user, together with a
non-interactive, zero-knowledge proof of validity, which since it is zero-knowledge
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also leaks nothing. The only abnormality here is that, when computing V' and
W, the base used for the PRF is the hash of the merchant’s identity (as opposed
to the fixed bases used to compute S and T'). Treating hash H as a random
oracle, we see that given G (id o4, 7), the output of G (-, -) on any other input,
in particular G (id'y,, j) for idpg # id'y, is indistinguishable from random.
Specifically, if an adversary given G (id v, 7) = f@}EidM)’v)(j) = H(id )"/ v +9)
can distinguish H (id’y,)"/(“*7) from random for some random, fixed H (id ¢) and
H(id'y,), then it is solving DDH.

Ezxculpability. First, an honest user cannot be proven guilty of a crime he
didn’t commit, because the proof of guilt includes the user’s secret value gf. If a
user is honest, only he knows this value. Second, even a cheating user cannot be
proven guilty of a crime he didn’t commit— e.g., double-spending one coin does
not enable a false proof of money-laundering twenty coins —because: (1) guilt is
publicly verifiable from the coins themselves, and (2) knowledge of x is required
to create coins. The value g7, which is leaked by a violation, is not enough to
spend a coin from that user’s wallet.

4.2 Scaling Back the Punishment for System Violators

When tracing is deemed too harsh a punishment or simply to make the system
more efficient when tracing is not needed, two other options are available:

Option (1): violation is detected and user’s identity is revealed. This system
operates as the above except that during the Withdraw protocol the user does
not give the bank verifiable encryptions of her wallet secret s. Then later during
the Deposit protocol, the bank may still detect the violation and identify the
user, but will not be able to compute the serial numbers of other transactions
involving this user.

Option (2): wviolation is detected. This system operates as the Option (1)
system, except that during Spend, the user does not provide the merchant with
either values T or W. Then later during the Deposit protocol, the bank may still
detect a violation, but will not be able to run Open and identify the user.

4.3 Efficiency Considerations

We give the detailed protocols in the full version of the paper (they are rather
similar to the detailed ones of the CHL scheme [I1] and require slightly less than
double the work of the participants). As indication of the protocols efficiency let
us state some numbers here. One can construct Spend such that a user must com-
pute fourteen multi-base exponentiations to build the commitments and twenty
more for the proof. The merchant and bank need to do twenty multi-base expo-
nentiations to check that the coin is valid. The protocols require two rounds of
communication between the user and the merchant and one round between the
bank and the merchant. If one takes Option (2) above, then it is thirteen multi-
base exponentiations to build the commitments and eighteen more for the proof.
Verification by bank and merchant takes eighteen multi-base exponentiations.
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Abstract. The main application of cryptography is the establishment of
secure channels. The most classical way to achieve this goal is definitely
the use of variants of the signed Diffie-Hellman protocol. It applies a sig-
nature algorithm on the flows of the basic Diffie-Hellman key exchange,
in order to achieve authentication. However, signature-less authenticated
key exchange have numerous advantages, and namely from the efficiency
point of view. They are thus well-suited for some constrained environ-
ments. On the other hand, this efficiency comes at the cost of some
uncertainty about the actual security.

This paper focuses on the two most famous signature-less authenticated
key exchange protocols, MTI/C0 and MQV. While the formal security of
MTI/CO has never been studied, results for the plain MQV protocol are
still debated. We point out algorithmic assumptions on which some se-
curity proofs can be built in the random oracle model. The stress is put
on implementation aspects that must be properly dealt with in order to
obtain the expected security.

Some formalizations about authenticated key exchange, and the generic
model, are of independent interest.

Keywords: Key Exchange, MTI, MQV, Diffie-Hellman, Security Proof.

1 Introduction

Since the introduction of the Diffie-Hellman protocol in the seminal paper [13],
key exchange has played a prominent role in public-key cryptography. It provides
two entities communicating on an insecure channel with a common secret value,
which can thereafter be used to setup a secure channel. The plain Diffie-Hellman
protocol does not provide entity authentication and is therefore vulnerable to
“man-in-the-middle” attacks. A classical way to overcome this weakness is to
authenticate the flows with strong authentication mechanisms, such as message
authentication codes (MAC) or signature schemes (as for instance in the Station-
To-Station protocol [I4]).

A few proposals apply weaker authentication techniques, which are specific
to the key agreement method. Whereas they are signature-less, they provide
both strong authentication (the so-called “mutual authentication”) and strong
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secrecy (the so-called “forward-secrecy”). Furthermore, since no signature com-
putations/verifications are needed, they are quite efficient.

This paper focuses on some of these “signature-less protocols”. The most well-
known algorithms in that category are the MTI family [T9121] and MQV [20127].
More specifically, among the MTI family, we focus on MTI/CO, which is the
only variant of the MTI family that can be expected to provide the forward-
secrecy. MQV was proposed as a solution to overcome some security weaknesses
of MTI/CO0. However, one can remark that attacks against the “basic MTT/C0”
protocol can be easily prevented when proper and classical safeguards (eg. key
confirmation rounds) are added.

As a conclusion, we show that when properly set-up, that is, in a suitably
chosen group and with a proper key derivation mechanism, both MTI/C0 and
MQV are secure authenticated key exchange protocols, and even achieve forward-
secrecy. We focus on the 3-pass variants of these protocols because no two-pass
protocol achieves mutual authentication: the first message can always be replayed
by an active attacker. Some two-pass protocols are analyzed in [T5/18].

Related work. Key exchange is closely related to authentication, as illustrated
by the “man-in-the-middle attacks”. A very general model for these two prob-
lems was introduced by Bellare and Rogaway [7]. Bellare, Canetti and Kraw-
czyk [3] followed a different path, by providing a general tool to transform a
protocol secure when communications are authenticated into a new protocol se-
cure against an active adversary (able to alter messages). Among other applica-
tions, this framework can be applied to the “authenticated key exchange” (AKE)
problem.

An extensive comparison of the security properties of some signature-less AKE
protocols can be found in [9]; however, no security proof is provided. On the
other hand, [§] provides security analyzes of several authenticated variants of
the Diffie-Hellman scheme. For such studies, a formal security model is required.
We thus review the strongest one, based on the seminal work of Bellare and
Rogaway [7], and various extensions from [112Ig].

The security of MQV was recently analyzed and a “hashed” variant, HMQV,
was proved [I7]. We focus on the plain MQV protocol, and show that proper
key derivation is enough to overcome its security weaknesses, like the Unknown
Key Share attack of Kaliski [I6]. As for MTI/C0, no formal security result was
available to our knowledge.

Security Model. Informally, we want to model resistance of a key exchange
protocol against active and adaptive attackers. The required security properties
are:

— Semantic security. If an execution of the protocol successfully terminates
between a user A and its intended correspondent B, no one but A and B
should possess any information about the key agreed upon;

— Mutual authentication. A user A engaged in a key exchange session ac-
cepts (actually gets a session key) with B only if it is indeed speaking to B;
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— Forward secrecy. The disclosure of some user’s private keys does not com-
promise (the semantic security of) previously negotiated keys.

By “active and adaptive attackers”, as in [7], we mean that the attacker E
has entire control of the communication network, and thus controls all flows
between users. Therefore, there is no canonical definition of the partner of some
user that runs the protocol. Partnership is defined with the help of views of the
exchanged messages between two users. Since we consider forward-secrecy, E is
also allowed to (adaptively) corrupt users, which then provide her with their
long-term private keys.

More formally, the attacker plays a real-or-random game with a simulator, in
which it succeeds if it distinguishes between true negotiated keys and random
values. This game models the semantic security (and even the forward-secrecy,
if the corruption of players is allowed). Strictly speaking, not mutual authenti-
cation, but only implicit authentication is guaranteed: when A negotiates a key
with B, only A and B can compute the key, however from the point of view of A,
there is no guarantee that B did compute the key or even that B was involved in
the exchange at all. Key confirmation rounds are however well-known to enhance
semantic security into mutual authentication [5IIT].

Note that the classical definition of the semantic security involves a find-
then-guess game [7/4]. In this paper, we use a real-or-random game, which is
both stronger [2] and simpler to handle.

Contributions. Proofs are performed in the random oracle model [6] and rely
on custom variants of the Diffie-Hellman problem: f-RCDH for MQV and 2-3-
CDH for MTI/CO0. f-RCDH is a rather non-standard problem, and might well
be weaker than plain CDH; however we show that the f-RCDH intractability
hypothesis is equivalent to the semantic security of MQV, which gives a strong
motivation to introduce this new algorithmic problem (while the reduction of
f-RCDH to MQYV is performed in the random oracle model, the reduction of
MQV to f-RCDH is in the standard model) . On the other hand, 2-3-CDH is a
rather natural extension of CDH, but we only show that 2-3-CDH intractability
hypothesis is at least as strong as the semantic security of MTI/CO.

Since new assumptions are always questionable, besides the security analysis,
a large part of the paper is devoted to study the two new problems 2-3-CDH and
f-RCDH. In particular, we build on generic group results to provide arguments
towards the actual hardness of both problems: they are hard in the generic
sense. Moreover, f-RCDH is shown to be equivalent to the classical CDH, under
the additional assumption that the truncation function f used in MQV can be
modeled as a random oracle. This motivates the replacement of this function of
MQV by a proper hash function, as performed in [17].

For this analysis, we construct a simple and new tool of independent inter-
est that allows one to check whether a particular variant of the Diffie-Hellman
problem is hard in the generic sense or not.
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Organization. The paper is organized as follows. Section [2] introduces a com-
mon framework for signature-less authenticated key exchange protocols. Many
different protocols, among which MTT variants and MQV, can be plugged into
that framework. MTI/CO and MQV are presented in section [3 together with
the corresponding algorithmic hypotheses, 2-3-CDH and f-RCDH. A sketch of
the security proof is presented in section [l Next, in section [l the new algorith-
mic assumptions are analyzed. Finally, we sum up in section [0l the key design
choices that help make a signature-less key exchange protocol secure. The secu-
rity model, which is the classical one, is reviewed in appendix [Al

The proof is omitted from this extended abstract and is available in the full
version of the paper.

2 A Framework for Signature-Less Authenticated Key
Exchange

We describe a general framework, in order to deal with signature-less authen-
ticated key exchange protocols. Users are assumed to own public/private key
pairs, and the public keys are supposed to be authentic and known to any party
of the system.

First, we need some description of the view that a user (A or B) has of the
messages exchanged during a session, since this will define the partnership rela-
tion.

Session Flow, Partners. We denote by Flow(U,7) the bit-string encoding
the messages seen by user U € {A B} during session i, up to the key material
agreement. It is assumed that

Flow(A, i) = Flow(B,i) < { no message between A and B Was}

altered in any way during session 4

A and B are said to be partners in a session i if Flow(A, ) = Flow(B, 7). Informally,
if A and B are partners in session ¢, they share the same key at the end of the
session, and the converse should hold except with negligible probability.

Key Material Agreement. Let us now describe a key agreement between two
users A and B. In a preliminary phase, one of the users asks the other party to
initiate a key negotiation. From the cryptographic standpoint, the only interest
of this phase is that the messages exchanged ends up in the session flow like the
rest of the exchange: as a consequence, we can assume that the identities of A
and B are contained in the session flows.

This phase of the protocol allows A and B to agree on common secret key
material from which both the session key and key confirmations are derived:

— A chooses at random an element ra in some space R. Some function ¢ of ra is
sent to B. The function ¢ might additionally take as input A’s private/public
key, and B’s public key. We name M all this long term key material available
to A.
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— B performs the same operation towards A.
— A and B both derive some key material KM through another operation
satisfyin a kind of commutativity property

KM = ¢ (¢(ra, Ma), 8, M) = ¥(p(rg, Mg),ra, Ma).

Key Confirmation. When a user U € {A, B} has computed KM, it can compute
the common key K € K and the key confirmations KC(U') for any partners U’
(and himself) by

K = H(KM]||0||Flow(U)) KC(U') = H(KM]|1]|IDy||Flow(U))).

In this relation, the flows consist of the messages up to and including the ex-
change of random elements, H is a h-bit hash function (assumed to behave like
a random oracle). Both A and B can compute the two key confirmations KC(A)
and KC(B). But A sends KC(A) to B, while B sends KC(B) to A. Each user checks
the value sent by the other and rejects the key if this value is incorrect.

3 Formalization of MTI/CO0 and MQV

For both MTI/C0 and MQV, G is a cyclic group of prime order p, and g is a
generator of G. All random elements are drawn uniformly in the sets mentioned.

3.1 MTI/CO

The private key s, of a user U is a random element in Z5 and the corresponding
public key equals K, = g°«.

Key Material Agreement. A (resp. B) draws a random element 7, (resp.
rp) in Z;. A then computes R, = K, and sends it to B, while A computes
Ry = K, and sends it to A. The key material KM is then computed by each
user according to the relation

KM = g™ = Ra"'b/sb — Rbra/sa

Note that if one of the received values (R, or Rp) is equal to 1, the recipient
aborts the protocol. Thus, using the framework of section 2, we have

@(TmMa = (Sa7Ka7Kb)) =R, = K;“

abort if R, =1

and V(Ra, 1o, My = (84, Ka, Kb)) = {R”/Sb otherwise

1 4 might reject some values of its first input: the relation holds only when neither
o(ra, Ma) nor ¢(rs, Mg) is rejected.
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2-out-of-3 Computational Diffie-Hellman Problem. In order to prove the
security of MTI/CO, we clearly need to make the assumption that the Com-
putational Diffie-Hellman problem is intractable: given g* and ¢¥, it is hard to
compute g*¥ for random elements x,y € Z,. In order to deal with active attacks,
we also need another computational hardness hypothesis that is an extension of
the above CDH:

2-out-of-3 Computational Diffie-Hellman.

Given X = ¢* and Y = g¢Y, for random z,y € Z,, compute a pair
(Z,T) of elements in G, where Z # 1 and T is the CDH value of X,
Yand Z: T = Z"Y.

First, it is clear that 2-3-CDH is at most as difficult as CDH. Indeed, if an
adversary manages to compute h = g*¥, (g%, h*) is a correct 2-3-CDH answer
for any choice of z € Zj. Moreover, it is not more difficult than the inverse-
DH because by setting Z = g'/¥ where Y = ¢¥, (Z,X) is a correct answer.
As a consequence, a tight reduction from 2-3-CDH to CDH would imply a tight
reduction from Inv-CDH to CDH.

In a cyclic group of composite order, the probability in breaking 2-3-CDH is
not smaller than 1/w, where w is the size of the smallest non-trivial subgroup of
G. Indeed, an attacker can always choose at random two elements (Z,T') of order
w and then, since the order of 7" = CDH(X,Y, Z) divides w, and since there is
only one subgroup of order w in the cyclic group G, T = T’ with probability
1/w.

In groups of prime order where the discrete logarithm is hard, which our
analysis focuses on, it seems reasonable to expect that no adversary can break
2-3-CDH in polynomial time and with a non-negligible probability. Let us de-
note by Succcpu(t) and Succos.cpu(t), for the maximum winning probability
of an attacker running in time ¢ against CDH and 2-out-of-3 Computational
Diffie-Hellman in G, respectively. The probability is averaged over all possible
challenges (X,Y) and over the randomness of the attacker.

2-3-CDH and Active Attacks. Inthe next section, we show that the intractabil-
ity of 2-3-CDH is enough to guarantee the security of MTT/C0. Conversely, solving
2-3-CDH does not seem to be enough for an attacker to impersonate a user in a
MT1I/CO session.

3.2 MQV

In the specification of MQV, we have a function f from G — Z,. In the actual
description of MQV [20027], G is a prime order subgroup of an elliptic curve
group over a finite field F,, where ¢ is a n-bit prime; for P = (z,y) € G,
z,y € [0,q — 1], f(P) =z mod 2/"/2] 4 2[n/2],

In the following, we use the multiplicative notation for the group G.

The private key s, of a user U is a random element in Z, and the correspond-
ing public key equals K, = g°*.
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Key Material Agreement. A (resp. B) draws a random element r, (resp. )
in Z,. Then A computes R, = g"* and sends it to B. Similarly, B computes
Ry = g™ and sends it to A. The key material KM is then computed by each
person according to the relation

KM — g("'a“l’f(gra)Sa)(rb+f(grb)5b) _ (Ra « Kaf(Ra)>(Tb+f(Rb)sb)

= (Rb X be(Rb)>(ra+f(Ra)3a) .

Therefore O(ra, Ma = (84, Ko, Kp)) = g™ = R,

(ro+f(g™)sp)
and Y(Ra, 15, M = (s, Ka, Kp)) = (Ra X Kaf(Ra)> ’ "

f-Randomized Computational Diffie-Hellman Problem. As for MTI/CO0,
we need a new assumption, derived from CDH, for proving the security of MQV.
It depends on the function f, hence the notation f-RCDH. As shown below,
f-RCDH must be hard for MQV to withstand active attacks. We also show in
section [5.1] that the intractability of RCDH can be reduced to the one of CDH
under some additional assumptions on f.

#-RCDH

Given X = ¢” and Y = g¢¥, for randomly chosen z,y € Zj,, find
R,Z € G such that Z = R* x g/(®) 2y,

With r = log, R (which the attacker does not need to know), the above
relation rewrites Z = g@("+/(F)y),

As for any computational problem, Succ s.rcpr(t) is the maximum winning
probability of an adversary running in time ¢ against f-RCDH in G, averaged
over X, Y and the random tape of the adversary.

Note that f-RCDH is not more difficult than CDH, because knowing h =
g*¥ = CDH(X,Y), one can answer a valid pair (Z, R), by choosing R = ¢" and
Z = X"hf),

f-RCDH and Active Attacks. Solving f-RCDH allows to impersonate the
responder (denoted by B in our description) in a MQV session: given the pub-
lic keys Ka, Kg of A and B and the random value Ra sent by A, B can be
impersonated to A using a correct f-RCDH answer (Rg, KM) to the challenge
(X = Ra % KZ\C(RA), Y = Kg). Indeed, if Rg is used as the random value sent to
A, then the resulting key material is KM. Note that no random oracle hypothesis
is used here.
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4 Sketch of Proof

As explained in the introduction, we follow the real-or-random model, as de-
scribed in appendix[Al In this scenario, the attacker E plays against a simulator
S and has complete control of the exchanges between user instances. The sim-
ulator S draws a random bit b at the beginning of the game and E’s goal is
to guess this bit b. The attacker E can perform Test and Corrupt queries to
obtain respectively session keys and long-term private keys of users. Before any
Corrupt query occurs, the answers of Test queries depend on b: they are either
the real keys (if b = 1) or random values (if b = 0). In both cases, the answers to
two queries asked to partners in a session are the same. After a Corrupt query
occurs, Test queries are answered by the real keys only. After getting long-term
private keys, the adversary is indeed able to compute the session keys itself. Fur-
thermore, forward-secrecy only considers the semantic security of keys agreed
before any corruption.

Note that Test queries can only be asked to users who actually hold a session
key, and thus after reception of a correct key confirmation at the end of the
protocol run, so that they are “convinced” that they actually share a session key
with their intended partner.

The proof is performed with the now classical game technique [25126]. The first
game is the real game in which we want to upper bound the success probability
of E.

First, session flow collisions are ruled out. This is easy, because not all the
randomness of the exchanged values in a protocol run is controlled by the at-
tacker: at least one of the two values exchanged at the beginning of a run is
properly drawn in G by S, and the collision probability between two sessions is
therefore upper-bounded by 1/p. Informally, in the remaining game executions,
session keys are uncorrelated because of the random oracle hypothesis and the
inclusion of the session flow in key derivations.

Next, the attacker key confirmations that are correct “by chance”, i.e. al-
though the right query was not made to the random oracle, are refused. There
are not too many of them if the output size of H, h, is large enough.

Active attacks before Corrupt queries are then artificially blocked. This is
performed by refusing key confirmations not originating from the simulator.

Because correct key confirmations produced with incorrect oracle inputs are
already forbidden, E sees the difference between this new game and the previous
one only if it manages to produce a correct oracle input for a key confirmation.
To show that this happens with negligible probability, an instance of a custom
problem is introduced in the public keys of two users, such that the oracle input
corresponding to a key confirmation is the answer to this challenge.

After this crucial step, we are in a game where no active attack can be per-
formed in sessions before Corrupt queries. A CDH challenge is finally introduced
in one of these sessions; key confirmations and the final key are simulated by ran-
dom values. Again because of the random oracle hypothesis, E has to solve the
CDH problem to be able to ask a relevant question to the oracle, in order to gain
some advantage in guessing b or observing inconsistencies in key confirmations.
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We could use the Diffie-Hellman random self-reducibility to introduce a CDH
challenge in all sessions before a Corrupt query, thereby gaining a factor ¢, in
the security reduction. However, in a concurrent model, many sessions can be
“pending” when the first Corrupt query occurs; these sessions require a special
simulation. The simulator would therefore have to guess correctly the set of
pending sessions, leading to a loss factor 2%¢. This is why the challenge is only
introduced in one session.

For simplicity, we limited the scope of the model (appendices[A]) to a two-user
setting. However, since the identities of both parties are included in the session
flows and in all key derivations, the generalization of the proof to a n-user setting
is straightforward.

Finally, we prove that E’s advantage in distinguishing real keys from random
ones within time ¢ in a prime-order group G having p elements is bounded by

2
2qm x (Succp(t,G) + qsSucccpu(t, G)) + % + 27"

where Succp = Succo.z.cpn for MTI/CO and Succp = Succ .repr for MQV.

5 Intractability Results

5.1 f-RCDH and CDH are Equivalent for a Random Oracle f

In this section, we prove that if the function f of f-RCDH can be modeled
by a random oracle, f-RCDH is equivalent to CDH. We already know that f-
RCDH reduces to CDH without any special assumption (see section [3.2)). For
the converse implication, we suppose E is an attacker against f-RCDH that has
advantage Adv (t,qyr), where gy is the number of E’s f-queries. Given a CDH
challenge (X,Y’), we get it as a f-RCDH challenge and assume that E returns
(R, Z) such that

Z = CDH(X, R x Y/()) = CDH(X, Y )/ x CDH(X, R).

Then we can replay part of that successful run and change the function f
at the crucial query R to induce the attacker into producing another correct
answer (Z',R) to the challenge, with a different value f’(R). Then Z'/Z =
CDH(X, V)" (W)=1(B) which easily leads to CDH(X,Y).

To compute a lower-bound for the success probability of this technique, we
need the following splitting lemma [22]:

Lemma 1 (Splitting Lemma). Let P a probability on a product space X XY
and @ C X xY.

Define @ ={ () e Q| £ o) 41> PlY2}

Then PIQ'Q] > 1/2
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Let p. be the collision probability of f and p,,,, be the guessing probability
of f mod p, i.e. the maximum probability of any output value of f mod p, with
#G = p. If the output of f is a random uniform h-bit string with 2" < p,
Pe = Pmax = 27"

We suppose without loss of generality that each query is submitted at most
once by the attacker. With probability less than 2/p, X or Y is equal to 1. In
the other cases, CDH(X,Y) is a generator of G. Then, if R is not among the
f-queries submitted by the attacker, its probability of success is bounded by
Puax Decause of the term CDH(X,Y)f(®) in the f-RCDH relation. Overall, with
probability Adv’ > Adv — 2/p — p.., the attacker produces a correct output
(R, Z) and makes the query f(R). Now, let Q; be the event “E produces a correct
output (Z, R), the i-th f-query of E being f(R)”. Let AdV/, be the probability
of QQ;. Then

Z AdV; = Adv'.
1<qy

Let us fix ¢. The whole behavior of the attacker only depends on its random
tape and on the oracle answers. Let us split these inputs into the ones occurring
before the i'h oracle answer (z € X) and the ones after and including that answer
(y € Y). Let us now apply the splitting lemma [l with @ = @Q;. It states that,
given u = (z,y) €r Q;, with probability 1/2, we have

PlQix] > AdV,/2 with Q.= {y €Y|(z,9) € Q:}.

Therefore, we can perform two executions of E as follows. The first execution
is random. With probability greater than Adv’, it yields a correct answer (R, Z),
and f(R) is queried on some query of index 7. Let 2 (resp. y) the inputs of E before
(resp. after) the i*" query. We run again the same execution with inputs 2 before
query i, but y after query i. With probability 1/2, inputs z of the attacker before
query i are such that P[Q; ] > AdV/;/2. In that case, with probability Adv/;/2, E
produces again a correct output (Z’, R') and f(R') is queried on query . Since
inputs before query ¢ are equal in both executions, R = R’. Finally, except with
probability 1 — p,., answers f1 and fs for f(R) are different in both executions. If
all these conditions are met, CDH(X,Y") can be easily extracted. Overall, since
the probability to be in case i is ¢; = Adv/;/AdV’, the attacker breaks CDH with
probability

/2
Succ cpH > Adv//QZ (qi AdV'; /2] — p. = 1/42 {Adv/f] —Dpg > A4dqv — D,
i !

i

because of the Cauchy-Schwarz inequality. Finally, if E runs in time ¢ the attacker
against CDH runs in time 2t and succeeds with probability not less than

[SUCC f—RCDH(t7 Qf) -2/p— pmax]2

Succcpn(2t) >
(21) 4qy

— Dc-

This proof of equivalence between f-RCDH and CDH shows that replacing the
function f of MQV by a cryptographic hash function can improve the security of
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MQV, while not much impairing its performance. This is a case for HMQV [12],
where each term f(R)sa + R in the key material is replaced by H(R||B)sa + R
with H a hash function modeled by a random oracle.

5.2 Generic Group Model

Generic groups were introduced in [24]: a generic group is a group (G, +) whose
elements are represented randomly. Thus an algorithm E working in a generic
group G does not perform group computations itself, but rather makes queries
to oracles that answer with representations, in some set I, of the results. Two
representations are equal if and only if the corresponding elements are equal. In
the sequel, G = Z, and I = [0, p — 1]. Through the group oracle, E can multiply
existing elements, and introduce new random elements.

Elements of G represent logarithms, and the representation of some x corre-
sponds to ¢g*. In a generic group, nothing can be learned from ¢”, except log
equality: if ¢* = ¢¥, x = y.

We define a Generic group problem that enables to study variants of the com-
putational Diffie-Hellman problem in that model. An adversary E plays against a
generic group. Some multivariate polynomial o(X7,..., Xg, ¥1,...,Ys) is fixed.
Some coefficients of ¢ might depend in an arbitrary way of E’s behavior. For
values of x1, ...,z chosen by the simulator, and knowing g™, ..., g%*, the goal
of E is to compute Y7 = ¢g¥*,..., Yy = g¥¢ such that (z1,..., 2k, y1,...,y¢) = 0.

All elements manipulated by E are linear polynomials in x1, ..., z; and some
new random elements xg1, ... introduced through the group oracle. Let us call
P; the polynomial corresponding to y;. P; is a random variable. Then we have
the following

Theorem 1. Let d = deg(yp) and Py, be an upper bound for the probability
Pm = P[(p(Xl, ‘e ,Xk,Pl(Xl, e ,Xk), ey Pg(Xl, .. .,Xk)) = 0]
Then the probability that E wins after qc queries satisfies

3¢ +k+2)% d
2p p
For example, the plain CDH problem corresponds to ¢ (1, 2, y1) = 122 —y1; in
that case, P, = 0 because for any linear expression y; in 7 and xs, and possibly
other variables, ¢ # 0.

Proof. We define a game corresponding to the challenge of E.

Generic Group Game 0. A simulator S chooses 1, ...,z randomly in G*,
outputs the corresponding representations ri,...,7; to E. E has access to an
oracle o that, on input (a,b,r, ') € Z? x I?, answers with the representation
of ax + bx’, where r is the representation of z and r’ the representation of
2. The connection between representations and elements of G' is managed by
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the simulator through a list £ of pairs (x,r) associating an element with its
representation. A representation r in a o-query input does not need to correspond
to an element of G in L; if it does, the corresponding element is used, otherwise a
random element z is drawn by the simulator in G and bound to r, that is, (z,7)
is added to £. The same rule applies for the answer to the query: if az+ bz’ = x”
with (2”,r"”) € L, r" is answered. Otherwise, a random representation ", not
yet bound to any element of G, is chosen in G, (") is added to L, and the
answer to the o query is r”’. Overall, each o-query adds at most 3 pairs to L.

Initially, £ = {(0,7%), (1,7e), (x1,71)s ..., (T, 7%) }; E s given ry, re, 1, ..., k.
E’s goal is to output r,...,7, corresponding to yi,...,y¢ in G that, together
with the x;’s, cancel . The last ¢ queries of E are assumed to be of the form
o(1,0,7}, ). E has won if p(z1,...,2k, y1,--.,y¢) = 0 where (y;,7}) € L.
Generic Group Game 1. In Game 1, random values in G are replaced by
unknowns X;. Representations of elements correspond to linear combinations of
these unknowns with coefficients in Z,, or polynomials in Z,[X1,...,X,,.. ], as
follows.

Initially, L={(0,7,), (1,re), (X1,71), ..., (Xk,7k)}; Eis given ry, re, 1, ..., k.
When E performs a o-query using a representation r not yet bound to any element
of G, instead of choosing a new random element in G, the simulator introduces
a new unknown X;. In a query (a,b,r,r’), if r represents a polynomial F' and »’
represents F’ (F and F' are either new unknowns or polynomials coming from L),
the simulator first computes F” = aF + bF’. As before, if (F”,r")isin L, r" is
answered, and otherwise a random representation is chosen among the ones not
yet appearing in £. All polynomials in £ are affine.

Before stopping the game, E outputs 7, ..., through o-queries as in game
0. E wins if p(X1,..., Xy, P1,..., P;) =0 where (P;,r}) € L.

Difference between E’s success probabilities in game 0 and game 1. In
game 1, representations of different polynomials Py, P, always differ, while in
game 0 they differ if and only if Py(x1,...,x%) # Pa(z1, ..., Tk).

Let Ff =0,F; = 1,F3 = X4,...,F, be the polynomials of £ at the end of
the game: n is bounded by 3¢¢ + k 4 2. Note that A; j = F; — F; # 0 for i # j.
We need the following lemma from [23]:

Lemma 2. Let p be a prime and F' a m-variable polynomial with coefficients in
Ly, of total degree d. Then the probability that a random value of 7' is a root
of R is at most d/p.

The probability that one of the A; ; cancels at some specific value x=(x1, ..., zx)
is therefore bounded by n?/2p.

Assuming no 4, ; cancels in x, game 2 perfectly simulates game 1. However,
the success criterion in game 2 is stricter than in game 1. The probability that
(X1, ..., Xg) = o(X1,..., Xk, P1,...,Pp) # 0 but ¥(x) = 0 for the polyno-
mials P, = F;, ..., P, = F;, chosen by E among £ is bounded by d/p. Indeed,
if ¢» # 0, it is of degree < d because the P; are linear, and vanishes in x with
probability < d/p.
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Overall,
3 E+2)? d
|Succy — Succp| < M + —.
2p p
Finally, in game 1, E wins if and only if p(Xy,..., X, P1,...,P) = 0. This
happens with probability Py,. O

5.3 2-3-CDH and the Generic Group Model

Our 2-3-CDH problem corresponds to the polynomial ¢(x1, z2, y1,¥y2) = T122Y1 —
y2. Indeed, the answer (Z,T) to the 2-3-CDH challenge (X = ¢*,Y = ¢Y) is
supposed to satisfy T' = Z®Y. This is equivalent to the above equation provided
X =9g",Y =¢", Z =¢g¥ and T = g¥2. Since Z # 1, a valid answer of the
adversary is such that y; is a non-zero affine polynomial and ¢ # 0, therefore
Pm = 0. Therefore, using k = 2 and d = 2, theorem [] yields

390 +4)? 2 2 10
Succoz.cph(ga) < Bac +4)° +io9gxie g9 96 2T
2p D 2p p P

5.4 f-RCDH and the Generic Group Model

For our f-RCDH problem, ¢(z1, 2, y1,y2) = z1(f(r)z2 +y1) — Y2, where r is the
representation of y;. This case is a little bit more complicated than for 2-3-CDH,
because ¢ depends on E’s answers through the term f(r).

Let ¢(X1,X2, N ) = Xl(f(T)XQ + Pl(Xl,X27 [N )) - PQ(Xl,XQ, . ) where
the P; are the polynomial representations of the Y;. Unknowns X; for i > 2
represent random values in the group introduced by E. We want an upper bound
on Py = 0] at the end of the game.

We know that deg(¢)) > 2 as soon as f(r)Xe + P; is not constant. Either
r was chosen by the adversary and P, = X; with ¢ > 2, or P, is an affine
polynomial chosen by the adversary through some sequence of computations
and r is random. In the first case f(r)Xs + Py is not constant. In the second
case, r is a random uniform value in I\I’, where I’ = {ry,...,r,} and the r;
are the other representations already in £ at the time of the query producing 7.
The best E can do is to set P, to —u Xs where u is the most likely output of f
for a random input = in I\I’.

Let ppa(I’) = max;ep o P[f(x) = i[f(x) ¢ I']: f(r)X2 + Py is constant with
probability less than p,,,.(I'). Overall if p,..(n) is a uniform bound over I’ of
DPmax(I) for #I' < n, Py < nppa.(n) and theorem [l yields with n = 3¢g + 4

Succ f.repH(9G) < N Ppax(M) + —— + =
s (90) ) 2p p

Discussions about the Maximum Probability p,,.,. In the specification
of MQV [27], f is the truncation of the £ = |log,(p)/2|+1 LSBs of its input. Let
o= (p/?l—‘. Then every element in [0, 2°~!] is the image of at most « elements in
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I, therefore p,,..(0) < a/p. If n elements are removed in I, p,,.(n) < a/(p—n),
and therefore if n < p/2,

26+ 1 20+ 1 1 11
pmax(n)ép/ + §2p/ + :2(2’f+—>§2<—+—>.
pen P P VPP
Overall, with MQV, the winning probability of E against f-RCDH satisfies

9¢2 18 18 6 8
J49¢ , °9¢ |, 1 D46 | ©
2p D D N/ RS

As long as n = 3¢qg + 4 < p/2, this last hypothesis being perfectly sensible
for cryptographic purposes.

Succ s.repH(ga) <

6 Key Exchange Implementation Choices

Our security proof highlights the importance of several implementation choices
when working with Diffie-Hellman-like key exchange algorithms:

— Work in a prime order group G. In our case, the computational problem
related to MTI/CO0, 2-3-CDH, has a security that depends on the size of the
smallest non-trivial subgroup of G. As for f-RCDH, if G has non-trivial
subgroups, trade-offs can be devised to force the common key to belong to
some subgroup of G; the proof of hardness of f-RCDH in a composite-order
generic group would yield a bound depending on the size of the largest prime
order subgroup of G.

— Use the session flow, including parties identities, to derive keys.
This “freezes” active attacks by de-correlating keys between users and ses-
sions. Note that this is not specific to the signature-less case: an unknown
key-share attack can be devised against STS because it does not follow this
principle [I0]. Including the user identities is of course crucial in a setting
with more than two users.

— Confirm the keys. Without key confirmations, an adversary against a
signature-less protocols can impersonate a user during the key negotiation,
and then wait for a long-term key leakage to compute the session key. On
the contrary, a key confirmation prevents the other party to output material
enciphered with the session key before it is sure that its partner actually
knows the key.
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A Security Model

The security requirements are formalized in a Real-or-Random game between
an attacker E and a simulator S simulating two users A and B. H is modeled by
a random oracle. However, we do not use the random oracle programmability;
therefore it is only assumed that H is “black-box”. H can be seen as a random
oracle that is outside the attacker but also outside the simulator. Each time E
“presses the button” to get a hash value of some message, S gets the input
message together with the hash value chosen by the oracle. The image space of
H is K, the key space.

At the beginning of the game between S and E, S draws a random bit b
uniformly; b decides whether random values or actual keys will be shown to E.
The goal of E is to correctly guess the value of b.

Simulation and Attacker’s Queries. E can issue the following queries to S
to control sessions and messages exchanged by A and B:

— j = Initiate : initiate a new session. The attacker receives a string that is
a session ID used in Test and Send queries.
— Send(U, M, j): send message M to user U for session j.

Messages that are supposed to be sent by A or B in the real protocol are
actually given by S to the attacker E, along with the index of the session which
the messages belong to.

Additionally, E can perform the following queries:

— Test (U, j): obtain the session key negotiated after session j from user U (U
= A or B);
— Corrupt(U): obtain the long-term private key of U = A or B.

Each of the Send, Test, and Corrupt queries models a different attack: Send
queries allow E to perform Man-in-the-Middle attacks by altering, deleting or
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inserting messages between A and B, Test queries model session key material
leakage, while Corrupt queries model long-term key material leakage.

A Test(U, j) query is answered as follows: if U did not accept the key negoti-
ation of session j (see “Accepted keys” below), an error is returned. Otherwise,
U has computed a key k and E gets the following answer:

— if a Corrupt query was issued before the Test query, the key k is returned;

— if no Corrupt query has been issued so far, the answer depends on b: if b = 1,
k is returned; if b = 0, a random value H’'(Flow(U,?)) € K is returned, for
some private random oracle H' simulated by the simulator.

Notice that the answer to Corrupt queries in the random case (b = 0) does not
depend on the user on which the query was performed if A and B are partners
for the session, as in the real case.

E wins the game if at some point it outputs its answer b’ with ¥ = b. E’s
advantage is then

Adv = [Py [t = 1] — Py_o[t/ = 1]|.

We are looking for an upper bound for Adv, depending on its running time ¢,
its number of H-queries gy and its number of Initiate queries ¢s.

Accepted keys. Suppose A and B negotiate a key. If the agreement succeeds,
at some point, A will start using the key, which might then leak (this is modeled
by Test queries). A should not use the key before it is convinced that it actually
shares the key with B and B only. To capture this notion, we say that A (or
B) accepts (the key negotiation) when it is convinced of the authenticity of the
computed key, and authorize Test query only on accepted keys.
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Abstract. We describe the first identity-based key encapsulation mech-
anism with threshold key delegation and decapsulation that is secure
in the standard model against chosen-ciphertext (CCA2) attacks. Our
scheme is unconditionally consistent and proved secure under the Bilin-
ear Decisional Diffie-Hellman assumption.

1 Introduction

IDENTITY-BASED ENCRYPTION AND KEY ENCAPSULATION. An Identity-Based
Encryption (IBE) scheme is a public-key encryption scheme where any string is
a valid public key. In particular, email addresses and dates can be public keys.
The ability to use identities as public keys avoids the need to distribute public
key certificates. IBE encryption is performed in such a way that only the owner
of an identity (the receiver) can decrypt ciphertexts encrypted with respect to
his identity. In order to perform decryption the receiver gets a “user secret key”
associated to his identity. Creating this user secret is called key-delegation and
it is usually done by a master knowing a master secret key.

After Shamir proposed the concept of IBE in 1984 [I9] it remained an open
problem for almost two decades to come up with a satisfying construction for
it. In 2001, Boneh and Franklin [8] proposed formal security notions for IBE
systems and designed a fully functional secure IBE scheme using bilinear maps.
Independently, in 2000, Sakai, Ohgishi, and Kasahara [I§] already gave an in-
formal description of an IBE scheme. These schemes and the tools developed in
their design have been successfully applied in numerous cryptographic settings,
transcending by far the identity based cryptography framework.

Instead of providing the full functionality of an IBE scheme, in many applica-
tions it is sufficient to let sender and receiver agree on a common random session
key. This can be accomplished with an identity-based key encapsulation mech-
anism (IB-KEM) as formalized in [5]. Here an encapsulation algorithm creates
a random session key and encapsulates it into a ciphertext with respect to the
receiver’s identity. Given the ciphertext and the user secret key associated to his
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identity, the receiver can successfully decapsulate the ciphertext to recover the
encapsulated session key.

This common random session key may now be fed into any symmetric primi-
tive, for instance into a symmetric encryption scheme.

THRESHOLD IDENTITY-BASED KEY ENCAPSULATION. Threshold techniques are
applied to cryptographic protocols whenever one wants to decentralize crucial
cryptographic operations that need some additional secret input. The idea is to
share this secret input among a number of independent players and only if a suf-
ficiently large fraction of players (determined by a threshold bound) interact (in
an honest way), the cryptographic operation can be successfully accomplished.
No useful information should be leaked otherwise.

In Identity-Based Key Encapsulation there are many operations to which
one can possibly apply threshold techniques. Here we consider making key de-
capsulation and key delegation threshold. We will call such schemes threshold
identity-based key encapsulation mechanisms, or threshold IB-KEM for short.

Threshold key delegation means that the user secret key (with respect to some
identity) is shared among many players. Sufficiently many players are needed to
reconstruct the full user secret key that enables to decapsulate any ciphertext
received by the identity.

Threshold decapsulation means that a ciphertext is shared among many play-
ers into ciphertext shares. Again, sufficiently many ciphertext shares are needed
to combine the shares into the original encapsulated session key. Note that no
(shares of the) user secret key is needed to perform the reconstruction of the
encapsulated key from its shares. Threshold decapsulation in the context of IBE
was first introduced in [2], whereas threshold key delegation was first informally
introduced in [9].

For several reasons, the notion of chosen-ciphertext security has emerged as
the “right” notion of security for standard public-key encryption/key encapsu-
lation [3]. In this work we also consider this form of attacks against the security
of our threshold scheme. In such a chosen-ciphertext attack, the adversary is
given access to an oracle that allows him to obtain partial decapsulation shares
of ciphertexts and partial user secret key shares of identities of his choosing.
Intuitively, security in this setting means that an adversary obtains (effectively)
no information about an encapsulated session key, provided he did not receive
sufficiently many partial decapsulation/user secret key shares.

Additionally every threshold IB-KEM has to fulfill some “consistency require-
ments”. That is, roughly, it should be impossibly to “abuse” a set of valid shares
(i.e. shares that pass their respective consistency tests) to make the scheme in-
consistent, which means (for instance) that the same ciphertext is decapsulated
into distinct session keys.

1.1 Owur Contributions
Our two main contributions can be summarized as follows.

A RIGOROUS SECURITY MODEL FOR THRESHOLD IB-KEM. Extending [20/2/7]
we introduce the concept identity-based key encapsulation with threshold key-
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delegation and decapsulation (or short “threshold IB-KEM”) and provide full
security definitions to model chosen-ciphertext attacks and consistency require-
ments. To the best of our knowledge we are the first to define a rigorous model
for threshold IB-KEM — all previously proposed models either did not consider
consistency requirements [2] or were only defined for a weaker threshold func-
tionality (i.e., [T27] only consider threshold key-delegation and not threshold
decryption)

A THRESHOLD IB-KEM. We give a new construction of a threshold IB-KEM
in the above sense. Our scheme is unconditionally consistent and can be proved
chosen-ciphertext secure under the BDDH assumption in the standard model.
To the best of our knowledge, it is the first threshold IB-KEM proved secure in
the standard model.

1.2 Related Work

Baek and Zheng [2] give an IBE scheme with threshold decryption. The drawback
of this scheme is that generic proofs of knowledge (POK) of the equality of two
discrete logarithms are used and therefore it inherently relies on random oracles
to make the POK non-interactive. The random oracle model [4] is an idealized
world where all parties magically get black-box access to a truly random function.
Unfortunately a proof in the random oracle model can only serve as a heuristic
argument and has proved to possibly lead to insecure schemes when the random
oracles are implemented in the standard model (see, e.g., [11]).

Our threshold IB-KEM is the first such scheme that is provably secure in
the standard model. Our construction is direct and avoids any form of generic
POK. We remark that an existing “threshold IBE” in the standard model [12] is
based on a much weaker security model that in particular avoids all difficulties
encountered in [2] that would made POK necessary. More concretely, the scheme
in [I2] does not deal with chosen ciphertext attacks. In [7] it was shown how
to transform any IBE scheme with threshold key delegation into a threshold
(standard) encryption scheme. A special instance of that transformation was
already worked out in [I0]. We stress that, however, in order to obtain a full
threshold IB-KEM, different techniques than used in [7/10] seem to be necessary
to make the decapsulation algorithm threshold (and at the same time secure
against chosen-ciphertext attacks).

Our threshold IB-KEM construction is based on our recent IB-KEM from [14]
(which itself is a chosen-ciphertext variant of Waters’ original chosen-plaintext
secure IBE scheme [21]). The proof of security of our scheme is inspired by
the original proof from Waters [21] and the game-based proof of the IB-KEM
from [I4]. However, there are important differences reflecting the nature of the
threshold scheme that have to be taken care off. A full version of this paper
including all proofs is available on eprint [17].

! Here we don’t claim that the scheme from [2] does not fulfill the necessary consistency
requirements. We further remark that the security model from [7] is sufficient for
their purpose.
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2 Definitions

2.1 Notation

If x is a string, then |z| denotes its length, while if S is a set then |S| denotes
its size. If k € N then 1¥ denotes the string of k ones. If S is a set then s <& S
denotes the operation of picking an element s of S uniformly at random. We
write A(z,y,...) to indicate that A is an algorithm with inputs z,y, ... and by
z & A(x,y,...) we denote the operation of running A with inputs (z,y,...)
and letting z be the output. We write A2 (z,y,...) to indicate that A is

an algorithm with inputs z,y,... and access to oracles 01, s, ... and by z &
AO1:0z2:+ (g 9y ) we denote the operation of running A with inputs (z,v,...)
and access to oracles 01,0, ..., and letting 2z be the output.

2.2 Parameter Generation Algorithms for Bilinear Groups

All pairing based schemes will be parameterized by a pairing parameter gener-
ator. This is a PTA (probabilistic polynomial-time algorithm) G that on input
1 returns the description of an multiplicative cyclic group G; of prime order p,
where 2F < p < 2F+1 the description of a multiplicative cyclic group Gz of the
same order, and a non-degenerate bilinear pairing é: G1 x G; — Gr. See [9] for
a description of the properties of such pairings. We use G} to denote G; \ {0},
i.e. the set of all group elements except the neutral element. Throughout the
paper we use PG = (G1,Gr,p,é) as shorthand for the description of bilinear
groups.

2.3 The BDDH Assumption

Let PG be the description of pairing groups. Consider the following problem
first considered by Joux [16] and later formalized by Boneh and Franklin [9]:
Given (g, 9%, g% g¢,W) € G} x Gr as input, output yes if W = é(g, ¢)?*° and no
otherwise. More formally, to a parameter generation algorithm for pairing-groups
G and an adversary B we associate the following experiment.

Experiment Expg?gh(k)
PG & G(1F)
a,b,c,w & Z,
B <{0,1}
If 3 =1 then W « é(g, g)? else W « é(g,g)"
5 < B(1%,2G,9,9% g°, 9°, W)
If 8 # B’ then return 0 else return 1

We define the advantage of B in the above experiment as
1
Advih (k) = ‘Pr | Explid (k) = 1] - 5‘ .
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We say that the Bilinear Decision Diffie-Hellman (BDDH) assumption relative
to generator G holds if Advg‘?gh is a negligible function in k for all PTAs B. The

BDDH assumption was shown to hold in the generic group model in [6].

3 Definitions for IB-KEM with Threshold Key-Delegation
and Decapsulation

We start with some history and motivation. Threshold key-delegation for IBE
was introduced in [8[7]. The idea is that the master key msk is distributed among
different secret key generation players. Given a master-key share sk;, each player
can compute a partial secret key sk[id]; for the user with identity id. Finally, a
sufficiently large fraction of partial user secret keys is needed to reconstruct the
user secret key sk[id].

In contrast, in the model given in [2] the master key is not shared but only the
user secret key sk[id]. Then partial user secret key shares sk[id]; are distributed
among a number of decryption players. Given the share sk[id];, the i-th decryp-
tion player can compute a partial decryption share C; of a given an ciphertext
C'. A sufficiently large fraction of correctly generated ciphertext shares is needed
to finally reconstruct the message. No information about the message should be
leaked otherwise.

Our model of threshold IB-KEM is aimed at capturing the functionalities of
both threshold key-delegation IBE and threshold decryption IBE. That is, in a
threshold IB-KEM the players can act at the same time as private key generation
players and decapsulation players, so that they can choose which role they want
to assume depending on the application. Therefore, an encapsulation C' sent to
user id can be decapsulated either by reconstructing the user secret key sk[id],
or by joining together a large enough fraction of decapsulation shares C;.

We now give a formal definition of the functionality of a threshold IB-KEM.
A threshold IB-KEM TIBXKEM = (Tkg, Tkey.Share, Tkey.Vfy, Tkey.Comb, Tenc,
Tdec, Tdec.Share, Tdec.Vfy, Tdec.Comb) with participating players 1,...,m con-
sists of nine polynomial-time algorithms. Via (pk, vk, sk) & Tkg(1¥%,1,m) the
randomized key-generation algorithm produces a public key pk, a public ver-
ification key vk, and the m master-key shares sk = (sk;)1<i<m for security
parameter k € N and threshold parameter [; via (C, K) < Tenc(pk, id) a sender
creates a random session key K and a corresponding ciphertext C with re-
spect to identity id; via sk[id]; & Tkey.Share(pk, i, id, sk;) the ith share sk[id];
of the user secret key sk[id] is generated; via {accept,fail} « Tkey.Vfy(vk,
i,14d, sk[id];) the validity of the ith user secret key share sk[id]; is verified;
via {sk[id],fail} « Tkey.Comb(pk, vk, id, (sk[id];)icr,) sufficiently many valid
user secret key shares {(sk[id];}ic1, are combined to reconstruct the user se-
cret key sk[id]. The set of players I, is called the user secret key reconstruc-
tion set. Via {K,fail} « Tdec(pk, sk[id], C) the possessor of the user secret
key sk[id] decapsulates the ciphertext C; via {(¢,C;),fail} «— Tdec.Share(pk,
vk, id, i, sk[id];, C) the possessor of the ith user secret key share sk[id]; par-
tially decapsulates the ciphertext C encrypted with respect to id to get back
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the ith decapsulation share Cj;; via {accept,fail} «— Tdec.Vfy(i, pk, vk, id,
C;, C) it can be publicly verified if the ith decapsulation share C; is valid; via
{M,fail} < Tdec.Comb(pk, vk, id, (C;)icr:, C) sufficiently many valid decap-
sulation shares {C;}ic 1 are combined to reconstruct the session key K. The set
of players I! is called the session key reconstruction set (and may be distinct
from I,.).

Roughly speaking, for correctness we require that all correctly generated
shares pass their respective verification tests. Furthermore, any set of at least
[ honest players holding shares of a common identity id should be able to cor-
rectly operate the threshold IB-KEM, i.e. they should be able to reconstruct the
user secret key sk[id], or alternatively to decapsulate any correctly generated
encapsulation sent to id. We say that a user secret key or decapsulation share is
correctly generated if it has been obtained by following the protocol specification.
Moreover, a user secret key or decapsulation share is said to be wvalid if it passes
the corresponding verification test.

Each threshold IB-KEM naturally has to fulfull security and consistency re-
quirements. In terms of security we have to extend the security models in [2I7] to
our setting, meaning that an adversary, in addition to the master-key shares for
corrupted players, gets access to oracles for user secret key and decapsulation
shares. Regarding consistency, we must recall that often one wants threshold
key-delegation (resp. threshold decryption) to be robust, namely if the recon-
struction of sk[id] (resp. threshold decapsulation of a valid encapsulation C)
fails, it is useful to detect the players that supplied invalid partial user secret
keys (resp. invalid partial decapsulation shares). This also means that it should
be impossibly to “abuse” shares that passed their respective consistency tests
(i.e. shares that are valid) to make the scheme inconsistent, for instance by de-
capsulating the same encapsulation into distinct session keys. We will call this
property consistency of the threshold IB-KEM.

3.1 Security Requirements

Formally, we associate to a threshold IB-KEM TIBKEM and an adversary A the

experiment Exp?}%kﬂfgm}ﬁa as follows:

Experiment Exp%%kﬂfgm}ﬁa(k)

(I, sto) < A(1*,init) //adversary outputs the set of corrupted users

(pk, sk, vk) < Tkg(1*,1,m)

(id", st) & ASPYSINECLDECSINREC ) (£, ph, vk, { sk }ic1,  sto)

Ki & KeySp; (C*, K7) & Tenc(pk, id)

§ & {0,1}; K* — K}

§ & AKEYSHARE(-,-),DECSHARE(-,-,-)(guess K* C* St)

If 6 # &' then return 0 else return 1
The set I. C {1,...,m} is called the set of corrupted players and its cardinal-
ity, |I.| must be upper bounded by ! — 1. The oracle KEYSHARE(¢, id) returns
sk; <& Tkey.Share(pk, i, id, sk;) with the restriction that A is not allowed to query
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for id # id* for non-corrupted players i € I.. The oracle DECSHARE(s, id, C)
returns C; < Tdec.Share(pk, vk, i, id, sk;, C') (where the user secret key sk[id];
was generated using sk[id]; & Tkey.Share(pk, i, id, sk;)) with the restriction that
A is not allowed to query for (i,id*, C*) for non-corrupted players i ¢ I.. We
define the advantage of A in the experiment as

; - 1
Pr | Bxpliies (k) = 1] - —’ :

tibkem-cca
AdvaI'BﬂcEfM,A (k) = B

Definition 1. A threshold IB-KEM TIBKEM is said to be secure against
chosen-ciphertext attacks if for any I,m with 0 < | < m, the advantage func-
tion Advf},%kﬁlﬂfja(k) is a negligible function in k for all polynomial-time adver-
saries A.

3.2 Consistency Requirements

Any threshold IB-KEM 7IBKEM should satisfy two consistency requirements.
On the one hand, user secret key consistency requires that for any reconstructed
user secret key sk[id] (obtained from a set of [ valid user secret key shares) the
same session key is obtained when decapsulating (via Tdec) a valid ciphertext
under the corresponding id. Secondly, decapsulation consistency requires that
reconstructing the session key via Tdec.Comb for the same ciphertext C' and
identity id but for several different sets of [ valid decapsulation shares results in
the same session key.

Following [20/7] we will formalize both consistency requirements using an
adversary “attacking” the consistency of the schemes. Here we refer to reader
to [I] for a general discussion on defining adveraries attacking consistency of
a cryptographic scheme. As usual, “adversary” refers to a PTA but we stress
that the consistency of our particular scheme can be proven with respect to
unbounded adversaries.

For secret key consistency, we associate to an adversary A the experiment

tibkem~key-consist (k’)

Experiment Eprm;y@M A

(I, sto) < A(1* init) //adversary outputs the set of corrupted users
(pk, sk, vk) < Tkg(1*,1,m)

(id, D, D', C) Ll AKEYSHARE(~,~),DECSHARE(','7')(find’ pk, vk, {Ski}ielc’ sto)
sk[id] — Tkey.Comb(pk, vk, id, D) ; K «— Tdec(pk, sk[id],C)

sk[id]" — Tkey.Comb(pk, vk, id, D'); K' «— Tdec(pk, sk[id]’,C)

If fail # sk[id] # sk[id]' # fail and K # K’ then output 1 else output 0

The set I. and the oracles KEYSHARE(?, id) and DECSHARE(i, id, C) are as
defined in the experiment Exp%’,}kg‘é}}aﬁ. The sets D = {D1,...,D;} and D' =
{Di,...,Dj} are two sets of valid key shares with respect to identity id. We
define the advantage of A in the experiment as

tibkem~-key-consist _ tibkem~-key-consist _
Ady/!thenie (k) = Pr|Expliem ke (k) =1].



180 D. Galindo and E. Kiltz

For decapsulation consistency we associate to an adversary A the following
experiment:

Experiment Expfzf}%kggg}djc'wnsm(k)

(I, sto) < A(1*,init) //adversary outputs the set of corrupted users
(pk, sk, vk) < Tkg(1*,1,m)

(id, S, s, C) & AKEYSHARE(~,~),DECSHARE(','7')(find’ pk, vk, {Ski}ielc’ Sto)
K « Tdec.Comb(pk, vk, id, S, C)

K’ — Tdec.Comb(pk, vk,id,S’, C)

If fail # K # K’ # fail then return 1 else return 0

The set I. and the oracles KEYSHARE(7, id) and DECSHARE(i, id, C') are as
defined in the experiment Exp%%kfénﬂ}?;a. The sets S = {C4,...,C;} and §" =
{C1,...,C[} are two sets of valid decapsulation shares with respect to (id,C).
We define the advantage of A in the experiment as

tibkem~-dec-consist _ tibkem~dec-consist _
AV (k) = Pr | Exphigets et (n) = 1] .

tibkem-key-consist
TIBKEM,A
the experiment Expfzfll};kgg;nm}?jc_“)“mt is considered here for the first time. In par-

ticular, previous papers [2J12] did not consider decapsulation consistency.

The experiment Exp has already been considered in [7], while

Definition 2. A threshold IB-KEM TIBKEM is said to be consistent if for any

I,m with 0 <1 <m, and for any PTA adversaries A1 and As the two functions
tibkem-key -consist ibkem-dec-consis .

AdV a4, (k) and Advprar s (k) are negligible.

3.3 Discussion and Difficulties

It is already known how to make the key derivation threshold [7]. The crucial
trick is to use bilinear pairings to explicitly check if a shared secret key sk[id]; was
correctly generated. If not it can be rejected before the secret is reconstructed.

The difficulty for a full fledged threshold IB-KEM lies in the decapsulation
shares. A similar method as above for generating decapsulation shares does not
work since the session key K in an element from the target group G and we
are not given a bilinear pairing from the group Gp (which does not exist since
DDH in G7 and hence BDDH would be easy otherwise). In existing solutions [2]
(based on the Boneh-Franklin IBE []) generic proofs of knowledge (POK) are
used instead to prove ciphertext consistency and random oracles are essential to
make the proofs non-interactive.

We propose a different technique that completely avoids generic POK. The
key idea is to make the decapsulation shares elements from G;. That makes
possible to use pairings to check for consistency of the decapsulation shares.
Our technique is reminiscent to the one proposed in [I3] based on the 2-level
hierarchical IBE from Gentry and Silverberg [I5]. However, chosen-ciphertext
security was not considered in [I3]. In contrast to [I3] our scheme does not add
any further information to the ciphertext, i.e. we basically get “threshold for
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free” from chosen-ciphertext properties of the original IB-KEM [I4]. A crucial
property of the scheme from [I4] we exploit in our threshold IB-KEM is the
“public verifiability” of ciphertexts which makes it possible to check if a given
ciphertext is valid without knowing the master/user secret key.

4 A New Threshold IB-KEM

In this section we present our new chosen-ciphertext secure threshold IB-KEM.
We will use the recent chosen-ciphertext secure IB-KEM from [I4] as a basic
building block for the threshold IB-KEM. Indeed encapsulation and decapsula-
tion are exactly the same as in [14]. Hereby we benefit of the public-verifiability
property of the ciphertexts of this IB-KEM to check for consistency of a cipher-
text. In the context of a threshold IB-KEM that means that we can identify
a given encapsulation as malicious without having to decapsulate it. This par-
ticular feature is a key point to protect the scheme against chosen-ciphertext
attacks.

From now on let PG = (G1, Gy, p, é,g) be public system parameters obtained
by running the group parameter algorithm G(1%).

4.1 Waters’ Hash

We review the hash function H : {0,1}" — Gy used in Waters’ identity based
encryption schemes [2I]. On input of an integer n, the randomized hash key
generator HGen(G1) chooses n + 1 random groups elements ho, . .., h, € G1 and
returns h = (hg, h1, ..., hy) as the public description of the hash function. The
hash function H : {0,1}" — G is evaluated on a string id = (idy,...,id,) €
{0,1}™ as the product

H(id) = ho [ ] hi".
=1

4.2 The Scheme

For the user secret key reconstruction set I, C {1,...,m} we define the La-
grange Coefficients A\; (i € I,.) as A\; = Hjel,‘\{i} ]JTZ € Z,,. For any polynomial
F € Zp[X] of degree at most |I.| — 1 this entails > ,; F(i)\; = F(0). The
coefficients \; =[] jer\{i} Jjj € Zy, are defined analogously for the session key
reconstruction set I) C {1,...,m}. We call a (user secret key/ciphertext) share
valid if it passes the respective consistency check. Let TCR : Gy — Z,, be a target
collision restant hash function (i.e. given TCR(x) for a random and external x
it should be infeasible to find y € Gy \ {z} such that TCR(z) = TCR(y); we
refer to [I7] for a formal definition). Our threshold IB-KEM for identity space
{0,1}™ and threshold parameters m and [ (l-out-of-m threshold scheme — at
least [ honest players are needed to perform threshold operations) is described
by the following algorithms:
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Key generation Tkg(1%,1,m)
Choose u1, uy < G7 and b & Zp, and compute o = u? and z « é(g, ).
Choose a random hash function H < HGen(G,) and a parameters the the
target collision resistant hash function TCR. The public key is defined as
pk = (u1,u2, 2z, TCR, H).
Generate shared keys using l-out-of-m secret sharing by choosing F; & Zy,
fori=1,...,1—1 and defining F(X) = b+ Zi;i F; - X'. The verification
key is defined as vk = (vky,. .., vk,,), where vk; = g¥' (). The shared secret
key is defined as sk = (sk1, ..., sk, ), where sk; = uf(i).

Shared user secret key delegation Tkey.Share(pk, i, id, sk;)
Choose s; < Z, and compute d; 1 < sk;-H(id)* and d; o < ¢*. The shared
user secret key for player ¢ is defined as sk[id]; = (di1,d;2)-

Shared user secret key verification Tkey.Vfy(pk, vk, 1, id, sk[id);)
Parse sk[id]; = (d;,1,d;2) and check if é(d; 1,9) = é(vks, u1) - é(d; 2, H(id))

Shared user secret key combine Tkey.Comb(pk, vk, id, (sk[id);):c1, )
If |I;| < I or if one of the shares user secret keys sk[id]; (i € I,) is not
valid return fail. Otherwise parse sk[id]; = (d;1,d;2) and return skfid] =
(. d2) = (TTies, 4y Tlier, d7%)-

Encapsulation Tenc(pk, id)
Choose r < Zy, and compute the encapsulation C' = (c1,c2,¢3) € G3 as

(c1=9g", c2=H@d)", ec3= (uluz)"),

where t = TCR(c1). The corresponding session key is K = 2" € Grp.
Decapsulation Tdec(pk, sk[id], C)

Parse C' as (c1,¢2,c3) and sk[id] as (d1,d2). Compute ¢ = TCR(c1). We call

a encapsulation C consistent iff (g, c1,ulus, c3) and (g, c1, H(id), cz) are DH

tuplesé). (Checking for a DH tuple can be done by computing t